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Abstract. Threats to critical infrastructure have heightened the relevance of autonomous energy supply and
facilitated the transition to decentralised solutions. The study aimed to analyse the theoretical foundations of
decentralised generation, its application in energy islands to enhance the resilience of critical infrastructure under
emergency conditions. The methodological framework of the research included a theoretical synthesis of contemporary
scientific approaches, real-world case studies of renewable technology development and autonomous energy supply
models in the US, EU, and Ukraine, as well as a comparative analysis of autonomous energy supply models. The results
demonstrated that solar and hybrid (solar-biogas) systems proved most effective. In Ukraine, over 5,000 residential
solar installations were deployed in 2023, while in the village of Nyzhniy Bystryy (Zakarpattia), a hybrid energy island
supplied electricity to 120 households. In the US, solar generation increased by 16% in 2023, with a 40% growth recorded
in 2024. In the EU, the average levelised cost of solar electricity production decreased by 12% in 2023. In Tuscany
(Italy), an energy island restored power supply within 12 hours in 2022 compared to 72 hours in the centralised system.
In Ukraine, decentralised generation reduced recovery time to 3-6 hours in frontline regions (versus 12-18 hours
traditionally), with electricity costs at 0.08 USD/kWh compared to 0.12 USD/kWh in the centralised system. The study
revealed that decentralised generation enhanced grid flexibility and resilience by reducing transmission losses (up to
-10%) and diversifying supply sources. Innovative technologies (digital control, artificial intelligence) were found to
improve dispatching efficiency, enabling energy islands and microgrids to autonomously power critical facilities even
during total grid collapse. The practical significance of the research lies in applying its findings to energy security
strategies, microgrid development, and planning autonomous systems in vulnerable regions

Keywords: renewable energy sources; system autonomy; solar power; wind turbines; bioenergy; digital technologies

Introduction

Modern energy systems are undergoing transformation
driven by climate change, decentralisation, digitalisation,
and threats to critical infrastructure. In this context, de-
centralised generation (DG) is gaining prominence by of-
fering localised energy production as an alternative to
centralised models. This reduces transmission losses and

enhances flexibility and crisis resilience. Energy islands
(autonomous or semi-autonomous microsystems within
DG frameworks) ensure power system survivability, par-
ticularly during disruptions or overloads. Their value lies in
rapid recovery, redundancy, and adaptability, guaranteeing
basic energy supply in emergencies.

Suggested Citation:

Voitenko, V., & Polishchuk, R. (2025). Decentralised generation and its role in enhancing the resilience of energy islands and critical
infrastructure: Current trends and prospects. Technologies and Engineering, 26(2), 11-26. doi: 10.30857/2786-5371.2025.2.1.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0009-0005-0107-8357
https://orcid.org/0009-0009-0356-0226
https://technologies-engineering.com.ua/en

Decentralised generation and its role in enhancing the resilience of energy islands...

The theoretical foundation for understanding the op-
eration and benefits of such systems is actively developing
in academic discourse. S.S. Yusuf & A.S. Abubakar (2023)
conducted an in-depth analysis of grid-forming inverters,
which are essential for stable microgrid operation. Their
research highlighted the critical role of modern power
electronics in enabling autonomous synchronisation of
energy islands. M. Sadiq et al. (2025) focused on offshore
microgrid management, demonstrating the efficacy of de-
centralised predictive control in complex environments
such as ports or energy-intensive hubs. The study by
M. Adnan et al. (2023) provided a comprehensive exami-
nation of transmission network planning methodologies
in ultra-smart systems, which was pivotal for integrating
large-scale decentralised generation into broader ener-
gy landscapes. P. Kadar & A. Vass (2023) demonstrated a
practical implementation of an islanded urban microgrid
operating under emergency conditions - a case study val-
idating the feasibility and operational viability of energy
islands in real-time scenarios.

Certain authors have focused on systemic approach-
es to reliability and energy system planning. Ye. Bardyk et
al. (2024) investigated the operational reliability of power
systems, particularly in the context of sustainable energy
planning in Ukraine, and emphasised the importance of
integrating risk assessment and adaptive mechanisms into
the design of autonomous energy systems. Their research
underscored the necessity of incorporating such considera-
tions into decentralised energy system models. I. Blinov et
al. (2023) substantiated the role of hydropower, specifically
pumped storage capacities, in load balancing in Ukraine,
which could be integrated into energy island models to en-
hance grid stability. This study is pivotal for understanding
the potential of renewable energy sources (RES) in stabi-
lising autonomous energy systems. E. Chomac¢-Pierzecka et
al. (2022), in their review of the hydropower sector in Po-
land and the Baltic states, emphasised the potential of de-
centralised systems within sustainable development strat-
egies. This study demonstrated how energy diversification
policies could foster municipal-level energy autonomy.

Another key research direction involves assessing the
potential of solar and wind energy for decentralised system
development. I. Doronina et al. (2023) conducted a geospa-
tial analysis to evaluate solar and wind energy potential in
Ukraine, providing a foundation for decentralised energy
system deployment. They also stressed the significance of
geographical and climatic factors in energy island design.
However, a research gap persists regarding the integration
of these technologies in real-world conditions, particularly
in Ukraine, where not only technical but also socio-eco-
nomic challenges must be addressed. Existing studies often
focus on individual system components, with insufficient
attention paid to holistic approaches for assessing their ef-
fectiveness in highly unstable grid conditions.

The aim of this study was to examine the role of DG
in enhancing the resilience of energy islands and criti-
cal infrastructure under emergency conditions. Special

attention was given to analysing the potential of such sys-
tems to ensure energy supply autonomy during crises, in-
cluding military conflicts or natural disasters. The follow-
ing key objectives were defined:

1. Evaluate theoretical approaches and practical de-
velopments in DG and energy islands, assessing their
role in improving power system resilience during war or
natural disasters;

2. Analyse global trends in resilient energy system de-
ployment, examining case studies from various countries
(the US, EU, and Ukraine) and assessing their effectiveness
in disaster and conflict scenarios;

3. Investigate the impact of artificial intelligence (AI)
and blockchain technologies on energy system and micro-
grid management, particularly their potential to enhance
energy island stability during emergencies.

Materials and Methods

The study was conducted between September 2024 and Jan-
uary 2025 and focused on analysing aspects of distributed
generation (DG) in the context of energy islands and their
role in enhancing the resilience of critical infrastructure un-
der emergency conditions. Primary attention was given to
assessing the impact of various types of renewable energy
sources (RES) - solar, wind, and bioenergy — on reducing CO»
emissions, lowering energy consumption, and increasing
the autonomy of energy systems. At the first stage, a com-
parative analysis of traditional centralised energy systems
and modern decentralised energy systems was conducted
to identify their advantages and disadvantages. The objec-
tive of the analysis was to evaluate how different energy
supply models contribute to sustainable development amid
growing energy demand, climate change, and increased
vulnerability to external threats. The efficiency of the sys-
tems was analysed using content analysis to summarise
their strengths and weaknesses, enabling an assessment of
their potential for regional conditions and crisis scenarios.

The second stage involved evaluating the effectiveness
of decentralised energy system integration in the Unit-
ed States (U.S. Energy Information Administration, 2023;
2024; International Renewable Energy Agency, 2024; En-
vironmental Protection Agency, n.d.), the EU (Zakeri et
al., 2022; Frilingou et al., 2023; International Energy Agen-
¢y, 2023; 2024), and Ukraine (Shahini et al., 2024; Hrytsi-
uk et al., 2024; Diachenko, 2024). The selection of these
countries was justified by their experience in implementing
DG and RES, as well as the need to ensure energy autonomy
due to vulnerability to external threats. The US, EU, and
Ukraine have varying levels of energy system development
and face different challenges, allowing for a comparison
not only of the effectiveness of approaches to sustainable
development and energy security under wartime or natural
disaster conditions but also of socio-economic barriers.

To compare the efficiency of DG in the US, EU, and
Ukraine, a comparative analysis method was applied us-
ing uniform criteria: recovery time, electricity costs, RES
integration, and the scale of implemented solutions based
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on statistical data collected from open reports. The analy-
sis was based on a combination of quantitative (statistical
indicators from official reports) and qualitative (content
analysis of scientific publications and regulatory frame-
works) approaches. Due to the publication policies of in-
ternational organisations, which entail an annual delay in
reporting, the analysis relied on the latest complete report
from the International Renewable Energy Agency (2024).
The 2024 report is expected no earlier than August-Sep-
tember 2025, while the 2025 report will be released in 2026.

The use of content analysis of publications and data
analysis from international reports (International Renew-
able Energy Agency, International Energy Agency, Envi-
ronmental Protection Agency) enabled the systematisation
of approaches to DG implementation in the US, EU, and
Ukraine and an assessment of DG efficiency under crisis
conditions and its economic benefits. Inclusion criteria for
sources required data on technological efficiency, environ-
mental performance, and the relationship with DG in crisis
scenarios. The regulatory framework was outlined through
a review of key documents: Law of Ukraine No. 555-IV “On
Alternative Energy Sources” (2003), Directive of the Eu-
ropean Parliament and of the Council No. 2019/944 “On
Common Rules for the Internal Market for Electricity and
Amending Directive 2012/27/EU” (2019), Directive of the
European Parliament and of the Council No. 2018/2001 “On
the Promotion of the Use of Energy from Renewable Sourc-
es” (2018), Public Law No. 117-169 “Inflation Reduction
Act of 20227 (2022), which regulate the development of DG
(distributed generation) in the US, EU, and Ukraine, without
conducting a comparative analysis of their legal approaches.

At the third stage, the practical application of modern
digital technologies was described: Model Predictive Con-
trol, blockchain-based solutions for energy transactions,
machine learning algorithms for load optimisation, as well
as energy storage technologies (lithium-ion batteries, hy-
drogen storage systems, pumped hydro storage). The ob-
jective was to assess the potential for optimising resource
allocation, reducing costs, and enhancing the overall re-
silience of energy systems. The reference manager Zotero
was employed for source processing, facilitating systemat-
ic research organisation, accurate citation, and thematic

classification. The application of data search, analysis,
and synthesis methods ensured a comprehensive study
of DG’s impact on energy security, enabling the identifi-
cation of key efficiency patterns and the formulation of
evidence-based conclusions on improving system stability.

Results and Discussion

DG is defined as an energy production system that involves
generating power directly at consumption sites, thereby
reducing the load on centralised grids and improving ener-
gy efficiency. DG encompasses three primary types: solar,
wind, and bioenergy, each with distinct theoretical foun-
dations, advantages, and limitations that require critical
evaluation to develop effective deployment strategies.

Solar energy, based on photovoltaic (PV) panels, is one
of the most accessible DG types due to declining technol-
ogy costs. This underscores its potential for integration
into diverse infrastructure, from residential buildings to
agricultural complexes. However, solar generation efficien-
cy depends on insolation levels, limiting its applicability
in regions with low solar irradiance, while also requiring
significant land area for panel installation — a challenge in
densely populated areas (Frilingou et al., 2023). DG ena-
bles the creation of alternative energy sources that oper-
ate independently of centralised grids. Wind energy, which
converts kinetic wind energy into electricity via turbines,
holds significant potential in coastal regions with strong
and consistent wind patterns. This indicates its capacity
to deliver substantial energy output under optimal turbine
placement. However, its implementation is hindered by
high initial costs, noise pollution, and dependence on nat-
ural conditions, making it less versatile compared to other
DG types. Bioenergy, derived from biomass (organic waste,
agricultural residues, wood), is regarded as a key compo-
nent of sustainable development, as it reduces greenhouse
gas emissions and promotes waste recycling. Neverthe-
less, biomass utilisation faces logistical challenges in col-
lection and transportation, as well as competition for re-
sources with other agricultural needs, which may threaten
food security, particularly in developing countries. Table 1
provides a concise comparative analysis of the main DG
types - solar, wind, and bioenergy generation.

Table 1. DG types: Advantages, limitations, and optimal application conditions

DG types Advantages Limitations Optimal application
Low technology costs, suitability | Dependence on insolation, requirement Southern regions
Solar s . - . . .
for small-scale facilities. for large installation areas. with high solar potential.
. High potential in wind-rich zones, | Noise pollution, dependence on natural .
Wind . R o S Coastal zones and open plains.
environmental sustainability. conditions, high initial costs.
. Waste recycling, CO» emission Logistics O.f collectlon' . Rural areas
Bioenergy . s and transportation, competition s o
reduction, resource stability. X . with biomass availability.
with food production.

Source: compiled by the authors based on M. Farghali et al. (2023), O. Diachenko (2024), E. Shahini et al. (2024)

Each type of DG has its optimal application scope, de-
termined by both technical and geographical factors. So-
lar energy is viable in regions with high insolation levels;

however, it requires integration with battery storage sys-
tems to ensure stable power supply. Bioenergy, despite its
resource stability and environmental benefits, necessitates
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resolving logistical challenges, particularly in rural areas.
Wind power demonstrates efficiency in coastal zones, but its
economic viability is closely tied to investments in noise-re-
duction technologies and improving turbine efficiency.

The energy island concept involves the creation of
an autonomous energy system capable of operating inde-
pendently from the main grid and is categorised into fully
autonomous (for local consumers) and integrated systems
(with the capability to exchange energy with the central-
ised grid). Such systems are resilient to emergencies, such
as natural disasters or military conflicts, which is particu-
larly relevant for Ukraine under unstable conditions (Tron-
dle et al., 2024). However, their implementation is compli-
cated by economic constraints, including the high cost of
establishing autonomous systems, as well as challenges in
integrating with centralised grids under unstable demand
conditions. To enhance the efficiency of energy islands, it
is advisable to develop hybrid models that combine auton-
omy with integration capabilities, enabling adaptation to
various usage scenarios.

The resilience of energy systems is defined as the abil-
ity to withstand disruptive influences, adapt to changes,
and rapidly restore functionality, which is critically impor-
tant in the context of decentralisation and the increasing
share of RES, especially for Ukraine during wartime. There
are three key characteristics of resilience: power redun-
dancy, adaptability, and recovery speed. Backup capacities
(diesel generators, batteries) ensure autonomy but require
significant investment. Adaptability depends on the inte-
gration of RES with energy storage systems, enhancing grid
flexibility; however, recovery speed is hindered in cases of
large-scale damage (Rabocha et al., 2023). Together, these
characteristics ensure the energy system’s ability to oper-
ate under disruption. A comparative analysis of approaches
revealed that local autonomous systems ensure independ-
ence but are costly, whereas optimal dispatch control en-
hances flexibility but relies on forecasting.

The resilience of a power system is determined by three
key characteristics: capacity redundancy, adaptability, and
recovery speed. Backup capacities, such as diesel generators
or batteries, ensure autonomy during disruptions but require
significant investment. Adaptability, achieved through the
integration of RES with energy storage systems, enhances
grid flexibility, enabling the system to respond dynamically
to failures. Recovery speed, although complicated in large-
scale damage scenarios, is critically important for restoring
normal operation. Together, these characteristics ensure the
power system’s ability to operate under disruption.

Critical infrastructure, encompassing healthcare,
transport, telecommunications, and energy sectors, re-
lies on the reliability of power supply. Theoretical anal-
ysis has shown that decentralised systems enhance its
autonomy, minimising the risks of outages. However, the
implementation of such systems in developing countries
may be constrained by social factors, particularly the
limited accessibility of technologies for small communi-
ties, which must be considered when designing energy
development strategies.

The management of decentralised energy systems, par-
ticularly microgrids, is crucial for ensuring their flexibility
and stability under variable loads and limited resources,
especially in crisis situations, as seen in Ukraine during the
war. There are two primary approaches: smart grids and
model predictive control (MPC). Smart grids enable auto-
matic regulation of power flows but require substantial in-
vestment and increase cyber risks, whereas MPC minimises
losses and peak loads but depends on forecasting accuracy
(Gonzalez-Reina et al., 2024). An additional factor in sta-
bility is the involvement of prosumer households, which
generate energy (via solar or biogas installations), enhanc-
ing autonomy and diversifying supply sources. However,
integrating prosumers complicates management due to
generation instability. Comparative analysis suggests that
for crisis conditions, it is advisable to combine smart grids
for baseline control and MPC for adaptation to changes,
while simultaneously leveraging the potential of prosum-
ers to increase autonomy.

The optimisation of DG integration is a key element
for ensuring the stable operation of future energy systems,
as it enables the effective combination of decentralised
energy sources with centralised systems, reducing depend-
ence on traditional grids and improving overall supply re-
liability. Successful DG integration depends on developing
models that account for both technological and economic
aspects, as well as the system’s ability to adapt to changes
in demand and supply. Load distribution models between
centralised and decentralised sources involve strategies for
the efficient use of solar panels, wind turbines, and oth-
er RES alongside conventional capacities. An important
aspect is load management, which optimises energy use
based on demand fluctuations and resource availability.
However, such models have limitations: they often fail to
account for RES intermittency, which can lead to system
overloads, and require significant infrastructure modern-
isation investments to ensure synchronisation between
centralised and decentralised sources (Table 2).

Table 2. Comparative analysis of approaches to the management and organisation of decentralised energy systems

Category/Approach Advantages Limitations/Challenges Optimal application context
Autonomous Complete grid independence, High implementation costs, Crisis situations,
energy islands crisis resilience isolation isolated communities

Flexibility, ability

Integrated energy islands to exchange energy with the grid

Need for complex grid
synchronisation

Regions with unstable demand,
partial grid access

Smart grids Automatic load balancing, scalability

High investment costs,
cyber risks

High investment costs,
cyber risks
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Table 2. Continued

Category/Approach Advantages

Limitations/Challenges

Optimal application context

Model predictive control | Load optimisation, precise forecasting

Dependence on forecast
accuracy, complexity

Systems with variable demand,
wartime or instability

Hybrid model (sr_na_rt Balance between stability and
grids+tmodel predictive d bili
control) adaptability

High implementation
complexity, infrastructure

Crisis conditions, strategic
facilities

requirements

Local autonomous
systems

Energy independence, backup
capability

High cost, logistical challenges | Critical infrastructure facilities

Dispatch control Flexibility, adaptability to changes

Dependence on forecasting

systems Urban energy systems

Source diversification, increased

Prosumer integration
autonomy

Integration complexity,

. . Small communities, households
generation instability

Source: created by the authors based on Y.A. Veremiichuk et al. (2024), C. Rehtanz et al. (2024), A.E. Gonzalez-Reina et

al. (2024), 1. Hrytsiuk et al. (2024)

A comparative analysis of theoretical approaches to
DG integration reveals specific advantages and limita-
tions, which largely depend on the context of their appli-
cation. Combining smart grids for baseline management
with MPC for adaptive response to fluctuations enables
a balance between stability and flexibility. Such a hybrid
approach is particularly relevant in unstable conditions,
such as during wartime in Ukraine, due to significant re-
source availability fluctuations, infrastructure destruc-
tion, and unpredictable changes in energy flows. Conse-
quently, the practical effectiveness of integration models

increases under the condition of their adaptability to re-
al-world operational environments.

Global trends in renewable energy and DG indicate a
steady increase in the role of new energy sources in power
systems. Progress in reducing technology costs, the growing
share of RES in the energy balance, and the optimisation of
grid losses create prerequisites for the rapid deployment of
DG across various regions worldwide. Table 3 presented key
global indicators illustrating the development dynamics of
this sector and confirms the relevance of transitioning to-
wards more flexible and sustainable energy supply models.

Table 3. Key global statistical indicators in renewable and DG-based electricity (2023)

Indicator

Value

Share of RES in global electricity generation (2023)

In 2023, RES accounted for 30% of global electricity production.

Share of solar and wind generation (2023)

The combined share of solar and wind generation in 2023 reached
approximately 13% of total electricity production.

Projected share of RES by 2030

The share of RES in the global energy mix
is expected to exceed 50% by 2030.

Reduction in solar PV generation costs (2023)

In 2023, the levelised cost of solar PV generation
decreased by 12% compared to 2022.

Reduction in onshore wind energy costs (2023)

In 2023, the levelised cost of onshore wind generation
declined by 3% compared to 2022.

Reduction in solar panel costs (2010-2023)

Between 2010 and 2023, solar panel prices fell by 89%.

Reduction in grid losses due to DG

Through the implementation of DG, grid losses
have been reduced to 10%.

Source: compiled by the authors based on International Energy Agency (2023; 2024), International Renewable Energy Agency

(2024), Environmental Protection Agency (n.d.)

The presented data demonstrated not only the cur-
rent level of RES adoption but also their rapid glob-
al expansion. The substantial reduction in generation
costs and equipment expenditures (solar panels and
wind turbines) indicates growing economic viability of
decentralised solutions. When combined with reduced
grid losses, these trends create favourable conditions for
transitioning towards more sustainable, localised ener-
gy systems, particularly in countries with uneven access

Technologies and Engineering, Vol. 26, No. 2, 2025

to centralised power supply. Environmental and social
aspects of DG play a pivotal role in shaping sustainable
energy policies globally. The integration of RES not only
contributes to greenhouse gas emission reductions but
also generates additional opportunities for socio-eco-
nomic development, particularly through improved
electricity access and job creation. Table 4 summarises
current statistical indicators illustrating DG’s potential
environmental and societal impact.
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Table 4. Statistical indicators of DG’s environmental and social impact

Indicator

Value

Global CO5 emissions from energy (2022)

In 2022, energy-related CO2 emissions reached 37 gigatonnes.

Projected CO» emission reduction by 2050

International climate strategy envisages reducing energy-related
COq emissions to net zero by 2050.

Population without electricity access (2023)

As of 2023, approximately 675 million people worldwide lacked
access to electricity.

Projected new RES jobs by 2030

Over 30 million new jobs will be created in the RES sector by 2030.

Source: compiled by the authors based on International Energy Agency (2023; 2024)

The presented indicators demonstrated that DG holds
not only technical but also strategic significance in the con-
text of achieving global sustainable development goals. The
reduction in COg emissions, expanded access to electrici-
ty, and the creation of millions of new jobs indicate that DG
serves as a crucial instrument for ecological transformation
and enhancing energy equity. In the context of the war in
Ukraine, where missile strikes can disable centralised gener-
ation facilities, DG gains particular importance due to its de-
centralised nature, which ensures the resilience of the power
system. This is especially relevant for countries with limited
access to centralised resources or those recovering from crises.

The implementation of DG demonstrates not only
technical but also substantial social and environmental
benefits, particularly in regions with limited access to cen-
tralised grids. In Ukraine, where the war leads to frequent
power outages, DG becomes a key tool for meeting the

basic needs of the population in conflict zones, enabling
thousands of people to maintain daily life through auton-
omous RES-based systems. In Global South countries, such
as Sub-Saharan Africa and South Asia, more than half of
the population still lacking electricity could be reached
precisely through microgrids or autonomous RES-based
solutions. Government programmes and donor initiatives
in these regions prove the effectiveness of DG as a tool for
rapid electrification with minimal environmental impact.

In developed countries, DG takes on a different role —
it enhances the resilience of critical infrastructure during
emergencies, such as hurricanes, armed conflicts, or dis-
ruptions in centralised grids. Thus, the potential of DG
should be considered not merely as a technological solu-
tion but as a comprehensive socio-climatic development
tool adaptable to diverse conditions, ranging from global
instability to regional challenges (Table 5).

Table 5. Implemented case studies of DG deployment: environmental and social impact

Country/Region (project)

Implemented solution

Social/Environmental impact

India (Saubhagya Programme)

Solar microgrids for electrifying
over 25 million rural households.

Large-scale improvement in electricity
access for remote regions.

USA (California, Fire Station, 2021)

Local microgrid for fire service
with autonomous energy supply during outages.

Enhanced resilience
of critical infrastructure during crises.

Nigeria (Deutsche Gesellschaft fiir
Internationale Zusammenarbeit (GIZ)
+ Government Initiatives)

Off-grid power systems for educational and medical
facilities in remote areas.

Reduction in CO emissions
and fossil fuel dependence.

South Africa (Rural Schools
and Clinics)

Solar PV with energy storage
in schools and clinics
under municipal programmes.

Increased energy independence
and improved learning/healthcare
conditions.

Ukraine (DG Implementation
in Communities, 2022-2023)

Solar systems and biogas plants
for rural communities and temporary medical
facilities in conflict zones.

Improved living conditions in
affected regions via energy access
for communities and medical points;
reduced fossil fuel reliance through RES.

Source: compiled by the authors based on Environmental Protection Agency (n.d.), U.S. Energy Information Administration (2023),
International Energy Agency (2024), E. Shahini et al. (2024), Y.A. Veremiichuk et al. (2024), O. Diachenko (2024)

The EU’s experience in the development of DG serves as
an important model for countries seeking to integrate RES
into their energy systems. One of the key strategic documents
in this regard is the European Green Deal, which envisages
achieving climate neutrality by 2050 (Directive of the Euro-
pean Parliament..., 2019). This policy emphasised the devel-
opment of smart grids and local energy sources. A crucial role
in the legal framework for RES development is played by Di-
rective (EU) 2018/2001 of the European Parliament and of the
Council “On the Promotion of the Use of Energy from Renew-
able Sources” (2018), which sets binding targets for member
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states regarding the share of renewable energy — at least 32%
by 2030. To achieve this goal, countries are required to es-
tablish favourable conditions for DG development, including
through “feed-in tariff” mechanisms for private investors.
This approach stimulates the deployment of small and medi-
um-sized power plants, reduces reliance on centralised gen-
eration, and enhances system resilience.

These efforts have already yielded tangible results, as
evidenced by statistical indicators. The declining cost of
technologies, the increasing share of RES, the implemen-
tation of energy islands, and the reduced power supply
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restoration time all demonstrate the effectiveness of EU
policies (the lack of publicly available DG statistics exhib-
its regional variations. In the EU, this is attributed to data
fragmentation caused by the diversity of small-scale instal-
lations and the lack of unified reporting standards. In the
US, DG statistics are limited due to a predominant focus on

centralised generation and insufficient integration of dis-
tributed system data. In Ukraine, DG data is unavailable
due to the prioritisation of urgent energy system resto-
ration during wartime and a lack of resources for detailed
monitoring). Table 6 presented statistical indicators illus-
trating key trends in DG development in the EU.

Table 6. Statistical data on DG implementation in the EU

Category Description

Data

DG implementation Reduction in solar PV costs in 2023,

In 2023, the average levelised cost of electricity (LCOE) for solar

in the EU fostering DG growth. PV generation decreased by 12% compared to 2022.
Energy island Power restoration time in Tuscany (Italy) In .the. city of Ponteqlera (Tuscany)., power supply was rest.ored
g ; . within 12 hours using an energy island, whereas centralised
efficiency during the 2022 energy crisis. .
restoration took 72 hours.

Regional trends in Share of solar PV and wind power in EU

In 2024, the combined share of solar and wind generation in the
EU’s electricity mix exceeded the total share of coal and natural

the EU electricity generation in 2024. gas-based generation.
DG deployment Increased adoption of small hydropower The estimated installed capacity potential of small hydropower
example plants in Poland and the Baltic states. plants is 1.2 GW in Poland and 0.8 GW in the Baltic states.

Reduction in onshore wind costs in 2023,

Economic viability enhancing DG economic benefits.

In 2023, the average LCOE for onshore wind generation decreased
by 3% compared to 2022.

Doubling of renewable capacity growth rates
in 2024-2030, necessitating
grid upgrades.

System resilience
impact

According to projections, the growth rate of new renewable
capacity in the EU will double between 2024 and 2030 compared
to the previous decade, creating a need for enhanced distributed

grid development.

Source: compiled by the authors based on E. Chomac-Pierzecka et al. (2022), B. Zakeri et al. (2022), International Energy

Agency (2024), International Renewable Energy Agency (2024)

The United States is actively developing decentralised
energy systems, particularly through support for solar and
wind generation via federal subsidies and tax incentives.
This contributes to reduced energy transmission costs,
enhances energy security, and lowers emissions, notably
through the implementation of microgrids and energy is-
lands. A key regulatory framework is Public Law No. 117-169
“Inflation Reduction Act of 2022” (2022), which provides
substantial tax incentives for the development of renewa-
ble energy sources (RES), including distributed generation

systems and microgrids. Additionally, according to data
from the US Environmental Protection Agency, the docu-
ment Environmental Protection Agency (n.d.) highlights the
advantages of decentralised solutions in reducing emissions
and minimising energy losses during transmission. This ap-
proach helps decrease energy transmission costs, improves
energy security, and reduces environmental impact, particu-
larly through the deployment of microgrids and energy is-
lands. Table 7 presented key statistical indicators reflecting
the scale of DG deployment in the United States.

Table 7. Key indicators of DG implementation in the United States

Category Description

Data

DG implementation in

the US transmission losses.

Advantages of DG in reducing electricity

DG (e.g., rooftop solar panels) reduces losses,
which are significant in centralised systems.

Energy island efficiency reliable energy.

Potential of DG to support the delivery of clean and

DG can facilitate clean energy delivery
and reduce transmission losses.

Regional trends in the US

Growth in solar generation in 2023-2024.

In 2023, solar generation in the US increased
by 16%, with a further 40% rise projected
in 2024 compared to the previous year.

DG implementation
example

Addition of new solar capacity in 2024, with a
significant share from small-scale installations.

In 2024, the US added 36 GW of new solar capacity,
a substantial portion of which came from
distributed installations.

Economic efficiency
benefits of DG.

Decline in the Levelised Cost of Electricity (LCOE)
for solar PV in 2023, enhancing the economic

In 2023, the average cost of solar energy
decreased by 12% compared to 2022.

Impact on system

resilience electricity production.

Share of wind and solar generation in total

In 2023, solar and wind generation accounted for
16% of total electricity in the US, with a projected
increase to 18% in 2024.

Source: compiled by the authors based on International U.S. Energy Information Administration (2023), Renewable Energy
Agency (2024), International Renewable Energy Agency (2024), U.S. Energy Information Administration (2024), Environmental

Protection Agency (n.d.)
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Global trends in the deployment of sustainable energy
systems indicate a rapid increase in the share of RES. Ac-
cording to the International Energy Agency (2023; 2024),
the share of RES in global electricity generation reached
30% in 2023, with projections suggesting an increase to
50% by 2030, driven by the development of DG and smart
grids. In Ukraine, these trends are reflected in the growth of
RES to 10% in 2023, aligning with the global shift towards

energy system decarbonisation. The current scale of DG
utilisation demonstrates significant growth - in 2023, DG
accounted for 12% of global electricity generation, 60% of
which was derived from solar and wind energy. This expan-
sion is supported by regional initiatives, particularly in the
EU, the US, and Ukraine, where DG is being actively integrat-
ed into local energy systems. Table 8 presents consolidated
data on the effectiveness of DG implementation in Ukraine.

Table 8. Implementation and efficacy of DG in Ukraine

Category Description

Data

DG implementation in

Number of installed residential solar systems for

In 2023, 5,000 residential solar systems

for autonomous energy supply

during the 2023 blackout.

Ukraine autonomous energy supply in 2023. were installed in Ukraine.
Time taken to restore energy supply During the 2023 blackout in Volyn Oblast, DG
Energy island efficacy to critical infrastructure in Volyn Oblast restored power to critical facilities within 4-6

hours, whereas centralised recovery took 24 hours.

Regional trends in Ukraine

Share of RES in electricity generation in 2023 and
number of biogas plants in rural communities.

In 2023, RES accounted for 10%
of electricity generation, while 2,000 biogas plants
in rural communities met up to 15%

of their energy demand.

Wartime application

Energy island in Irpin (2022) for a field hospital.

In 2022, an energy island in Irpin provided
uninterrupted power to a field hospital for 72
hours, saving 300 lives.

DG deployment case study

Energy island in Nyzhniy Bystryi
village (Zakarpattia) in 2023.

In 2023, Nyzhniy Bystryi village (Zakarpattia)
implemented an energy island comprising solar
panels (50 kW) and a biogas plant (30 kW),
supplying 120 households.

Economic efficiency

Comparison of LCOE for DG
and centralised supply in 2023.

In 2023, Ukraine’s DG LCOE stood
at USD 0.08/kWh, below centralised
supply costs (USD 0.12/kWh).

System resilience impact

Reduction in energy supply restoration time
in frontline regions (2022).

In 2022, frontline regions saw a 60% reduction
in power restoration time
(from 12-18 to 3-5 hours) due to DG.

Source: compiled by the authors based on H. Pivniak et al. (2022), E. Shahini et al. (2024), I. Hrytsiuk et al. (2024)

The presented data on DG deployment in the EU,
US, and Ukraine enable a comparative analysis, reveal-
ing shared trends and regional specificities within ener-
gy security, sustainable development, and technological
integration contexts. In the EU, DG is integrated through
advanced regulatory frameworks that enhance economic
viability, system resilience, and faster power restoration,
though grid modernisation is required to accommodate
growing RES contributions. The US prioritises distributed
systems supported by state incentives, reducing transmis-
sion losses and enabling rapid capacity scaling (particularly

via small-scale installations), albeit technological com-
plexity hinders integration in less developed regions.

In Ukraine, DG plays a strategic crisis-response role,
ensuring critical infrastructure and rural community au-
tonomy through energy islands and biogas plants, yet
scaling remains constrained by infrastructural and fund-
ing limitations. Comparative analysis demonstrates that
DG success hinges on balancing technological integration,
economic feasibility, and local context adaptation, under-
scoring the need for regionally tailored strategies to max-
imise its environmental and social benefits (Table 9).

Table 9. Comparative analysis of DG implementation in the EU, the US, and Ukraine

Criterion EU

us Ukraine

High, due to regulatory
frameworks and the objectives of
the European Green Deal

Level of DG support

High, through tax incentives and

Moderate, constrained by
resources but increasing due to

stimulus programmes .
progr wartime demands

Integration of RES, grid

Development focus .
modernisation

Small-scale distributed
installations, microgrids

Community self-sufficiency,
critical infrastructure

Increasing, though dependent on

Grid resilience .
grid upgrades

High, owing to the autonomy of

Key objective: ensuring supply in

distributed systems crisis-affected regions

Primary DG sources Solar, wind, small hydropower

Solar, wind Solar, biogas, small hydropower
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Table 9. Continued

Criterion EU

Us Ukraine

High: reduced operational costs,

Economic efficiency -
shorter recovery times

High: reduced losses, increased

Notable in regions where the

DG share centralised system is inefficient

Implementation

Need for grid modernisation
challenges

Integration in less developed

Limited funding, infrastructure
destruction

regions, cybersecurity

Source: compiled by the authors based on M. Farghali et al. (20253), International Energy Agency (2023; 2024), U.S. Energy
Information Administration (2023; 2024), C. Rehtanz et al. (2024), International Renewable Energy Agency (2024), Environmental

Protection Agency (n.d.)

The implementation of DG in each region reflects
distinct national priorities and challenges. In the EU, it
is driven by technological modernisation under the green
transition; in the US, by the pursuit of flexibility through
distributed systems; and in Ukraine, by the strategic ne-
cessity of ensuring autonomy amid wartime instability. A
common trend across all three contexts is the growing role
of RES and the need for adaptive development models. This
underscores the importance of a holistic approach to DG,

12

combining economic efficiency with social resilience and
technological integration.

The power supply recovery time is a key indicator of
energy system viability during crises. A comparative anal-
ysis of case studies from Italy, the US, and Ukraine demon-
strates that decentralised systems enable significantly
faster restoration of critical infrastructure. This confirms
the feasibility of deploying microgrids and energy islands
as components of resilient energy infrastructure (Fig. 1).

Ty (U Y ) o 72

Ui (Vo) ey 2.4
- 4
USA (California) o —— 74

0 10 20 30

40 50 60 70 80

Recovery time (hours)

Decentralised System

m Centralised System

Figure 1. Power supply restoration time in centralised and decentralised systems
(case studies of Tuscany, California, and Volyn)
Source: compiled by the authors based on Environmental Protection Agency (n.d.), U.S. Energy Information Administration (2023),

International Renewable Energy Agency (2024)

As illustrated in Figure 1, the power supply restoration
time when employing decentralised systems was 4-6 hours
(USA, Ukraine) and 12 hours (Italy), which is significantly
shorter compared to centralised models, where this indi-
cator reached 24-72 hours. From an economic perspective,
this reduces losses associated with disruptions to critical
infrastructure operations, limits emergency response costs,
and avoids the deployment of large-scale reserve capacities.
Decentralised solutions also mitigate the risks of cascading
grid failures in the event of damage to centralised nodes.
However, the implementation of such systems entails high-
er initial costs, the necessity of integration with energy stor-
age systems, and increased demands on load management.
Despite this, under conditions of heightened infrastructure
vulnerability, the advantages of decentralisation may offset
the associated costs by enhancing energy resilience.

In the context of the war in Ukraine, the survivability of
energy systems relies on mobile generators and decentral-
ised energy sources, which ensure the autonomy of critical
infrastructure (hospitals, water supply, communications)
and support the population in the event of the destruction

of main grids due to military actions or man-made disas-
ters. Mobile generators enable rapid power restoration,
but their efficiency is constrained by fuel costs and logis-
tical challenges. DG systems (solar, wind, bioenergy instal-
lations) enhance energy security by forming autonomous
energy islands. Bioenergy contributes to stability in rural
regions; however, generation intermittency and infrastruc-
ture requirements complicate their deployment. In wartime
conditions, it is advisable to combine mobile generators
for rapid response with DG systems for long-term autono-
my, ensuring both prompt recovery and system resilience.

Damage to central energy infrastructure, particularly
during armed conflicts or natural disasters, poses significant
challenges to ensuring uninterrupted energy supply. Howev-
er, the development of DG represents a crucial step towards
achieving energy independence and resilience. In the con-
text of centralised infrastructure destruction, especially in
Ukraine during wartime, DG becomes critically important.
Local solar, wind, and bioenergy installations provide pow-
er to vital facilities (hospitals, water supply systems, com-
munication networks) even in the event of a complete grid
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blackout. The development of DG at the community level
enables the creation of energy-independent hubs, enhanc-
ing the resilience of the energy system - that is, its ability
to maintain or rapidly restore critical energy supply follow-
ing destruction or attacks. The integration of microgrids
with energy islands minimises dependence on the central-
ised grid and ensures energy supply during emergencies.

InUkraine, DG development is supported through legis-
lative initiatives aimed at integrating RES into the national
energy grid. The Law of Ukraine No. 555-1V “On Alternative
Energy Sources” (2003) establishes key legal frameworks
for the development of energy systems incorporating so-
lar and wind installations. A significant milestone was the
introduction of the “Green Tariff” for investors, ensuring
financial support and stability for RES-related projects.
As of 2025, Ukraine is in the process of drafting regulato-
ry acts governing the integration of mini- and microgrids,
particularly to support energy islands operating in auton-
omous mode, especially in crisis situations. However, the
primary challenges for DG development in Ukraine include
complex licensing and permitting procedures, which are
further complicated under martial law and crises. Frequent
legislative changes create legal uncertainty, reducing the
investment appeal of such projects. Additionally, there is
no unified approach to regulating local energy systems,
particularly in emergency operation modes, which requires
clear standards and regulatory adjustments for the effec-
tive implementation of RES.

The integration of modern digital technologies, arti-
ficial intelligence (AI), energy storage systems (ESS), and
blockchain solutions plays a pivotal role in enhancing the
efficiency, flexibility, and reliability of DG and energy is-
lands. Energy storage technologies are a critical compo-
nent for the stable operation of decentralised systems and
energy islands, particularly in autonomous conditions. The
most widely used are lithium-ion batteries, which offer
fast charging, durability, and high efficiency. For long-term
storage, hydrogen batteries are a promising solution, while
pumped hydro storage (PHS) and compressed air energy
storage (CAES) are suitable for large-scale systems. These
technologies enable the accumulation of surplus energy
from RES and its utilisation during peak hours or periods of
unstable generation. In Ukraine, projects integrating bat-
tery storage with solar and wind installations are already
being implemented, increasing the autonomy and resil-
ience of local energy systems.

Al is actively employed in microgrid management due
to its ability to process vast amounts of real-time data,
forecast demand, and optimise energy flow distribution. In-
telligent systems enable automatic load balancing between
different energy sources (RES, batteries, backup genera-
tors), taking into account weather forecasts, consumption
dynamics, and grid operating conditions. The implemen-
tation of Al in microgrid management ensures automation
with minimal manual intervention, reduces energy losses,
improves demand and generation forecasting, and enhanc-
es system stability, decreasing reliance on backup sources.

Al gains particular relevance in unpredictable crisis situ-
ations where traditional dispatching approaches become
ineffective. However, Al has limitations — high implemen-
tation costs and cybersecurity risks may hinder its applica-
tion in unstable regions. Al should be integrated with other
control technologies to ensure a balance between automa-
tion and security in crisis conditions.

Blockchain technologies provide a decentralised in-
frastructure for managing energy exchanges between
consumers, producers, and energy suppliers. Such a sys-
tem eliminates the need for a centralised intermediary,
reducing costs while ensuring transparency and security
in energy transactions. Blockchain solutions in the ener-
gy sector facilitate the creation of “smart contracts” for
the automated execution of operations under predefined
conditions, transparent accounting of energy transactions,
and the minimisation of fraud risks and centralised errors.
This underscores their potential to enhance the efficiency
of decentralised systems; however, high implementation
costs and the need for technical infrastructure limit their
widespread adoption. Blockchain is best utilised in combi-
nation with other technologies to ensure transparency and
security in energy operations.

In the context of distributed generation (DG) develop-
ment in Ukraine, blockchain technologies are regarded as
a promising tool for establishing transparent and autono-
mous local energy markets. Although Ukraine has not yet
implemented large-scale pilot projects integrating block-
chain into local energy markets, the existing regulatory
framework for RES and decentralised generation creates
favourable conditions for the future deployment of such
solutions. Blockchain could become a key element in en-
suring financial transparency between prosumers and sup-
pliers, as well as in enhancing trust in energy operations.
Given Ukraine’s commitment to energy decentralisation,
blockchain technologies are viewed as a potentially effec-
tive instrument for improving the transparency and auton-
omy of micro-energy systems (Oum, 2024).

The scaling of DG is becoming increasingly relevant in
developing countries due to growing energy demands and
climate challenges. DG serves as a key instrument for en-
suring energy security, reducing dependence on fossil fu-
els, and enhancing the resilience of energy systems in crisis
situations. The primary driver of this process is the declin-
ing cost of technologies, particularly photovoltaic panels
and wind turbines. The deployment of RES is outpacing
projections, and there is growing interest in local energy
systems that enable independence from centralised grids.
Microgrids, in particular, have proven effective in supply-
ing energy to hospitals, schools, and agricultural cooper-
atives. However, the scaling of DG faces several systemic
barriers. A key challenge in Ukraine is the lack of flexible
dispatchability of decentralised energy sources, which is
virtually non-existent: under current conditions, DG is not
integrated into grid operational management, preventing
its full utilisation for balancing generation and consump-
tion. Thus, the absence of flexible DG dispatchability in

20 Technologies and Engineering, Vol. 26, No. 2, 2025



Voitenko & Polishchuk

Ukraine constitutes one of the critical systemic barriers to
its large-scale integration into the energy system. This is-
sue impedes effective generation-consumption balancing,
reduces the adaptability of energy infrastructure to variable
conditions, and hinders the formation of fully functional
energy islands. Given the growing role of DG in decarbon-
ised and decentralised energy systems, the development of
mechanisms for flexible dispatchability and automation of
DG management processes should become a key focus of
future research. Establishing the necessary digital, regula-
tory, and technological frameworks is essential for improv-
ing the resilience and operational efficiency of future en-
ergy systems. In most developing countries, outdated grid
infrastructure remains incapable of effectively responding
to dynamic changes in demand and generation.

Integration of DG into the overall energy infrastruc-
ture, particularly through the use of smart grids and mi-
crogrids, is accompanied by a significant increase in cyber
risks. In the context of the growing digitalisation of the en-
ergy sector, ensuring cybersecurity has become one of the
key challenges for the stable operation of power systems,
especially in crisis or wartime conditions. Modern energy
systems are actively implementing digital tools for moni-
toring, managing, and forecasting loads. Technologies such
as smart grids, blockchain solutions, the Internet of Things
(IoT), and AI enhance efficiency but simultaneously open
new vectors for potential attacks. Cyber threats can not
only disrupt the operation of individual microgrids but also
lead to large-scale systemic failures, particularly in cases
where critical facilities — hospitals, communication hubs,
or water supply systems — lose control.

Therefore, the implementation of DG is accompa-
nied by substantial investment barriers. Deploying in-
frastructure for generation, storage, and energy man-
agement requires significant capital expenditures, which
may pose a challenge for countries with limited access
to financial resources. One of the key conditions for sus-
tainable development in the field of DG is the establish-
ment of “green” financing instruments, such as energy
bonds, international climate funds, and public-private
partnerships. The deployment of DG serves as a multi-
disciplinary solution, simultaneously encompassing en-
vironmental, social, and economic aspects. Emissions
reduction, increased energy autonomy, the emergence of
new labour markets, and financial challenges - all these
require an integrated approach to policy planning in de-
centralised energy. This study has systematised existing
approaches to assessing the environmental efficiency of
DG, particularly in crisis situations. A comparative anal-
ysis of different countries demonstrated how national
characteristics, economic conditions, and technological
solutions influence the adoption of DG, energy islands,
and the integration of AI and blockchain technologies.
An important objective of the research was to determine
how these solutions can enhance the resilience of ener-
gy systems, reduce costs and COz emissions, and improve
energy security in wartime conditions.

The study revealed that DG significantly enhances the
resilience of energy systems in crisis conditions, reduc-
ing power restoration time by 60% in frontline regions of
Ukraine (3-5 hours compared to 12-18 hours for centralised
systems). This finding aligns with the work of V. Kaplun et
al. (2022), who emphasised that renewable energy islands
enable rapid power restoration through local generation.
However, unlike the authors’ study, which focused on price
forecasting, the present research highlights the practical
impact of DG in real wartime conditions, making these
conclusions more contextually relevant.

The obtained results partially coincide with the study
by R. Khalid et al. (2024), who analysed mini- and mi-
cro-hydropower plants in Pakistan. They noted that local
systems reduce outage response times, which supports the
present findings. However, their study did not account for
the specifics of wartime conditions, where infrastructure
destruction is systematic, making these conclusions more
relevant for similar contexts. The research established
that DG is more economically advantageous compared
to centralised supply. This result corresponds with the
conclusions of M. Li et al. (2024), who examined prosum-
er households in Ukraine and noted that solar and biogas
installations reduce costs through local production. How-
ever, unlike their study, which focused on economic ben-
efits for households, the present research underscores the
broader impact of DG on energy security in crisis condi-
tions, making the conclusions more universal.

The current study also confirmed the economic poten-
tial of DG. O. Borodina et al. (2022) proposed a conceptual
model of decentralised energy efficiency, integrating eco-
nomic and technological approaches. The present results
complement their model, demonstrating that the econom-
ic efficiency of DG can be achieved even in crisis conditions
if focused on local solutions such as energy islands. The
results highlighted the environmental and social benefits
of DG, including CO» emissions reduction and improved
energy access in rural regions. These conclusions correlate
with the work of A. Zaporozhets et al. (2025), who investi-
gated the optimisation of renewable energy systems. They
described how DG creates new jobs, supporting the ob-
served data on social benefits. However, the present study
additionally notes that in crisis conditions, these benefits
may be limited due to a lack of investment.

Current findings partially aligned with the conclusions
of M. Iurchenko et al. (2024), who investigated the use of
renewable energy sources (RES) for sustainable economic
growth. The authors emphasised that decentralised sys-
tems contribute to environmental sustainability; however,
this study focused on their role in ensuring energy secu-
rity in crisis situations, which is particularly relevant for
Ukraine. The work also highlighted the importance of en-
ergy islands in crisis conditions for ensuring energy supply
autonomy. At the same time, these results partially con-
tradict the work of Z.V. Derii et al. (2024), who modelled
the potential of RES in Ukraine. They argued that solar and
wind generation could fully replace centralised systems in
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the long term; however, the current study demonstrated
that in the short term (under wartime conditions), a com-
plete replacement is unfeasible due to generation instabil-
ity and the need for backup capacity.

AT and blockchain technologies enhance the efficien-
cy of microgrid management but have limitations. Al en-
ables automation, reduces losses, and adapts to demand
fluctuations, yet its implementation is complicated by
cyber risks and costs. These conclusions correlated with
the study by M. Massaoudi et al. (2025), who analysed the
use of machine learning in energy grid management. They
noted that AI can optimise energy distribution but re-
quires protection against cyberattacks, which confirmed
the observational data. The current results further under-
scored the relevance of Al in crisis conditions, where tra-
ditional dispatching methods become inefficient, making
the present findings more contextually oriented. Block-
chain technologies ensure transparent accounting and re-
duce transaction costs, but their implementation is con-
strained by technical complexity. This partially aligned
with the work of S.D. Rodrigues & V.]. Garcia (2023), who
investigated transactional energy systems in microgrids.
The authors indicated that blockchain could optimise
energy flows; however, this study additionally noted that
under wartime conditions in Ukraine, priority should be
given to simpler solutions, such as local control systems,
due to resource constraints.

The scaling of DG in developing countries opens sig-
nificant prospects for ensuring energy security and sus-
tainable development. Increased investment in RES (solar
and wind technologies) will help reduce dependence on
fossil fuels and improve energy access in rural and remote
regions. The development of microgrids and energy islands
will enable the creation of autonomous systems that en-
sure stability in crisis conditions while simultaneously
contributing to CO2 emission reductions and job creation.
This also opens opportunities for the formation of new
market models. Local energy markets based on blockchain
technologies have the potential to ensure transparent ac-
counting, optimise energy flows, and reduce transaction
costs. Such technologies can be highly effective in contexts
where traditional solutions are financially inaccessible.

To counter cyber threats, the implementation of a mul-
ti-layered cybersecurity approach is necessary, including
cryptographic protection of data exchange, user and device
authentication, Al and machine learning-based behaviour-
al analytics systems, and continuous infrastructure moni-
toring to detect anomalies. In the context of DG, it is also
essential to develop “edge-of-network” protection systems
that enable local data processing and rapid response to
breaches. Countries with limited resources face challeng-
es in establishing effective cybersecurity. In this regard,
strengthening international technical and analytical co-
operation, as well as participation in cyber resilience pro-
grammes at the level of the EU, the International Energy
Agency (IEA), the TAEA, and other institutions, is crucial.
The joint development of standards, security protocols,

and risk assessment methodologies will enhance the resil-
ience of decentralised energy systems on a global scale.

The expansion of DG is not only a technical and ener-
gy challenge but also a key element of environmental and
socio-economic development strategies. The integration
of RES in the form of microgrids and energy islands has
the potential to significantly alter both the structure of
the energy balance and the social dynamics of individual
regions, particularly in developing countries and post-cri-
sis recovery contexts. One of the primary environmen-
tal benefits of decentralised systems is the reduction of
greenhouse gas emissions, particularly CO, through the
replacement of fossil fuels with RES. The deployment of
solar, wind, and bioenergy generation not only reduces en-
vironmental impact but also decreases the energy sector’s
dependence on hydrocarbon imports, which is critical dur-
ing periods of geopolitical instability.

At the same time, alongside the advantages, it is crucial
to consider the potential limitations of DG implementation.
Power generation based on RES, such as solar and wind ener-
gy, is weather-dependent and subject to natural variability,
necessitating the use of energy storage systems or backup
capacity. The high initial capital costs of deploying micro-
and mini-grids may pose a barrier to their rollout, particu-
larly in post-crisis economic conditions. Furthermore, the
regulatory and technical integration of such systems into
existing power grids requires comprehensive solutions and
legislative amendments. In regions affected by conflicts
or with limited infrastructure, decentralised facilities may
be vulnerable to damage or require additional protective
measures. Thus, the effective utilisation of DG potential
demands not only technical implementation but also ap-
propriate institutional, financial, and security support.

The development of microgrids incorporating RES,
combined with local energy storage, enhances energy ac-
cess in rural areas where centralised grids are technically
or economically unviable. Moreover, the implementation
of such projects stimulates job creation in the fields of
design, installation, and operation of local energy sys-
tems, which is vital for regional development. Another
significant social benefit is the reduction in energy costs
for consumers in the medium to long term. Although the
upfront costs of DG deployment are high, the overall life-
cycle of the system demonstrates competitiveness com-
pared to traditional energy models.

The integration of digital technologies, such as Al and
blockchain, optimises energy flow management and en-
hances transparency in local energy markets, though this
necessitates strengthened cybersecurity due to increased
cyber risks. To overcome infrastructure barriers, it is ad-
visable to engage international cooperation and “green”
financing, which would facilitate the modernisation of
outdated grids. Priority should be given to adaptive strat-
egies that account for local conditions, ensuring a balance
between technological innovation and economic feasi-
bility for sustainable energy system development. This
study holds significant importance for the advancement
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of energy systems in crisis conditions, as it demonstrates
that DG and energy islands can provide not only econom-
ic efficiency but also system resilience in real wartime
scenarios. Unlike many previous studies focused on the-
oretical modelling, this research provides practical ex-
amples confirming the effectiveness of DG in real-world
applications. This makes the current findings valuable for
countries facing similar challenges, such as infrastructure
instability or armed conflicts.

Conclusions

The conducted study confirmed the practical effectiveness
of solar and hybrid systems in the context of decentralised
energy supply. Specifically, in 2023, over 5,000 residential
solar installations were deployed in Ukraine, demonstrat-
ing the widespread adoption of this generation type at the
household level. Hybrid solutions, such as the energy is-
land in the village of Nyzhniy Bystryi, ensured full auton-
omy for 120 households by combining 50 kW of solar and
30 kW of biogas generation. Similar trends were observed
in the US, where solar generation increased by 16% in 2023
and reached 40% by the end of 2024. In the EU, a 12% re-
duction in the cost of solar energy generation during 2023
created additional economic incentives for transitioning to
decentralised generation (DG). Furthermore, a case study
from Tuscany demonstrated that energy supply restoration
time based on an energy island was reduced to 12 hours
compared to 72 hours for centralised systems. In frontline
regions of Ukraine, the implementation of DG reduced res-
toration time from 12-18 to 3-6 hours, which is critically im-
portant for ensuring the operation of critical infrastructure.

The study confirmed the significant role of DG in en-
hancing the reliability of energy systems, particularly in
crisis situations such as war or natural disasters. DG sub-
stantially reduced energy supply restoration time, which is
crucial for the uninterrupted operation of critical facilities.
This is especially vital for frontline zones, where central-
ised power grids often cannot function due to damage.

improved cost efficiency in energy supply, a key consider-
ation for rural and remote regions where centralised grids
are either absent or economically unviable. The study also
revealed that energy islands, which provided autonomous
energy supply in the absence of or damage to centralised
grids, significantly enhanced the resilience of energy sys-
tems. They ensured energy supply even in crisis situations
where traditional energy systems could not operate. How-
ever, large-scale deployment of such systems required ad-
dressing challenges related to infrastructure investments
and advancements in energy storage technologies.

Despite positive results, the study identified a num-
ber of limitations, such as insufficient infrastructure de-
velopment for the integration of DG into national power
systems. In particular, in Ukraine, the complete absence
of flexible DG dispatchability makes their effective inte-
gration into power system operational management im-
possible, reducing the ability of these sources to stabilise
energy supply under variable demand or crisis conditions.
The high costs of implementing cutting-edge technologies
(batteries and energy flow management systems) remain a
significant barrier to their large-scale deployment. Further
research should focus on improving the mechanisms for DG
integration into national power systems, advancing energy
storage technologies, and developing flexible solutions for
demand-side management. This will ensure the stability
and efficiency of future power systems while enhancing
resilience to extreme situations, particularly in wartime or
natural disasters. The adoption of DG in Ukraine presents
opportunities for energy independence; however, its po-
tential is constrained by the lack of flexible dispatchability,
which limits its full-fledged role in the national energy sec-
tor. This complicates stable energy supply during wartime
and fluctuating demand. The development of automated
control mechanisms for these sources is a critically impor-
tant task for the future of the country’s energy sector.
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AHOTOAUA. 3arpo3u st KpUTUYHOI iHOPACTPYKTYpU MOCMIIMIA aKTYaJbHICTh aBTOHOMHOTO eHepro3abesneveHHs
Ta CIOPUSIIA TIepexony IO [elleHTpani3oBaHuX pimieHb. MeTo0 [OCTimKeHHS OyB aHali3 TeOPeTUYHUX OCHOB
JlelleHTpali30BaHoi reHepaliii, ii 3acTOCyBaHHSI B €HEPTeTUYHMUX OCTPOBAX [Ji MiJBUIIEHHS KMBYUYOCTi KPUTUUHOI
iHdpacTpykTypu B ymoBax HaA3BMYAHMX cuUTyaliii. Metopmonoriuna 6asa [IOCTIIKeHHS BK/IIOYaaa TEOPETUUHE
y3araJibHeHHsI Cy4YaCHMX HayKOBMX MiXOAiB, peanbHi KejicM PpO3BUTKY BiJJHOBIIOBAJbHUX TEXHOJIOTil Ta
mopeneii aBTOHOMHOTo eHepromocrauaHHsi y CIIA, €C Ta VKpaiHi, a TakoX IMOPiBHSHHSI Mojesieli aBTOHOMHOTO
eHeprosabesrieueHHs. Y pe3ylIbTaTi BCTAHOBJIEHO, IO HAaibiMbIl eheKTUBHUMM BUSBWINCS COHSYHI Ta Ti6GpuaHi
(coHsTyHO-6iora3oBi) cucremu. B Ykpaini y 2023 poiii 6ysio BctaHoBieHo oHan 5 000 qoMaliHiX COHIYHUX YCTaHOBOK,
a B cemi Hwkuiit Buctpuit (3akapmaTTsi) TiGpUAHUIT eHepreTMUYHMIt OCTPiB 3abesmneumB eHepromocravuaHHs 120
momorocrogapcts. YV CIIA coHsiuHa TeHepalist 3pocia Ha 16 % y 2023 poiii, a y 2024 potii 6y10 3adikcoBaHO 3pOCTaHHSI
Ha 40 %.VY €C y 2023 po1ii cepenHst co6iBapTicTh BUPOOHMIITBA €JIEKTPOEeHeprii 3 COHSIUHOI eHeprii 3HM3MIacs Ha 12 %.
V¥ Tockasi (ITasnis) BifHOB/IEHHS eHepronocTrayaHHsl eHepreTMYHUM ocTpoBoM y 2022 poui Tpusaio 12 roguH 3amicTb
72 y ueHTpani3oBaHiii cucreMi. B YKpaiHi IeHelleTpanizoBaHa reHepallisi 103BoJnIa CKOPOTUTH Yac BiJHOBIEHHS 10
3-6 roguH y ipudpoHTOBUX perioHax (rmpotu 12-18 roguH TpaauiliifHo), a co6iBapTiCTh eeKTpoeHeprii craHoBMUIA
0,08 monapiB CIIA/kBT - rog mopiBasiHO 3 0,12 momapiB CIIA/xBT - ron y ueHTpasnisoBaHiii cucteMi. JocmigkeHHs
rokasajo, 10 JelleHTpa/li3oBaHa reHepailis J03BOJIsIIa MiABUIIUTY THYUKICTb i CTiliKiCTh €HeProcucTeM 3a pPaxyHOK
CKOpOUYeHHS BTpaT y Mepexi (mo -10 %) i muBepcudikarii mkepesn rnocravyaHHs. Byno BUSBIEHO, 10 iHHOBAIiliHi
TexHoJsorii (uudpoBe yrpaBaiHHSI, IITYYHUI iHTEIEKT, MiABUIYBaau eQeKTUBHICTb AMCIeTYEpU3allii, 1[0 T03BOJSIIO
eHepreTMYHMM OCTPOBAM i MiKpoMepexkaM aBTOHOMHO 3a6e3IedyBaTy KPUTMUHI OO’€KTM HaBiTh y pasi IMOBHOTO
pyliHyBaHHS Mepexi. [IpakTuuyHa IiHHICTh OOCTiAKeHHS ToJjsAraja y BUKOPUCTAHHI 710r0 BUMCHOBKIB I/ CTpaTeriit
eHepreTMYHOI 6e3IeKu, PO3BUTKY MiKpoMepex i TuIaHyBaHHSI aBBTOHOMHMX CUCTEM y Bpa3IuBUX perioHax

KritouoBi CJIOBOL: BiIHOBIIIOBAHI [yKepeia; aBTOHOMHICTh CUCTEM ; COHSIYHA €Heprist; BITpoBi Typ6inu; GioeHepreTuka;
undposi TexHonmorii
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Abstract. The purpose of the study was to investigate the effect of automatic testing log file preprocessing on the
speed of vectorisation and training of machine learning models. The HDFS v3 TraceBench set was used, which contains
more than 370 thousand traces collected in the Hadoop Distributed File System Environment. Processing included noise
removal, lemmatisation, and duplication reduction. The data was vectorised using the Term frequency — inverse document
frequency method, and then the RandomForestClassifier model was trained. The experimental results showed that
optimising the input data reduced the total processing time by almost five times. The time required for text vectorisation
and model training has been reduced, which helped to speed up work with large volumes of logs. However, the classification
accuracy was not only preserved, but also showed a slight improvement: the F1-score and Matthews correlation coefficient
indicators remained consistently high. There was also a decrease in the Log Loss value, which indicated an increase in
the model’s confidence in its own forecasts. This is especially important in the context of unbalanced classes that are
characteristic of defect classification problems. A detailed analysis showed that a significant part of the service and
repetitive information in the logs is not critical for training the model, and its removal, on the contrary, improves the
quality of data preparation. In the course of the study, it was also confirmed that the resulting target labels for logs
correspond to typical error classes. Implemented log file processing not only reduces computational costs, but also
supports or improves the quality of forecasting. These results confirmed the feasibility of including the log cleaning and
optimisation step in the overall process of building machine learning models for automated testing. The results obtained
can be integrated into automated pipelines for classifying defects and generating bug reports. This will help to reduce the
amount of manual labour and increase the efficiency of teams

Keywords: regular expressions; lemmatisation; vectorisation; machine learning; test automation

Introduction

Automated testing of the latest software generates large
volumes of unstructured log files, which are complicated
by the growing number of tests and the complexity of sys-
tems. According to R. Peronto (2024), the annual growth
in the volume of log files is 250%. Traditional log analysis
methods are expensive and slow, which leads to delays in
detecting defects and releasing software. Machine learn-
ing allows automating this process, but the effectiveness
of models largely depends on the quality of preprocessing:
redundant information slows down learning, and excessive
filtering reduces accuracy. The balance between these ex-
tremes determines the performance of the system, espe-
cially in problems of classification of defect types, where it

is important not only to identify the problem, but also to
understand its nature.

Recent international studies have mainly focused
on detecting anomalies in logs. R.R. Abdalla & A.K. Ju-
maa (2022) in their study showed the effectiveness of ML
(Machine Learning) when working with unstructured jour-
nals, but the classification of known defects was not con-
sidered. S. Ramachandran et al. (2023) proposed a model
based on deep neural networks and custom “LogWord-
2Vec” vectorisation for classifying errors in large log files,
achieving high accuracy, although the impact of preproc-
essing on resource consumption was ignored. Log vectori-
sation is a key step in preparing for analysis. TF-IDF (Term
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frequency - inverse document frequency) remains one of
the most common approaches for highlighting informa-
tive words. A. Sandhu & S. Mohammed (2022) noted that
frequently repeated terms reduce the quality of features,
so limiting the number of duplicates helps reduce their
impact while maintaining the semantic load of messages.
In application systems, log analytics is increasingly used
to detect states or types of errors. A. Brandao & P. Geor-
gieva (2020) was one of the first to apply ML to network
logs to detect attacks. P. Ryciak et al. (2022) adapted this
approach to search for anomalies in system logs using se-
quential models. E. Shirzad & H. Saadatfar (2022) showed
that analysis of patterns in unstructured logs allows pre-
dicting failures in a Hadoop cluster, which increases the
reliability of the system. Y. Huangfu (2022) investigated
the use of various machine learning approaches to diag-
nose log-based software failures, emphasising the impor-
tance of data preprocessing to improve model efficiency.
Q. Qin et al. (2024) proposed a two-step approach to log
file processing, using semi-supervised learning to speed
up log classification in large online systems. Z.A. Khan et
al. (2024) conducted an empirical study of the effect of log
parsing on the accuracy of anomaly detection, emphasis-
ing that the distinguishing property in parsing results is
key to achieving high accuracy. The problem of preproc-
essing log files was also actively investigated by Ukrainian
researchers. In particular, M. Prodeus et al. (2024) proved
that standardisation, normalisation, and feature selection
significantly improve Random Forest results in network
data anomaly detection problems. Despite the differenc-
es in domains, this confirmed the importance of filtering
unnecessary technical information in logs to improve the
efficiency of models. S. Kapitanets & G. Radelchuk (2022)
emphasised the importance of orderly data logging for
timely detection of failures in software systems, noting
that chaotic logging practices significantly complicate er-
ror detection. O. Khil & V. Yakovina (2023) emphasised in
their study that the success of the model largely depends
on the quality of input data. The study by S.A. Hussein &
S.R.Répas (2024) provided an overview of modern methods
for detecting anomalies in log files using machine learning
algorithms. The researchers analysed the effectiveness of
statistical, ML, and DL approaches in the context of vari-
able structure and large amounts of log data, highlighting
the growing role of Al in strengthening cybersecurity.

The purpose of this study was to investigate the in-
fluence of log file preprocessing methods on the efficiency
of machine learning in automatic defect classification. In
particular, it was considered how noise removal using reg-
ular expressions, lemmatisation, and TF-IDF vectorisation
affects the speed of converting text data to numeric vectors
and model training.

Materials and Methods

To achieve this goal, a set of methods of scientific cogni-
tion was applied, including empirical and experimental
approaches. In particular, a computational experiment was

conducted: a data processing and analysis pipeline was im-
plemented, on which various scenarios for preprocessing
log files were tested. The methods of cluster analysis (for
preliminary detection of structures in data) and comput-
er experiment were used to evaluate the performance of
text data preprocessing, the learning time of the machine
learning model, and the accuracy of model prediction. The
results of various data preparation methods were com-
pared with each other (comparative analysis method) to
identify their impact on speed and accuracy. This approach
allows drawing reasonable conclusions about the causal re-
lationships between the applied data transformations and
the obtained ML model metrics.

The open dataset HDFS v3 (TraceBench), a collection
of log files obtained in the Hadoop distributed file system
(HDES) during cluster operation (Zhou et al., 2014). This
set contains more than 370,000 trace records (log messag-
es) from the real infrastructure-as-a-service (IaaS) envi-
ronment. Below is the programme code for calculating the
silhouette score based on a data set:

import matplotlib.cm as cm

import matplotlib.pyplot as plt

import numpy as np

from sklearn.metrics import silhouette_samples, silhouette_score
from sklearn.mixture import GaussianMixture

X=X.toarray()
range_n_clusters=[3,4, 5, 6]

fig, axes = plt.subplots(2, 2, figsize =(15, 10))
axes = axes.flatten()

for idx, n_clusters in enumerate(range_n_clusters):
gmm = GaussianMixture(n_components = n_clusters, random_
state=42)
cluster_labels=gmm.fit_predict(X)

# Calculate avg silhouette coefficient
silhouette_avg=silhouette_score(X, cluster_labels)
print(
f’n_clusters = {n_clusters}, average silhouette
coefficient = {silhouette_avg:.4f}”

)

# Calculate silhouette coefficient for each sample
sample_silhouette_values = silhouette_samples(X, cluster_labels)

y_lower=10
ax=axes[idx]
ax.set_title(
f’Number of clusters: {n_clustersf\nAverage silhouette
coefficient: {silhouette_avg:.4f}”

ax.set_xlabel(“Silhouette coefficient”)
ax.set_ylabel(“Cluster”)

ax.set_xlim([-0.1, 1])
ax.set_ylim([0, len(X) + (n_clusters + 1) * 10])
ax.axvline(x=silhouette_avg, color="red”, linestyle="--")

for i in range(n_clusters):
ith_cluster_silhouette values = sample_silhouette
values[cluster_labels==i]
ith_cluster_silhouette_values.sort()
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size_cluster_i=ith_cluster_silhouette_values.shape[0]
y_upper=y_lower +size_cluster _i

color=cm.nipy_spectral(float(i) / n_clusters)
ax.fill_betweenx(
np.arange(y_lower, y_upper),
ith_cluster_silhouette _values,
facecolor = color,
edgecolor =color,
alpha=0.7,
)

ax.text(-0.05,y_lower+0.5 * size_cluster i, str(i))
y_lower=y _upper+10 # 10 for space between clusters

ax.set_yticks([]) # Hide sticks for Y axis
ax.set_xticks(np.arange(-0.1, 1.1,0.2))

plt.tight_layout()
plt.show()

Since the purpose of the study was to train the ML mod-
el to classify defect types, and the HDFS v3 TraceBench
dataset contains only log files without corresponding

labels, the first step was to create target classes (labels) for
each log file. The first step was to read the log files and
create a pandas.DataFrame structure with error messages;
next, the data were vectorised using the TF-IDF method
and clustered using Gaussian mixture; the optimal num-
ber of clusters was determined using the silhouette score,
according to A. Géron (2022), and creating a pandas.Data-
Frame with target classes for further model training. Ulti-
mately, the obtained clusters were analysed and compared
with the types of defects given in the official documenta-
tion according to the HDFS architecture guide (n.d.).

The next step was data preprocessing. Problems
identified in logs: unstructured, redundant information
and noise. To solve these problems, the following pre-
treatment steps were implemented (Fig. 1): using regular
expressions, timestamps, logging levels (INFO, DEBUG,
ERROR, WARN), ID (Identification Number), IP address-
es, UUID (Universal Unique Identifier) and extra special
characters were removed; words were returned to their
original form to improve the quality of vectorisation and
data consistency; the number of duplicate messages was
reduced to reduce the amount of data.

( BEGIN |

Read log files in DataFrame with columns
TEST RUN ID, FULL LOG

For each line in DataFrame [FULL_LOG]

Take text from cell
FULL_LOG

Split into lines

Remove noise
(timestamps, IP, technical information...)

Lemmatisation
(WordNetLemmatizer)

Limit the number of
duplicate lines

Save the processed result
in DataFrame

Vectorise text (TfldVectorizer)

END

Figure 1. Block diagram of log file preprocessing

Source: developed by the author based on research

After preprocessing the data, the TF-IDF (Term fre-
quency - inverse document frequency) method was used
to vectorise the text, implemented using the TfidfVec-
torizer library from the scikit-learn package, according
to the TfidfVectorizer (n.d.). This method was widely
used for processing text data, as it allows determining

the weight of each word based on its frequency in the
document and rarity throughout the corpus, according
to G. Salton et al. (1975). TE-IDF helps to reduce the im-
pact of noisy or overly frequent words by highlighting
key terms that are unique or relevant to specific mes-
sages or errors.
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Equation for calculating TF:

__ Number of times the term t appears in the document d
TF(t' d) - Total number of terms in the document d ’ (1)
where TF - frequency of the term, t — the term being an-
alysed, d — the document for which the analysis is being
performed.

Equation for calculating IDF:

Total number of documents in the corpus D (2)
Number of documents including the term ¢’

IDF(t,D) =

where IDF - inverse frequency of documents, t - the term
being analysed, D - entire body of documents.
Equation for calculating TF-IDF:

TF-IDF(t, d, D)=TF(t, d) x IDE(t, D), 3

where TF-IDF - combined metric that considers the
frequency of the term in the document and its rarity
throughout the body, t — the term being analysed, d — the
document for which the analysis is performed, D - entire
body of documents, TF - term frequency, IDF - inverted
document frequency.

To implement this pipeline, the Pipeline interface was
used, which inherits the BaseEstimator classes (BaseEsti-
mator section in scikit-learn official documentation, n.d.)
and TransformerMixin (TransformerMixin, n.d.), according
to Developing scikit-learn estimators (n.d.):

import re

from typing import Union, Optional

from sklearn.base import BaseEstimator, TransformerMixin
from nltk.stem import WordNetLemmatizer

class RegexpCleaner(BaseEstimator, TransformerMixin):
“””Removes substrings for the given patterns.”””

def _init_ (self, patterns: Union[str, list[str]]) ->None:
“””Initialize with a single pattern, or list of patterns to
remove.

:param patterns: e.g. r’[*a-zA-Z\s], [r'[*a-zA-Z\s]’, ...]
self.patterns: list[str] = [patterns] if isinstance(patterns, str)
else patterns

def fit(self, X: list[str], y:
Optional[list] =None) -> “RegexpCleaner”:
“””Dummy function to follow the interface of a

transformer.
return self

def transform(self, X: list[str], y: Optional[list] =None) ->
list[str]:
“””For each line in X remove given pattern one by one.

:param X: dataset to transform
:param y: added to implement interface.
:return: transformed dataset
cleaned: list[str]=[]
for text in X:
for pattern in self.patterns:
text =re.sub(pattern, “”, text)

cleaned.append(text)
return cleaned

class Lemmatizer(BaseEstimator, TransformerMixin):
“””Lemmatizes data in a given dataset™””

def _init_ (self)->None:
self.lemmatizer = WordNetLemmatizer()

def fit(self, X: list[str], y: Optional[list]=None)-> “Lemmatizer”:
“*”Dummy function to follow the interface of a

transformer.
return self

def transform(self, X: list[str], y:
Optional[list] = None) -> list[str]:

w“n»

Lemmatize the lines in the given dataset.
lemmatized: list[str] =[]
for text in X:
words = text.split()
lemmatized_words = [self.lemmatizer.lemmatize(word) for
word in words]
lemmatized.append(
return lemmatized

“« «

.join(lemmatized_words))

class DuplicateLimiter(BaseEstimator, TransformerMixin):
“””Limits number of duplicates in a given dataset”””

def _init_(self, max_dupes: int=>5)->None:
“»”Initialize with a number of duplicates to leave

:param max_dupes: number of duplicates to leave
:raises ValueError: if max_dupes has an incorrect type
if not isinstance(max_dupes, int):
raise ValueError(f”max_dupes should be integer,
{type(max_dupes)} was given.”)
self.max_dupes=max_dupes

def fit(self, X: list[str], y:
Optional[list] = None) -> “DuplicateLimiter”:
“’”Dummy function to follow the interface of a
transformer.”””
return self

def transform(self, X: list[str], y: Optional[list]=None) ->list[str]:
“”?Limit the duplicates in a dataset

:param X: dataset to transform

:param y: added to implement interface.

:return: transformed dataset

line_counts={}

result=[]

for line in X:
line_counts[line]=line_counts.get(line, 0)+ 1
if line_counts[line] < =self.max_dupes:

result.append(line)
return result

Such a pipeline for data preprocessing has a concise
structure and can be easily expanded if necessary:

from sklearn.pipeline import Pipeline

ID_PATTERN = r'\b[A-F0-9]{16},
SPECIAL CHAR PATTERN = r”[*a-zA-Z\s]”
MULTIPLE_ WHITESPACES PATTERN = r"\s+”

pipeline = Pipeline(|
(‘regex_cleaner’, RegexpCleaner(patterns=[ID_PATTERN,
SPECIAL_CHAR_PATTERN, MULTIPLE_ WHITESPACES _
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PATTERNY))),
(‘lemmatizer’, Lemmatizer()),
(‘dup_limiter’, DuplicateLimiter(max_dupes = 5)),

D

X_preprocessed = pipeline.fit_transform(X)

The last step was to select the model and metrics for
evaluation. The RandomForestClassifier algorithm, which
is an ensemble machine learning method known for its
high accuracy and resistance to retraining in classification

problems, was chosen to classify defect types. Previous
studies confirm its effectiveness under similar conditions,
according to M. Prodeus et al. (2024). Three metrics were
used to evaluate the model quality: Log Loss, F1-score,
and MCC (Table 1). Each of them measures different as-
pects of the algorithm’s performance, which is especially
important for working with unbalanced classes that are
often found when classifying defects in log files, accord-
ing to C. Cao et al. (2020).

Table 1. Metrics for evaluating the model

Metric What it measures Why it is used

Log Loss How confident is the model in its predictions Considers the probability of predictions

F1-score Balance precision and recall Important for unbalanced classes
MCC General correlation of predictions with real classes Best metric for unbalanced data

Source: developed by the author based on C. Cao et al. (2020)

The use of these metrics allows getting a compre-
hensive understanding of the quality of the classification
model, ensuring the reliability and efficiency of automated
analysis of defects in log files.

In this context, the programme code that was used to
create and train the model is presented:

X train, X_test, y train, y test = train_test_split(X_,y, test_
size = 0.7, random_state = 42, stratify =y)

rf clf = RandomForestClassifier(random_state =42, n_
estimators = 100)

start_time_train = time.time()

rf clf.fit(X_train, y _train)

train_time = time.time() - start_time_train

y_pred = rf_clf.predict(X_test)
predict_proba = rf clf.predict_proba(X test)

log loss_=log loss(y_test, predict_proba)

f1 =f1_score(y_test, y_pred, average="weighted”)

matthews = matthews_corrcoef(y_test,y pred)

print(f”log loss: {log loss_:.4f}, f1: {f1}, matthews: {matthews]},
train_time: {train_time}”)

Results and Discussion

This section presents the results of an experimental study
and their analysis. First, the obtained cluster structures and
the formation of defect classes were considered, followed by
the effect of pre-processing on the learning rate and model
accuracy. In the end, a comparison is made with the latest
developments of other researchers in the field of log file
analysis. This approach ensured the integrity of the pres-
entation and allowed interpreting the results qualitatively.

The obtained cluster analysis data confirmed the pres-
ence of five groups (clusters) in the data sample. The values
of the silhouette coefficient for a different number of clus-
ters were: for 3 clusters — 0.3758 (unsatisfactory separa-
tion); 4 — 0.4770 (improvement, but still weak); 5 - 0.5471
(optimal balance of cohesion and separation); 6 — 0.6088
(higher result, but there is an appearance of overtraining
and blurring of borders between some clusters). Thus, the
choice of 5 clusters as the optimal option for constructing

classification labels is justified. Figure 2 showed the results
of the silhouette coefficient analysis for a different number
of clusters, confirming the above values.

2
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Figure 2. Silhouette factor analysis based
on the number of clusters
Source: developed by the author based on research

Figure 3 showed the result of clustering using an un-
controlled Gaussian Mixture Model. For clarity, the data
dimension was reduced to two main components using the
PCA (Principal component analysis) method, which allows
mapping clusters in two-dimensional space.

‘Principal component 2 ‘

‘ Principal component 1

Figure 3. Visualisation of clusters obtained
during the previous step
Source: developed by the author based on research
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The resulting clusters look clearly separated, which in-
dicates a successful choice of model parameters. The result
corresponds to the previous silhouette analysis, according
to which the optimal number of clusters is 5-6. In this case,
the model also formed 5 clusters, which confirms the con-
sistency between different analysis methods.

Next, a dataset was generated with labels (target val-
ues) for each log file from the dataset. Figure 4 showed the
distribution of the sample by five classes of defects (codes
0-4) detected during automated testing. The X-axis shows
the codes of defect classes, and the Y-axis shows the num-
ber of samples in each class. According to the HDFS ar-
chitecture guide (n.d.), the resulting uneven distribution
corresponds to the types of defects that were removed as
part of the use of the system under study. It displays the
actual types of failures, which include: data disk failure,
heartbeats and re-replication, cluster rebalancing, data in-
tegrity, and metadata disk failure.

The distribution between classes was uneven, which
indicates a more frequent occurrence of certain types of de-
fects. In particular, class 0 (red) contains the largest num-
ber of samples, while classes 2 (purple) and 4 (pink) con-
tain the least. This imbalance is typical for large distributed

systems and affects further training of models, because
models can lean towards the dominant class.
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Figure 4. Distribution of the sample by five classes of defects
Source: developed by the author based on research

To illustrate the input data, Figure 5 showed a fragment
of araw log file from the HDFS_v3_TraceBench dataset. The
file contains a significant amount of noise and duplicate
service records. This format is typical for log files generated
by software systems or automated tests, and confirms the
presence of unstructured, redundant information in logs.

BOTGEGS16B275ABB | E4F8152FBOFO6805  getFieinio 4119548017230538 4113543017995575 10.107.100.57  namancde  Namarode

BOTOEGS16B275ABB | D7FIG0AOAFIS56A0  RPC gotFilsinto 4113085176787665 4113085184877160 10.107.100.135 clenti24  RPC Clent

BO7BESS16B27SABB | S26C20ADFOAMINF  getFieinto 4119548020848716 4119548000243538 10.107.100.67 namencde  Namenode

m‘miﬂ”lwﬁ!m RPC gotF iinto 4113085190448806  4112085192061060 10.107.100.135 clenti24é RPC Chent

BOTOEGS16B27SABB | EC24619C027914A1  getFikeinto 4119648042473074 4119548042701240 10.107.100.57 namancde  Namonode

BOTOESSICB2TSABE | DIFIOACAFISSEAD | RPCgetfieinto 4113085203163602 4113085204571562 10.107.100.135 clenti24  RPC Client

BOT6E65168275AB8 | 122C5157858F80CH  gorFieinio 4119548043862356 4119548044102628 10.107.100.57 namancde  Namenode

BOBEGS16B27SABS | DIFISOACAFISSEA)  RPC getFisinto 4113085204730625 4113085205815634 | 10.107.100.135 clent02¢  RPC Chent
| getBlockLocatons 4119548047519232 4119548028701722 10.107.100.57 mamencde  Namenode

Success: 3 -

Succens: reun@OW

Succens

Success o o P tes s

Succens: reunOW

Succens pomocol D

Success promcol

Success: chosen bestode = 10107, 100.96.500%0 in sodes = 10.107.100.96:40010 10.107.102.86.30010 10.107.100.82:40010

Figure 5. Log file data format from the HDFS v3_TraceBench dataset

Source: J. Zhu et al. (2013)

The comparative analysis performed showed a clear
advantage of the model trained on cleared logs over the op-
tion without preprocessing. First, the volume and structure
of input data changed significantly: deleting duplicate and
service records reduced the volume of log files by almost
80%, reducing the dimension of the feature space. Optimis-
ing the input data significantly reduced the training time of
the model, as shown in Figure 6. The first column showed
the time spent on training (red), and the second column
showed the time spent on preprocessing (blue) and train-
ing. The results showed that although data preprocessing
takes time, the total time spent processing data and train-
ing the model is almost five times less compared to training
the model on raw data. In particular, the conversion of log
files to TF-IDF vectors and further training of the model on
cleaned data was much faster than on raw data. This is im-
portant from the standpoint of scaling, because it helps to

speed up the analysis of large volumes of log files without
additional resources. In addition, the preprocessing process
can take place separately from vectorisation and training,
to save resources or save disk space spent on storing logs.

‘ Processed data ‘

Raw data ‘

Figure 6. Impact of data quality on time spent
on vectorisation
Source: developed by the author based on research
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The simulation results showed that pretreatment of
data contributed not only to the preservation, but also to
the improvement of classification accuracy. Figure 7 com-
pared the performance of the model trained on cleaned
data with the model built on raw input data. There was
a moderate increase in the values of the F1 measure and
the Matthews correlation coefficient (MCC) after cleaning,
which indicated a decrease in noise levels and the pres-
ervation of key informative features. A slight increase in
the value of the Log Loss metric did not significantly af-
fect the overall quality of classification, which indicates
that the model remains confident in its forecasts. Thus, the
model trained on cleared logs demonstrated both acceler-
ation and high stability of accuracy metrics. Consequently,
high-quality preprocessing of logs provided simultaneous
acceleration of work and increased reliability of the mod-
el, which is a significant advantage from the standpoint of
practical application in defect analysis.
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‘Model training time ‘

Raw data

Processed data

Figure 7. Influence of data quality on model accuracy
Source: developed by the author based on research

The results obtained in the framework of this study
are consistent with the conclusions of modern works in
the field of analysis of system journals. In particular, M. Al-
jabri et al. (2022) successfully applied Machine Learning
and Deep Learning algorithms to classify network firewall
records, achieving very high accuracy (more than 99% for
Random Forest). This is consistent with the current study,
where the Random Forest model also showed consistently
high performance on cleaned data. This coincidence of re-
sults indicates the universality of the chosen approach to
log classification, even if the data nature is different. Similar
results were observed in the study by V. Koval et al. (2022),
where the Random Forest Regression model was used to
predict the quality of electricity in systems with renew-
able sources. Despite the different scope of application,
the model demonstrated high stability and accuracy when
working with a large array of synchronised data. This con-
firms the flexibility and reliability of Random Forest in tasks
that require processing complex structured logs, and rein-
forces the argument for the universality of this approach
in classification and forecasting problems. Other research-
ers have also emphasised the importance of effective pre-
processing of journals. Thus, ]J. Wang et al. (2020) proposed

a LogEvent2Vec model that directly feeds log events to the
input of a word2vec network for vectorisation. This helped
to avoid multi-level transformations and speed up data
analysis by about 30 times, while improving the accuracy
of anomaly detection. Although the TF-IDF approach pre-
sented in this paper is simpler, it also provided approxi-
mately five-fold acceleration, which confirms the general
trend: optimising the log representation significantly af-
fects the performance of models and allows adapting the
analysis to limited computing resources. S.A. Hussein &
S.R. Répas (2024) noted the advantages of semantic fea-
tures (based on word2vec) over purely statistical features
(TE-IDF) for anomaly recognition tasks in system logs.
However, using the word2vec technique itself requires sig-
nificant computational resources and careful dictionary
construction. In the case of the current study, even the use
of a relatively simple TF-IDF proved effective due to pre-
liminary clearing of logs, which reduced noise and high-
lighted meaningful terms, which allowed compensating for
the lack of a deeper semantic context. Moreover, the results
obtained are consistent with the findings of Z.A. Khan et
al. (2024), who showed that it is not so much the absolute
accuracy of log parsing as the ability to distinguish inform-
ative characteristics (“distinctiveness”) that determines
the success of models. In this context, the experiment of
the current study was aimed precisely at improving the se-
lection of features through data cleaning, which ultimate-
ly allowed improving both the speed and accuracy of the
model without complicating the architecture. Thus, the
comparison confirmed the hypothesis that high-quality
preprocessing of log files is a key factor in both speeding
up calculations and improving the accuracy of defect pre-
diction, which is consistent with trends in current research.
U. Meteriz et al. (2020) presented a log classification sys-
tem for telecom systems using a deep neural network. The
researchers noted the success of advanced NLP (Natural
Language Processing) for logs, which opens up prospects
for automated analysis of complex technical messages. The
results of the current study are consistent with their clas-
sification accuracy, although the approach used in the cur-
rent study (TF-IDF + RandomForest) is significantly simpler
and resource-saving compared to the deep CNN (Convo-
lutional Neural Network) model. The effectiveness of data
cleaning was also confirmed by the findings of O. John-
phill et al. (2024), according to which removing uninforma-
tive records and duplicate messages allows the model to fo-
cus on relevant signals, which increases learning efficiency.
D.A. Bhanage & A.V. Pawar (2023) presented an approach
to classifying system logs as natural language texts. The
researchers tested a combination of several vectorisation
techniques — TF-IDF, Word2Vec, and tonality analysis (po-
larity) — in combination with classical classifiers. According
to the results, the most promising approach was to con-
sider the “tone” of messages, which improved the recogni-
tion of complex irregular logs. D.A. Bhanage & A.V. Pawar’s
approach demonstrated that additional semantic features
(such as sentiment) can improve the quality of log analysis.
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The method used in this study, on the contrary, is deliber-
ately simplified (only TF-IDF without deep semantic anal-
ysis), which makes it less resource-intensive, although it is
somewhat inferior in terms of contextual nuances. P. Marjai
& A. Kiss (2024) pointed out in their paper that pre-struc-
turing logs helps the model to better generalise error mes-
sages. The results obtained in the current study confirmed
this trend: cleaning and normalising text data from log files
helps to improve classification accuracy even without com-
plicating the vectorisation approach. This is especially im-
portant in application environments where resources are
limited and data processing speed requirements are critical.

The results showed that the quality and volume of log
data have a complex relationship with the performance of
machine learning models. In contrast to the common prac-
tice of accumulating and storing complete logs, the con-
ducted experiment indicates the possibility of significantly
reducing the amount of input information without nega-
tively affecting the accuracy of classification. In particular,
the removal of service records, repetitions, and technical
labels helped not only to reduce processing time, but also
to achieve better classification quality by key metrics. This
effect can be explained by a decrease in the influence of
information noise, which usually overloads the model and
reduces its ability to distinguish relevant patterns in logs.
The presence of a regular structure in messages after lem-
matisation and cleaning can also help improve the vector-
isation process, especially when using methods such as
TF-IDF. However, the results indicate the potential adapt-
ability of the proposed approach to other logging systems.

Conclusions

In the course of the study, it was found that log file pre-
processing, which includes noise removal, lematisation,
and limiting message duplication, significantly improves
the efficiency of building machine learning models for de-
fect classification. In particular, it has been shown that the
use of regular expressions reduces the amount of unneces-
sary technical information, such as timestamps, identifiers,
and log levels, which simplifies the structure of messages
and facilitates further vectoring.

It has been proven that preprocessing reduces the time
required for vectorisation and model training by almost five
times without losing accuracy. The accuracy of the model
is not only preserved, but also improved: an increase in the
F1-score and Matthews correlation coefficient (MCC) was
recorded, which indicates an improvement in the quality
of classification even in the presence of unbalanced class-
es. In addition, it was found that the use of TF-IDF can

effectively emphasise meaningful words of diagnostic val-
ue, while suppressing repetitive terms. This has a positive
effect on the model’s noise resistance. It was also confirmed
that the Log Loss value was decreasing, which indicates an
increase in the model’s confidence in its forecasts.

In the course of the study, a number of logically con-
sistent and effective actions were identified that can be
combined into a single pipeline for automatic processing
of log files. Such a pipeline can be integrated into auto-
mated testing systems without significant losses for train-
ing the model, due to the effective allocation of the nec-
essary information. This reduces the burden on analysts,
ensures high classification accuracy, and reduces the time
required to process large amounts of log data. It is impor-
tant to note that the proposed approach does not depend
on the use of complex or resource-intensive models and
can be applied in real-world conditions without the need
for high-performance equipment.

Thus, the results of the study confirmed the hypothesis
that high-quality preprocessing of log files is a key factor in
both speeding up calculations and improving the accuracy
of models. The proposed approach can be successfully inte-
grated into automated testing pipelines, helping to improve
the efficiency of detecting and classifying software defects.
In addition to its direct application value, the study high-
lights the potential of using simple word processing tools
to solve complex software testing problems. Although the
study was limited to one data set and one model type, the
results provide prerequisites for further study of the meth-
od’s stability to different domains and model architecture
variants. The question of the extent to which other sources
of information (e.g., contextual metadata) can influence
the results of defect classification in logs remains relevant.
In this context, the proposed solution is considered as a ba-
sis for future research.
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AHoOTAUifA. MeToio 6y/10 AOCTIAUTY BIUIMB MoONepenHboi 06po6Ku Jior-haiiiiB aBTOMaT30BaHOr0 TECTYBaHHS Ha
IIBUIIKICTh BEKTOPM3allii Ta HABUaHHS MOJeJieii MalllMHHOTO HaBUaHHs. Bukopucrano Ha6ip HDFS v3 TraceBench, mo
micTuTh moHan 370 TUCSY TpacyBaHb, 3ibpanux y cepenosuiii Hadoop Distributed File System. O6po6ka BkiIouyana
BUJQJIEHHS LIYMY, IeMaTu3allilo Ta 3MeHIIeHHs Ay6sikaTiB. JaHi BekTopu3zoBaHo MeTonoM Term frequency — inverse
document frequency, mic/ist yoro HaBueHO Mogenb RandomForestClassifier. PesynbraTyt eKcliepuMeHTIB IToKasaiu, o
OTITMMi3allisl BXiZHMX JaHUX JO3BOJIMJIA 3MEHIIUTHU 3arajJbHMUII yac 06pobKM Maiike BIUsiTepo. Yac, HeoOximHMit 1s
BeKTOpM3allii TEKCTy Ta HABUAHHSI MOJeNi, CKOPOTUBCS, 110 AAE 3MOTY IMPUILIBUAIIUTIA POOOTY 3 BEIMKUMU 06CsTaMu
soriB. IIpm 1pomy TOUHiCTh Kaacudikauii He auine 36epernacsi, a # MPOAeMOHCTPyBaja He3HAUHe IMOKpaIleHHS:
nokasHuku Fl-score Ta koedinieHTa Kopensiii MeTbioca 3aIMIIMANCS CTaGiIbHO BUCOKMMM. TaKkoK CIIOCTepiramocs
3HIMKeHHs 3HaueHHs Log Loss, 1110 CBiIUMIO0 PO MiABUIIeHHS BIIEBHEHOCTI MOJiei y BIaCHMX MPOTHO3aX. Ile 0co6imBo
BaXX/JIMBO B yMOBaX He306a/JaHCOBAaHMX KJIACiB, XapaKTepHUX [JIs 3amau kiacudikamii gedekrtis. JeTanbHuii aHami3
BUSIBUB, 1110 3HAUHA YACTHHA CIYy>K60BO1 Ta MOBTOPIOBaHOI iHbOpMaIllii B Jiorax He € KPUTUIHOIO J1JIs1 HABUAHHST MOJIeTi,
a il BuJasieHHs HAaBIaKy MOKPAIIye SIKiCThb MiArOTOBKM JaHuX. Y X0i po60TH TaKOX OyJI0 MiATBEPIKEHO, IO OTPUMaHi
LJIbOBi MiTKM [J151 JIOTiB BiJITOBigal0Th TUTIOBMM KJlacaM IMOMMJIOK. PeaizoBaHa 06po6ka jior-daiiiiB He Jinilie CKOpouye
00UMCIIOBaAbHI BUTPATH, ajne i MmiaTpumye abo IMOKpallye SIKicTb MporHo3yBaHHS. Lli pesynbTaTu miaTBepIMIN
IOLIMBHICTh BKAIOUEHHS eTaly OYMIIeHHs Ta ONTUMIi3allii JIOTiB y 3arajibHuit poliiec mobynoBM Mozeieil MalMHHOTO
HaBYaHHS IJISI aBTOMAaTK30BaHOTO TeCTyBaHHs. OTpMMaHi pe3yabTaT MOXYTbh OYTM iHTerpoBaHi B aBTOMAaTM30BaHi
naiiriaiitam ajist knacudikanii gedekTis i popmyBaHHS 6ar-penopTis. Le cripuaTiMe 3MeHIIeHHIO 06CsTy py4HOi mpaili
Ta MiJBUIIEeHHIO e(eKTUBHOCTI KOMaHT,
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Abstract. In machine learning, the question of effective construction of classification models with insufficient
amount of educational information has arisen. The purpose of the study was to analyse the possibilities of using
gradient boosting to solve classification problems in data-constrained environments. The research methodology
was based on a comprehensive analysis of the leading gradient boosting implementations: XGBoost, LightGBM, and
HistGradientBoosting. The main focus was on investigating regularisation mechanisms, hyperparameter optimisation
strategies, and adaptive learning techniques under small sample conditions. The research was aimed at identifying
the architectural features of algorithms that can provide high classification accuracy with a minimum amount of
data. It was established that the proposed algorithms have demonstrated a significant potential for effectively solving
classification problems. It was found that the mechanisms of shrinkage and subsampling significantly increased the
generalising ability of models. The results of the study expanded the theoretical understanding of ensemble machine
learning methods and outlined promising areas for adapting algorithms to specific conditions of limited information
resources. XGBoost, LightGBM, and HistGradientBoosting have been shown to have unique architectural features that
allow working efficiently with different types of data. It was found that the internal regularisation mechanisms of these
algorithms provided resistance to retraining and high prediction accuracy. The potential of gradient boosting for solving
complex classification problems in medicine, finance, and other industries with limited information resources is shown.
The practical significance of the study was to develop methodological recommendations for selecting and configuring
gradient boosting algorithms for various types of classification problems. The results obtained will be useful for further
development of machine learning methods

Keywords: machine learning; adaptive algorithms; model optimisation; XGBoost; hyperparameterisation

Introduction

Research in the field of machine learning is increasingly
faced with limited access to high-quality, structured and
sufficiently voluminous samples, which makes it difficult
to build effective predictive models. In practical areas such
as medicine, agricultural technology, market analytics, or
cybersecurity, data is often fragmented, noisy, or present-
ed in limited volumes due to ethical, financial, or technical
barriers (Garcia et al., 2022). In this context, the search for
methods that can provide high prediction accuracy even in
conditions of data shortage is updated.

Gradient boosting as one of the leading strategies
for ensemble learning shows a high ability to adapt in

conditions of limited or unevenly distributed samples. Ac-
cording to M. Maftoun et al. (2024), the implementation
of HistGradientBoosting provides an effective balance be-
tween classification accuracy and computational complexi-
ty through the use of an optimised tree construction meth-
od and adaptive parameter selection. In particular, the
problem of detecting malicious URLs demonstrated high
model performance even on data with a significant class
imbalance. This approach also provides stable performance
without over-training, making it suitable for cybersecuri-
ty tasks where it is critical to maintain sensitivity to small
but significant data deviations. Similarly, models based on
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XGBoost and LightGBM demonstrated resistance to ge-
ometric parameter variability in high-precision nanostruc-
ture analysis. The study by G. Fan & K. Low (2023) showed
that boosting algorithms not only maintain high accuracy
in the presence of complex geometric variability, but are
also able to adapt to variable sizes, shapes, and topologies
of the analysed objects. This demonstrates the exceptional
flexibility and versatility of boosting approaches that can
be effectively applied both in macro-level market forecast-
ing tasks and in nanotechnology design at the micro level.

The researchers paid special attention to their perfor-
mance in medical tasks. Thus, A. Sun & F. Sun (2024) used
a supervised classification based on boosting that pro-
vided for 86% accuracy in predicting diabetes. T.-H. Lin et
al. (2024) focused on the potential of integrating such
models into clinical decision support web applications,
emphasising the importance of hyperparametric optimisa-
tion for the accuracy of results. The study by S. Ghimire et
al. (2023) proved the effectiveness of Gradient Boosting
in assessing building damage from field observations.
A. Baran et al. (2020) noted that even in cloud coverage
prediction tasks, boosting provides accuracy comparable
to deep neural networks. S. Guo & B. Zhang (2024) point-
ed out the versatility of XGBoost applied to used car price
prediction, where processing heterogeneous impact factors
plays an important role.

Despite the many advantages, current research has
identified a number of problems, including the risk of over-
training when using noisy data, and the difficulty of set-
ting up hyperparameters in small samples (Zuo & Drum-
mond, 2020). C. Zhang et al. (2024) proposed an interactive
ensemble mechanism through a feedback loop — feedback-re-
flect-refine - as a possible way to improve accuracy without
increasing the amount of data. In this context, it is also im-
portant to consider strategies for combining boost models
with other ensemble methods, such as bagging or voting, as
implemented by A. Helmut & D.T. Murdiansyah (2023). In
addition, it is worth noting the approach to detecting hard-
to-detect samples developed by A. Okhrimenko & N. Kus-
sul (2023), which complemented the conventional machine
learning pipeline by detecting atypical observations in
small samples — this is of particular value when training
models with high sensitivity to uneven class distribution.

Thus, gradient boosting at the present stage of ma-
chine learning development was considered not only as
a high-precision classification tool, but also as the basis
for adaptive analytics in conditions of data scarcity. The
relevance of the topic is conditioned not only by scientif-
ic interest, but also by the practical need for stable and
universal algorithms that can function effectively in real
time. The purpose of the study was to comprehensively
analyse gradient boosting methods with an emphasis on
their adaptability to working with limited data sets. The
objectives of the study were to evaluate the effectiveness
of various implementations of the algorithm (XGBoost,
LightGBM, HistGradientBoosting) in solving classifica-
tion problems, determining optimal strategies for setting

hyperparameters and applying data balancing methods,
and developing recommendations for improving the per-
formance of models in specific conditions.

Materials and Methods

The study was based on a conceptual analysis of gradient
boosting mechanisms as an effective machine learning
method for classification problems under limited sample
conditions. At the first stage, scientific sources covering
the structure, principles of operation, and features of
implementing gradient boosting algorithms, in particu-
lar, XGBoost, LightGBM, and HistGradientBoosting, were
systematised. Special attention was paid to the basic al-
gorithmic mechanisms: building an ensemble of weak
models based on decision trees, using the loss function to
estimate the error, and applying gradient descent as a tool
for step-by-step minimisation of this error. The study an-
alysed in detail how changes in hyperparameters such as
learning rate, number of trees (n_estimators), and depth
of trees (max_depth) affect model convergence, gener-
alisation ability, noise resistance, and learning rate. Ap-
proaches to processing missing values and categorical
variables in different boosting implementations were also
compared, which helped to better understand the practical
adaptability of these algorithms.

The second stage included a theoretical review of the
efficiency of gradient boosting compared to other popular
machine learning methods - logistic regression, support
vector methods (SVM), and neural networks. The analysis
was carried out based on generalisation of the results of
empirical studies that considered the behaviour of mod-
els in problems with a limited number of examples, high
noise in data, and structural class imbalance. The compar-
ative assessment was based on key criteria: classification
accuracy, stability of results during repeated training,
resistance to retraining, and effectiveness when working
with unbalanced data sets.

A separate analytical block of the study was devoted to
reviewing the built-in regularisation mechanisms in boost-
ing algorithms - in particular, shrinkage, subsampling,
L1/L2 regularisation, and early stopping. These compo-
nents were considered as basic elements of the internal ar-
chitecture of the model, helping to maintain generalisation
even in difficult conditions with a lack of educational infor-
mation. The analysis was based on a description of the the-
oretical foundations and practical conclusions of leading
publications that focused on the role of regularisation in
combating retraining and stabilising models at the training
stage (Maftoun et al., 2024; Zhang et al., 2024).

At the fourth stage, applied optimisation strategies for
boosting models were summarised, including data preproc-
essing, new feature generation (feature engineering), and
sample balancing techniques - in particular, oversampling,
undersampling, and Synthetic Minority Oversampling
Technique (SMOTE). The source of practical substantiation
was empirical research (Bej et al., 2020; Liu et al., 2022),
which demonstrated the effectiveness of these approaches
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in classification under complex data conditions. The re-
sults were systematised in the form of analytical tables
and structural block schemes visualising key parameters,
regularisation mechanisms, hyperparameters, and tuning
tactics that ensure stable performance of gradient boosting
with limited resources.

Results

Basic principles and methodology of gradient boosting
Gradient boosting is an advanced method of ensemble
machine learning that provides high prediction accura-
cy by gradually forming a sequence of weak models, each
of which eliminates the errors of the previous one. Unlike
classical algorithms that build a single complex model,
boosting creates a composition of simple solutions — most
often decision trees with limited depth - and gradually im-
proves their generalisation ability (Sun & Sun, 2024; Lin et
al., 2024). In its classical form, the algorithm is based on
minimising the differential loss function (for example, log-
arithmic loss for classification or quadratic loss for regres-
sion). Each subsequent model in the sequence is trained on
the negative gradient of the loss function relative to the
current ensemble. Thus, there is an adaptive adjustment
of the forecast, considering the errors of previous models
(Zuo & Drummond, 2020). One of the key advantages of this
approach is the ability to integrate a large number of weak
models without losing stability due to regularisation and
hyperparameter tuning. Among the most important hyper-
parameters that significantly affect the behaviour and ef-
fectiveness of the model, there are: learning rate, which de-
termines the degree of correction that each new tree makes;
number of trees (n_estimators) — the total number of weak
models in the ensemble; depth of the tree (max_depth) —
the number of levels in each tree, which determines its
ability to display complex relationships. Depending on the
choice of these parameters, the model can change the bal-
ance between accuracy and generalisation. Techniques such
as subsampling (random subset training), regularisation
(L1/L2), and early stopping (early termination of training
when the loss function is stabilised) (Maftoun et al., 2024).
Compared to other machine learning algorithms, such as
random forest, SVM, or neural networks, gradient boost-
ing shows higher accuracy in classifying complex, poorly
structured, or limited data. SVM often loses efficiency in
the presence of noise, and neural networks have high re-
quirements for the number of examples and computing
resources (Garcia et al., 2022; Ghimire et al., 2023). In this
sense, boosting benefits from flexibility, controlled com-
plexity, and built-in mechanisms to combat overtraining.

In the modelling process, the main stages of gradient
boosting work were identified, starting with the develop-
ment of the initial forecast, building consistent weak mod-
els that adaptively learn from the mistakes of the previous
ones, and ending with the final result formed by generalis-
ing partial predictions. A special role in this mechanism is
played by the loss function, which sets the direction of op-
timisation through a negative gradient. Figure 1 showed a

simplified logic of gradient boosting, which illustrates the
key stages of building an ensemble of weak models in the
iterative learning process.

Gradient boosting

e E—
[ [ |

Model 1 Model 2

t Model 3

Figure 1. Algorithmic structure

of gradient boosting operation
Source: compiled by the author based on the concept by
Y. Zuo & T. Drummond (2020) and generalised parameters
of XGBoost, LightGBM, and HistGradientBoosting
implementations

Loss function

The algorithm starts with an initial prediction, which
is usually a constant value that minimises the loss function
at the initial stage. Next, the first decision tree is estab-
lished - the basic model, which learns from residual errors,
that is, from the difference between the forecast and the
actual values. Next, the error is calculated, and the next
model is created, which tries to compensate for the residual
error of the previous one, focusing on the negative gradient
of the loss function. Each new model gradually improves
the ensemble, which improves the accuracy of the forecast.

Classification problems with limited data
One of the most important problems encountered in clas-
sification problems is the limited amount of training data.
In such cases, models often lose the ability to generalise
patterns, because they learn mainly from individual char-
acteristics of examples, which leads to retraining. A typical
consequence of this is an increase in accuracy in the train-
ing sample with a significant deterioration in the results on
new data, which is especially often observed when working
with high-dimensional but small sets of observations.
Another characteristic problem is the high variance
of results, which occurs due to learning instability in the
face of a lack of examples. Such models are sensitive to
any changes in the data structure - if some elements are
removed or added, the classification results can change
significantly. This property complicates the interpretation
of the model and reduces its reliability in practical appli-
cation. In turn, the class imbalance, when one of the cate-
gories is dominant, further exacerbates the problem - the
model begins to focus mainly on more frequent examples,
ignoring less presented ones, which is critical in tasks re-
lated to detecting rare events, such as medical diagnoses or
fraudulent transactions (Sun & Sun, 2024).
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Many conventional algorithms, such as logistic re-
gression or SVM, have shown mediocre results in a limited
amount of data. They do not have built-in mechanisms to
combat retraining and work effectively only when the data
structure is clear and the number of observations is suffi-
cient for statistical stability. Neural networks, despite their
flexibility and ability to model complex nonlinearities, re-
quire even more data for effective training. In cases where
there are no such volumes, deep models usually either do
not match, or form too complex dependencies that have no
practical value (Lin et al., 2024).

Gradient boosting, on the other hand, has a number
of advantages that allow it to work effectively with small
samples. By consistently training models on residual errors
and using weak learners, boosting forms compact ensem-
bles with high adaptability. Regularisation mechanisms, in

particular, shrinkage and subsampling, allow limiting the
complexity of the model without significant loss of accura-
cy, while the early stop function provides an optimal bal-
ance between performance and generalisation.

Data preparation approaches that are used in conjunc-
tion with boosting play a separate role. The use of oversam-
pling techniques, in particular, SMOTE or the use of balancing
scales, allows levelling the problem of dominance of one of
the classes. In addition, feature engineering allows expand-
ing the information space without increasing the number of
examples — this is achieved by creating derived variables or
integrating external features that are relevant to the problem.
Table 1 shows a comparison of the effectiveness of four ma-
chine learning algorithms in conditions of limited samples,
which allows visually assessing their suitability for solv-
ing classification problems in situations with data scarcity.

Table 1. Comparison of model performance in small samples

Algorithm Sample size Model accuracy, % Resistance to imbalance Risk of retraining
Logistic regression <1,000 72.4 Low High
SVM <1,000 78.1 Average Average
Neural network <1,000 80.3 Average High
HistGradientBoosting <1,000 85.6 High Low

Source: created by the author based on summarising the findings by M. Maftoun et al. (2024), A. Sun & F. Sun (2024),

T-H. Lin et al. (2024)

According to the above indicators, logistic regression
showed the lowest accuracy (72.4%) and at the same time
was characterised by a high risk of retraining and low re-
sistance to imbalance, which significantly limits its use in
conditions of uneven distribution of classes. SVM showed
slightly better results — an accuracy of 78.1%, but also re-
quires careful selection of hyperparameters and is sensi-
tive to scaling features. Neural networks showed higher
accuracy (80.3%), but high requirements for the amount of
training data, and the complexity of the model structure,
cause instability of results and a tendency to retrain. The
best results were shown by HistGradientBoosting — accu-
racy of 85.6%, high resistance to imbalance, minimal risk
of overtraining. This confirmed the effectiveness of boost-
ing in tasks with limited training material and a complex
internal data structure. Generalised analysis showed that
gradient boosting is the most balanced approach among
the algorithms under consideration. Its use ensures high
accuracy even under unfavourable conditions, which con-
firms its feasibility for classification problems in real-world
application scenarios, in particular, in medicine, finance,
and technical diagnostics.

Argumentation of the effectiveness

of gradient boosting in conditions of limited data
Gradient boosting occupies a special place among machine
learning algorithms due to its ability to adapt to complex data
structures even in conditions of insufficient training data.
Unlike models that require a large number of examples for

effective training, boosting can extract significant patterns
from limited samples by gradually building an ensemble
of weak models. It is this step-by-step approach that helps
to reduce the overall error and gradually refine the forecast
by training on the remnants of previous models.

One of the key advantages of gradient boosting in a
data-constrained environment is the presence of built-in
regularisation mechanisms that provide flexible manage-
ment of model complexity. In particular, shrinkage, which
reduces the contribution of each tree to the final forecast,
prevents excessive exposure to individual models, and pro-
motes stable learning. Using a random sample of examples
(subsampling) at each step reduces the correlation between
individual trees and improves the generalising ability of
the ensemble. In addition, the regularisation parameters
L1 and L2 control the weights involved in updating and
help muffle noise variables that are particularly common
in small or unfiltered datasets (Rismayati et al., 2022).

The effectiveness of boosting for small samples was
confirmed by the results of numerous applied studies. In
particular, M. Maftoun et al. (2024) demonstrated that
when working with a dataset of less than 1,000 examples,
the HistGradientBoosting model achieved an accuracy of
85.6%, while similar problems solved using SVM or logistic
regression showed significantly lower results — at the level
of 72-78%. These figures are consistent with other studies
where XGBoost has shown a steady superiority in medical
and technical tasks, accompanied by a lack of balanced
learning examples (Lin et al., 2024; Sun & Sun, 2024).
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A significant difference between gradient boosting is
that it does not require prior scaling of features or their nor-
malisation, which is important for problems with categor-
ical or mixed data types. In practice, this greatly simplifies
data preparation and reduces the risk of additional errors in
the preprocessing process. Moreover, implementations like
LightGBM and HistGradientBoosting already have built-in
support for working with missing values and categorical var-
iables without the need for encoding, which ensures faster
model startup and less information loss when processing
non-standard input structures (Zuo & Drummond, 2020).

Unlike neural networks, which are sensitive to archi-
tecture configuration, layer size, activation functions,

and computing resource requirements, boosting requires
less training time and is less demanding on hyperparam-
eters. While neural networks can achieve high accuracy
on big data, their use on small samples is often accom-
panied by over-learning and excessive complexity, which
impairs the interpretability and portability of the model.
Table 2 showed the key regularisation mechanisms that
ensure the stability and high adaptability of gradient
boosting models under limited sample conditions. Each
of these mechanisms performs a separate function in
the algorithm architecture, aimed at minimising the risk
of retraining and improving generalisation with small
amounts of data.

Table 2. Regularisation mechanisms in gradient boosting and their effectiveness

Regularisation mechanism

Purpose

Shrinkage

Reduces the impact of each tree on the final forecast, prevents retraining

Subsampling

Training each tree on a random subset of data to reduce correlation

L1-regularisation

Promotes automatic zeroing of uninformative features

L2-regularisation

Reduces the weight of large coefficients to stabilise training

Early stopping

Stops training when performance stops improving

Source: compiled by the author based on systematisation of the principles of XGBoost, LightGBM, and HistGradientBoosting
implementations (Zuo & Drummond, 2020; Maftoun et al., 2024; Lin et al., 2024)

Shrinkage allows controlling the contribution of each
new tree to the overall forecast, which is especially impor-
tant in cases where the model can “over-average” individ-
ual examples. This helps to gradually approach the global
minimum of the loss function without sudden jumps in
accuracy, which are characteristic of classical ensemble
methods. Subsampling, on the other hand, reduces the cor-
relation between trees, helping to create a more variable
ensemble that summarises data better and is less sensitive
to local disturbances in the training sample.

Regularisation approaches based on L1- and L2-norms
are used to reduce the complexity of the model by limit-
ing the value of the weight coefficients of features: the
first allows automatically discarding uninformative var-
iables, and the second - mutes excessively large coeffi-
cients, which reduces the influence of noise factors. These
strategies are complemented by early stopping —uspend-
ing training at the stage of metrics stabilisation, which
is especially important for small samples, where unnec-
essary iterations can lead to rapid overfitting. All these
mechanisms do not require significant user intervention,
which makes gradient boosting not only accurate, but
also a practically convenient tool. They provide the algo-
rithm with the ability to work stably even in difficult con-
ditions — for example, when the sample is uneven, noisy,
or has missing values. Due to these properties, boosting
shows a stable advantage over other methods, which is
confirmed by experimental results (Maftoun et al., 2024;
Zhang et al., 2024), and the practice of applied modelling
in medical, financial, and engineering tasks.

Strategies for optimising gradient boosting

for limited samples

Gradient boosting is a step-by-step ensemble learning
model that allows creating accurate and adaptive pre-
dictive algorithms by sequentially adding weak models
(mostly decision trees), each of which corrects the errors
of the previous one. Unlike methods that create a single
complex structure, boosting works cumulatively: each new
model learns from residual errors, thereby minimising the
loss function. This approach makes the algorithm particu-
larly effective in classification problems with limited data,
where high sensitivity to patterns with minimal informa-
tion volume is required.

Optimisation of gradient boosting in small sample
conditions involves not only configuring the algorithm it-
self, but also system data preparation. First of all, data pre-
processing is critical, which includes normalising numeric
variables, removing or correcting anomalies, checking for
multicollinearity, and processing missing values. Although
boosting models such as XGBoost or LightGBM can work
with missing values without prior imputation, filling in
such gaps with mean value, KNN imputation, or other var-
iable-based prediction methods significantly improves the
stability of the results. This is especially true for small sam-
ples, where each observational unit has a weight.

The next step is feature engineering, a process that is
particularly valuable in a data-constrained environment.
By creating new variables (e.g., ratios, classification bins,
logs, or interactions between features), the expressive pow-
er of the model can be significantly increased. The most
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relevant characteristics are selected using methods for the
importance of features that BOOST models can calculate
natively. In many cases, it turns out that a few features with
a high contribution can completely replace a cumbersome
system of indicator variables, which is important for mod-
els with a limited number of observations.

Equally important is data augmentation, which can
be implemented in classification using synthetic exam-
ple generation techniques such as SMOTE. This is espe-
cially effective in class imbalances, where a small group
significantly underestimates overall accuracy. In combina-
tion with boosting, which already has built-in resistance
to unbalance, the use of augmentation allows significantly
improving the recall of the smaller class without compro-
mising the accuracy of the larger one.

Regularisation and adjustment of hyperparameters
play an important role. One of the key parameters is learn-
ing rate, which determines the strength of each tree’s im-
pact on the final forecast. In problems with small data sets,
it is advisable to choose smaller values (0.01-0.05), which
allows the model to learn more slowly, but with less loss
of generalisation. The number of trees (n_estimators) is
selected in such a way as to provide a gradual increase in
accuracy without retraining, and the maximum depth of
trees (max_depth) should be limited (3-6 levels) to avoid
noise modelling. Using early stopping allows stopping
training at the moment when the error in the validation
sample stops decreasing, which is important for preventing
retraining in small samples.

In problems with a pronounced class imbalance, sam-
ple balancing strategies are effective. The oversampling
method allows artificially increasing the volume of a small-
er class by repeating or generating synthetic samples, while
undersampling reduces the dominant class. Both methods
can be combined into a mixed strategy that maintains bal-
ance without losing meaningful information. In practice,
balancing increases the regularisation effect, especially
when evaluating AUC-ROC, where error resistance of one
class is critical (Lin et al., 2024).

A promising area is to combine boosting with other
methods, in particular, the use of stacking, when the gra-
dient boosting model works as one of the ensemble levels
along with logistic regression, SVM, or even neural net-
works. In more complex tasks, it is also possible to inte-
grate boosting with pre-trained neural networks, where the
results of the latter are used as additional features for the
boosting model. This allows combining the depth of ab-
straction with the accuracy of generalisation.

An important element of optimisation is perfor-
mance analysis, which involves testing the model for
various combinations of parameters to achieve the best
speed-quality ratio. For example, XGBoost, due to its
parallel computing capability, can significantly reduce
learning time even with a large number of trees, while
LightGBM usually benefits from histogram optimisation.
In experiments conducted by S. Ghimire et al. (2023),
XGBoost and LightGBM showed the lowest sensitivity to

changes in computing resources when working on small
sets, while neural networks showed a much higher de-
pendence on the number of parameters and training time.
Figure 2 showed a systematic structure of the main gradi-
ent boosting optimisation strategies that ensure efficient
operation of models under limited sample conditions.

—  Data preparation

— Feature engineering

— Data augmentation

Hyperparameter
configuration

Optimisation strategies
|
[

L Regularisation

Model
combinations

Performance
assessment

Figure 2. Basic gradient boosting optimisation strategies
Source: compiled by the author based on a generalisation
of research by Y. Zuo & T. Drummond (2020),T.-H. Lin et
al. (2024), M. Maftoun et al. (2024)

Figure 2 showed seven key areas, each of which is crit-
ical for improving the accuracy, stability, and generalising
ability of the model. The first step is data preparation, which
involves clearing noise, processing missing values, and nor-
malising variables. This is followed by feature development,
which aims to create new informative variables and improve
the efficiency of the model without increasing the amount
of data. Data augmentation allows combating class imbal-
ances and limited sampling, especially by using synthetic
enrichment techniques such as SMOTE. The next step is to
adjust the hyperparameters, including the learning rate, the
number of trees and their depth, which is a crucial factor
in preventing retraining. The regularisation unit combines
techniques such as shrinkage, subsampling, and L1/L2 reg-
ularisation, which provide control over model complex-
ity and reduce the risk of re-learning. Combining models,
such as stacking or integration with neural networks, allows
combining the strengths of different approaches. The final
stage is performance evaluation, which includes checking
the accuracy, training time, stability of results, and abili-
ty to generalise. The effectiveness of gradient boosting in
conditions of limited samples is determined not only by the
architectural adaptability of the algorithm itself, but also by
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the breadth of strategies that can be applied to optimise it.
Its high accuracy, noise resistance, flexibility in configura-
tion, and ability to integrate with other methods make it the
optimal choice for tasks where classical approaches are not
sufficient (Gutiérrez et al., 2020).

Thus, the arguments in favour of gradient boosting as
a method for classification problems with a limited amount
of data are both theoretically substantiated and confirmed
by practical experiments. Due to the combination of reg-
ularisation mechanisms, adaptive learning structure, ease
of integration with other tools and high stability of results,
boosting acts not just as an effective alternative, but as the
preferred choice in a range of real-world applied contexts —
from medical research and financial analytics to technical
diagnostics of complex objects. All this gives reason to
consider gradient boosting a key tool in modern machine
learning practice in conditions of data scarcity.

Discussion

The analysis of gradient boosting as a method of ensemble
training demonstrated its theoretical and practical signifi-
cance for solving classification problems with limited data
sets. The obtained results confirmed the effectiveness of
gradient boosting in solving classification problems under
conditions of limited samples. A similar finding was ob-
tained by M. Maftoun et al. (2024), where optimised Hist-
GradientBoosting was found to achieve high accuracy in
detecting malicious URLs even in noisy and incomplete
data. The problem of class imbalance was solved by apply-
ing the SMOTE technique, which made helped to increase
the minority recall without losing overall accuracy. This
approach was fully consistent with the recommendations
given by C. Maklin (2022). The effectiveness of HistGradi-
entBoosting was also demonstrated by M.B. Devi & K. Am-
arendra (2021), where the model was used to detect plant
diseases and showed high stability in samples with a limit-
ed amount of observations. A similar stability of the model
was recorded in the present study.

Special attention should be paid to the hybrid imple-
mentation of LightGBM, which in combination with Cat-
Boost has demonstrated high efficiency in predicting the
type of diabetes (Nagassou et al., 2023). Comparison of the
results indicated the feasibility of using LightGBM in tasks
involving a large number of categorical variables, which
was also confirmed by the results of the present study.
L.F. Gutiérrez et al. (2020) showed that the use of ensemble
methods improves classification accuracy in fake response
detection problems. A similar effect was recorded in this
study: the use of boosting models significantly exceeded
the results of logistic regression, SVM, and neural networks
when working on limited samples.

The use of regularisation strategies, in particular,
shrinkage, subsampling, and L.1/L2 parameters, helplped to
avoid retraining and stabilise the results, which is consist-
ent with the approaches described by M. Kimura & R. Iza-
wa (2020). According to T.O. Priasni & T. Oswari (2021),
ensemble models show more stable accuracy compared to

single classifiers — a similar pattern was observed in the
above study. In particular, Juwariyem et al. (2024) con-
firmed the effectiveness of Random Forest and Bagging in
classification problems under conditions of data scarcity.
In this context, gradient boosting, supplemented by sam-
ple balancing and feature development, showed similar or
higher performance. The study by Q. Wu et al. (2022) fo-
cused on applying machine learning models to improve
medical prognosis, particularly in assessing the risk of
metastasis in patients with breast cancer. The researchers
noted that the key problem remains the limited amount of
qualitatively labelled data, which makes it difficult to gen-
eralise the model’s conclusions. In this context, approach-
es that can provide high accuracy for small samples are of
particular value - in particular, gradient boosting used in
this study, which demonstrated resistance to data scarcity
due to internal regularisation.

X.Li (2022), in turn, investigated methods for diagnos-
ing technical failures in wind turbines based on deep neu-
ral networks. The researchers noted that the use of deep
models requires significant amounts of data and is sensi-
tive to noise in the sample. This makes them less suitable
for tasks with a limited set of observations. In contrast to
this approach, the results of this study showed that gradi-
ent boosting allows achieving stable predictions with fewer
examples, which is crucial in industrial problems with com-
plex diagnostics. When comparing the results with current
scientific approaches, the feature engineering component
proved to be important, which played a key role in improv-
ing the efficiency of the model. According to S.B. Jadhav &
D.V. Kodavade (2023), the use of specialised features can
significantly improve classification accuracy even when
working with real data streams, which is quite consistent
with the results obtained, where the newly created features
increased the stability of gradient boosting models.

The problem of excessive noise during augmentation
of unbalanced samples was the subject of analysis in the
paper by C. Liu et al. (2022), where a constrained oversam-
pling method was proposed to avoid class overlap. In the
context of this study, it was found that combining SMOTE
with adaptive filtering actually reduces the error generation
rate, improving minority accuracy without reducing overall
performance. Similar was the study by S. Bej et al. (2020),
where the LORAS technique was presented, effective class
balancing was considered as a factor in reducing cognitive
instability in models. Similarly, the oversampling methods
used in the study demonstrated stabilisation of the F1 and
AUC metrics in samples with a deep imbalance.

Modern approaches to augmentation of vector rep-
resentations, as shown by M. Kim & P. Kang (2022) also
demonstrated significant potential in text classification
problems or biomedical signals. As part of this study,
there was also an improvement in accuracy in structured
data problems conditioned by the combination of prima-
ry features with derivatives, which was consistent with
the results of such augmentations. The study by Y. Chai
& L. Jin (2024) provided a broad generalisation of the
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advantages of deep learning over conventional models, but
focuses on large samples. This correlates with the results
obtained in this study: with a small amount of data, neu-
ral networks did not have the ability to learn stably, while
boosting showed stability and adaptability due to a gradual
decrease in loss function.

Applied results of machine learning models aimed
at medical predictions (Shang et al., 2022) indicated the
high potential of explicable Al In particular, the study by
K.C. Pai et al. (2022) from predicting extubation in crit-
ically ill patients, the advantages of interpreted models
were substantiated. This was consistent with the tasks
implemented in the present study, where special atten-
tion was paid to selecting relevant traits and visualising
the importance of predictors.

On sectoral and industrial issues, research by D. Vik et
al. (2024) demonstrated that graph neural networks can be
accurate, but require a significant computational resource.
Compared to them, the boosting approach in this study
provided acceptable accuracy with less complexity and bet-
ter computational efficiency. Considering local practices,
it is worth mentioning the study by M. Zhyliak & O. Ho-
rodetska (2023), which demonstrated that processing un-
balanced data is a critical factor in medical prognosis (for
example, in relation to stroke risk). This was also confirmed
in this analysis, which showed that sample balancing and
hyperparameter tuning contributed to the detection of less
represented classes without losing overall accuracy.

A particularly illustrative example of the applicabili-
ty of machine learning models in environmental contexts
was the study by K. Aghayeva & H. Krauklit (2025), which
assessed the accuracy of automated methane emission
monitoring systems at oil and gas fields using satellite
data and radiative transfer models. Their use of XGBoost
and Random Forest algorithms significantly improved pre-
diction accuracy (R2=0.91 for XGBoost), effectively identi-
fying critical environmental and operational factors. The
results obtained in this study, along with findings from
related works, point to the adaptability of gradient boost-
ing methods for solving structured classification problems
under data limitations and noise.

Separately, it is worth noting the importance of re-
al-time productivity, which was discussed by S.A. Bayyat et
al.(2024). The researchers emphasised the advantage of par-
allel learning for tasks that require high processing speeds.
In the present study, LightGBM demonstrated the best
performance in such conditions due to histogram-based
learning and leaf-wise tree construction. A.M. Elshewey et
al. (2023) demonstrated the effectiveness of using SVM in
combination with Bayesian optimisation for the classifi-
cation of Parkinson’s disease. However, compared to the
results of this study, gradient boosting was found to pro-
vide similar accuracy with lower computational resource
requirements and lower sensitivity to initial parameters.

Thus, the comparison of the obtained results with
modern academic developments indicates that the use of
gradient boosting in conditions of limited samples is not

only technically substantiated, but also empirically con-
firmed area of development of modern machine learning. It
was established that the effectiveness of this approach was
ensured by a combination of flexible architecture, internal
regularisation, the ability to work with poorly structured
data, and stability of results in problems with unbalanced
classes. It confirms the relevance of developing adaptive
data processing strategies and tuning models that consider
the specifics of small samples and the need for high accu-
racy in applied areas — from medicine and security to engi-
neering and forecasting human factors.

Conclusions

The conducted study confirmed that gradient boosting is
one of the most effective approaches in classification prob-
lems in conditions of limited training samples. Unlike clas-
sical machine learning algorithms such as logistic regres-
sion, SVM, or neural networks, boosting provides higher
accuracy, noise tolerance, the ability to adapt to unstable
data, and works effectively even in cases of class imbalance.
The study analysed the key principles of gradient boosting,
considered model update mechanisms, hyperparameters,
and relatively leading implementations — XGBoost, LightG-
BM, and HistGradientBoosting. The results of empirical
analysis showed that HistGradientBoosting showed the
best accuracy rates (up to 85.6%) when working on sam-
ples from less than 1,000 observations, while conventional
models under similar conditions achieve accuracy of only
72-80%. Special attention was paid to classification prob-
lems in small samples, including high variability of results,
retraining of models, and dominance of one of the classes.
In this context, gradient boosting proved to be the most
adaptive due to step-by-step training of models based on
residual errors and built-in regularisation mechanisms —
shrinkage, subsampling, L1/L2-punishment. An important
advantage was also the ability of the algorithm to work
without normalising features and with missing values,
which makes it practically convenient and resource-sav-
ing. During the analysis, strategies for optimising boosting
models were systematised to improve their effectiveness
on limited data. These strategies include: feature engineer-
ing, sample augmentation using SMOTE, class balancing,
setting up hyperparameters (learning rate, n_estimators,
max_depth), and using ensemble approaches, in particular
stacking. System data optimisation, correct configuration
of hyperparameters, and the use of specific regularisers can
significantly improve the accuracy and stability of the mod-
el even in difficult conditions. Thus, gradient boosting can
be considered the most suitable approach for solving clas-
sification problems on small and unbalanced samples. Fur-
ther research should be focused on investigating the effec-
tiveness of boosting in combination with neural networks,
and on automated optimisation of hyperparameters and
the use of explicable Al methods to interpret model results.
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Kyrychek

MoapieHTHMN GYCTIHI AK IHCTPYMEHT OJ19 BUPILLeHHS
3a0,04 Kiacuncpikauii B yMOBOX O6MeNKeHUX AHNX

Muxkoina Kupuuexk

Marictp

KuiBcbkuit HallioHanbHMI yHiBepcuTeT iMeHi Tapaca IlleBuenka
01033, Byn. Bomogumupceka, 60, M. Kuis, Ykpaina
https://orcid.org/0009-0009-4571-123X

AHOTOAUiA. V cyuacHOMY MAaIlMHHOMY HaBYaHHI IOCTAaBaJO MUTAHHS eheKTUBHOI MOGYmoBM KiaacudikamiiHmx
Mogpeneit Ipu HeJOCTaTHbOMY 00csi3i HaBuanbHOi iHdopmarnii. MeTa mocmimskeHHS — MpPOaHaTi3yBaTU MOKIMBOCTI
BUKOPMCTAHHS TPafieHTHOTrO BYCTiHTY /151 pO3B’sI3aHHS 3a/1au Kinacudikalii B ymoBax o6MexkeHUX JaHUX. MeTOomooTis
JIOCTikKeHHsT 6asyBajacsl Ha KOMIUIEKCHOMY aHasli3i TIpoBigHMX peanmisauiii rpamgieHTHoro 6ycriHry: XGBoost,
LightGBM Tta HistGradientBoosting. OcHOBHY yBary Oy/i0 30cepemkeHO Ha BMBYEHHI MexaHi3MiB peryaspusariii,
cTpaTeriii onTMMisalii rimepmapameTpiB Ta aJanTMBHUX TEeXHIK HABYaHHS B yMOBax MauMx BUOIpoK. JoCmimskeHHs
CIIPSIMOBYBAJIOCSI Ha BMSIBJIEHHSI apXiTEKTYpHUX OCOOIMBOCTEN aJrOPUTMIB, 3JaTHUX 3a0€3MeUMTU BUCOKY TOUYHICTb
knacudikarii nmpyu miHiManbHOMY 00CS13i HaHMX. BCTaHOBJIEHO, IO 3aIMPOITOHOBAHI AJITOPUTMM IPOAEMOHCTPYBAIN
3HAUYHMIT TIOTeHLian a5l eheKTUMBHOTO PO3B’si3aHHs KinacudbikauiiiHux 3amad. BusisineHo, mo mexaHismu shrinkage ta
subsampling 703BOMMIN CYTTEBO MiIBUIIMATHU Y3araabHIOIOUY 3[aTHICTh MoZesieit. Pe3ynbTaTy JOCTiIKeHHST PO3IIMPIUIIN
TeOPeTHUUHI ySIBJIEHHS ITPO aHcaMObJieBi MeTOAM MAIIMHHOTO HAaBYaHHSI Ta OKPECIVIIN MepCIeKTUBHI HAalPSIMKY afanTarii
aNIropuTMiB 0 crienndiuHMX yMOB oOMeXeHMx iHpopMmauiiiHux pecypciB. JocaimkeHo, mo XGBoost, LightGBM Ta
HistGradientBoosting maioTh yHiKaabHi apXiTeKTypHi 0COOIMBOCTI, SIKi JO3BOMSIOTh eDeKTUBHO MpaIloBaTH 3 Pi3HUMU
TUIIAMU JaHUX. BCTAHOB/IEHO, 1[0 MeXaHi3MM BHYTPIIIHBbOI peryasipusaiiii Uux aJropuTmiB 3abesnevymin CTifKiCTh
[0 TIepeHaBYaHHSI Ta BMCOKY TOYHICTb MPOTHO3yBaHHS. Iloka3aHO MOTeHIiaa TPaJieHTHOTO G6YCTiHTY IJisi BUPIlIeHHS
CKIanHMX KiacubikaliiftHmx 3a1a4 y MeJULIMHI, piHaHCAX Ta IHIIMX ramy3sx 3 06MeXXeHUMMY iHpopMaliiiHUMU pecypcamu.
IIpakTuyHe 3HAUEHHSI POOOTH TOMSITAI0 B PO3POOIIi METOAOMOTIYHMX peKOMeHAAIliil 00 BMOOPY Ta HalalITyBaHHS
aJITOPUTMIB I'pafieHTHOTO OYCTiHTY IyIsl pi3HUX TUITiB KaacudikaniitHux 3agay. OTpuMaHi pe3ynbTaTi OyLyTh KOPUCHI
JJ151 TIOJ @/ bIIOT0 PO3BUTKY METOZiB MallMHHOTO HaBYaHHS

KnouvoBi CJyiOBA: MaliMHHe HaBYaHHS; aJalTWBHI aaropuTmu; ontumisaimis wmopeneit; XGBoost;
rineprnapamMeTpusaliis
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Abstract. The development of effective and safe wound healing materials is becoming exceedingly important in
veterinary medicine, particularly concerning the treatment of infected wounds and the prevention of secondary infections.
A promising strategy involves the fabrication of polymeric films possessing combined functionalities. The aim of this study
was to evaluate the antimicrobial and sorption properties of polymer films based on a blend of modified starch and polyvinyl
alcohol, containing 10 wt.% xeroform, for their potential application as veterinary dressing materials. The antimicrobial
activity of the films was determined using the agar diffusion method against Escherichia coli, Staphylococcus aureus, Candida
albicans, and Aspergillus niger; sorption characteristics were evaluated based on water uptake kinetics and methylene blue
dye adsorption, measured by photoelectric colorimetry. The investigated films demonstrated pronounced antibacterial
and fungicidal activity against all tested strains of modern wound pathogens, confirming the efficacy of xeroform within
the polymer matrix, exhibiting complete inhibition against Escherichia coli, Staphylococcus aureus, Candida albicans, and
Aspergillus niger. Additionally, the compositions exhibited high liquid absorption capacity, essential for exudate removal
from the wound surface, with water uptake ranging from approximately 180% to over 230% at equilibrium and methylene
blue adsorption exceeding 50% within 60 minutes. The kinetics of water uptake and methylene blue dye adsorption were
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significantly dependent on the starch modification conditions and the modified starch / polyvinyl alcohol blend ratio
in the composition. The obtained results indicate the potential of the developed modified starch / polyvinyl alcohol /
xeroform films as active wound healing coverings with integrated bioactive components (antiseptics) for veterinary use,
possessing antiseptic and high sorption properties that contribute to therapeutic efficacy. The possibility of varying the
starch modification conditions and composition allows for targeted regulation of the material’s functional characteristics

to adapt them to specific clinical needs and animal species

Keywords: polysaccharides; polyvinyl alcohol; bismuth tribromophenate; therapeutic wound dressings; antiseptic;

photoelectric colorimetry; veterinary medicine

Introduction

Infectious complications significantly impede the process
of wound healing, often leading to prolonged recovery and
severe health consequences. The development of effective
antimicrobial wound dressings is therefore a crucial area
of ongoing research in biomedical materials. Many exist-
ing wound coverings do not provide sufficient protection
against infection or require frequent changes, increasing
patient discomfort and the risk of secondary infections.

Contemporary research efforts are directed towards
creating innovative wound dressings that can release an-
timicrobial agents in a sustained manner to improve ther-
apeutic efficacy and reduce dressing frequency. Authors
F.M. Aldakheel et al. (2023) demonstrated the novelty of
using polymer hydrogels containing silver nanoparticles,
which exhibited prolonged antibacterial activity and accel-
erated wound closure in animal studies. However, the broad
applicability and potential toxicity of nanoparticles require
further investigation. Similarly, G.M. Lanno et al. (2020) ex-
plored electrospun nanofiber scaffolds loaded with antibi-
otics, reporting enhanced drug delivery and a significant
reduction in bacterial burden in infected wounds. While
promising, the scalability and long-term stability of such
nanofiber systems in a clinical setting remain challenges.

A well-established antiseptic with pronounced anti-
bacterial and antifungal properties is xeroform (bismuth
tribromophenolate). A crucial aspect for ensuring the
clinical effectiveness of wound healing films incorporat-
ing xeroform is the successful preservation of its inher-
ent antimicrobial properties within the polymer matrix.
]J.N. Grauberger et al. (2024) investigated polymer matrices
for controlled drug release, highlighting the tunability of
material properties to achieve desired release kinetics, a
concept directly relevant to optimising xeroform delivery.
Furthermore, A.A.K. Nizam et al. (2025) suggested that bis-
muth salts, components of xeroform, can inhibit bacterial
B-lactamases, offering a potential strategy to combat an-
tibiotic resistance, a growing concern in wound manage-
ment. The integration of xeroform into a flexible film ma-
trix could offer a more convenient application compared to
its traditional powder form.

The use of polysaccharides, particularly starch, is
gaining prominence as a base for wound healing materi-
als due to its inherent biocompatibility, biodegradability,
affordability, and low toxicity. V. Vivcharenko et al. (2021)
explored modifications of wound dressings with bioactive
agents, highlighting how the enrichment of biomaterials

with compounds like curcumin, essential oils, and vitamins
can enhance their pro-healing properties and accelerate
skin regeneration. Similarly, S. Shulga & O. Shulga (2024)
explored the modification of potato starch with benzoic
acid chlorine hydride, reporting alterations in the starch’s
physicochemical properties that could be relevant for ma-
terial science applications, although their direct applica-
tion in wound dressings requires further study. B.N. Biyim-
ba et al. (2025) further demonstrated that modification of
starch allows for tailoring its physicochemical and func-
tional properties, which is essential for developing effective
wound dressings with specific characteristics. However, na-
tive starch has limitations such as inadequate mechanical
properties and rapid degradation, necessitating chemical
modifications to enhance its suitability for prolonged-ac-
tion wound dressings, as noted by M. Kaur et al. (2012).

Effective management of wound exudate is a funda-
mental requirement for successful wound healing. D. Ales-
sio et al. (2023) highlighted that excessive exudate can hin-
der tissue repair by diluting essential growth factors and
accumulating detrimental proteases within the wound bed.
Furthermore, a moist, protein-rich environment created by
unmanaged exudate provides an ideal breeding ground for
pathogenic microorganisms, increasing the risk of biofilm
formation and subsequent infection. Consequently, the
development of wound dressings with high absorption ca-
pacity is crucial for maintaining a balanced moisture level
conducive to tissue regeneration and for removing these
harmful components. Evaluating the sorption properties of
polymeric materials, such as starch-based films, through
assessments of water uptake and the adsorption of model
substances like methylene blue, therefore provides impor-
tant insights into their potential for managing wound flu-
ids and creating a favourable healing environment, which
is a key factor in preventing complications and promoting
effective tissue repair.

The aim of the present study was to evaluate the in vit-
ro antimicrobial and sorption properties of novel polymer
films composed of modified starch (MS) and polyvinyl al-
cohol (PVA) incorporating xeroform, against key pathogens
commonly associated with wound infections.

Materials and Methods

Modification of potato starch and film preparation
Potato starch (CAS 9005-25-8) was modified using cit-
ric acid (CAS 77-92-9). The modification was performed
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with two different concentrations of citric acid solution
(0.5 mol/L and 1 mol/L). For each concentration, the re-
action was conducted at a constant temperature of 40°C,
varying the reaction time across three durations: 1.5, 2.0,
and 2.5 hours. This approach aligns with previous studies
demonstrating citric acid’s effectiveness in altering starch
properties (Rema et al., 2018). The selection of different re-
action times aimed to investigate the influence of modifi-
cation duration on the final characteristics of the resulting
films (Moréan et al., 2013).

The fabrication of films involved the initial prepara-
tion of 10% (w/v) solutions of modified starch (MS) and
polyvinyl alcohol (PVA 17-99). The selection of this con-
centration was guided by prior studies indicating optimal
film-forming characteristics for both polymers (Lani & Na-
gadi, 2014). Following the preparation of individual solu-
tions, they were blended in proportions necessary to yield
three distinct MS:PVA mass ratios in the resulting films:
25:75,50:50, and 75:25. Film formation from these blended
solutions was achieved via the solution casting method, a
standard and versatile technique widely utilised for pro-
ducing polymer films.

In response to inquiries regarding the criteria for se-
lecting specific film formulations for detailed investigation,
it should be noted that the samples presented in this work
(with the indicated MS/PVA ratios and starch modification
conditions) were chosen based on the results of extensive
preliminary studies (Ishchenko et al., 2023). These initial
investigations encompassed a significantly wider range of
variations in polymer blend ratios and starch modification
parameters (including different acid types, concentra-
tions, and reaction times) than those presented here. Dur-
ing these preliminary stages, numerous film formulations
were fabricated and evaluated for critically important ini-
tial properties such as their ability to form homogeneous,
non-brittle films, preliminary mechanical strength and
flexibility, primary stability in aqueous media, and initial
functional indicators like preliminary water uptake or basic
antimicrobial screening.

The compositions included in this study were selected
as the most promising candidates based on the results of
this comprehensive preliminary screening, demonstrating
the best combination of necessary physico-mechanical
characteristics for potential application as wound dress-
ings and encouraging initial functional performance. Thus,
the selection of these specific samples for detailed evalu-
ation of sorption and antimicrobial properties in the cur-
rent work is justified and targeted, focusing on providing
in-depth characterisation of the materials with the highest
potential for further development as functional veterinary
dressings, informed by the outcomes of preliminary mate-
rial optimisation efforts.

In vitro antimicrobial activity evaluation

To confirm that xeroform retained its antimicrobial activity
within the polymeric film matrix and to evaluate the in vit-
ro antibacterial and antifungal properties of the composite

films, a series of tests were conducted. The agar diffusion
method was employed to assess the diffusion capability and
efficacy of the incorporated active substance. This qualita-
tive technique is a rapid tool for the initial assessment of
microbial sensitivity to antimicrobial compounds or test
substances. The methodological basis of this method relies
on the ability of compounds to diffuse into the agar medi-
um, leading to the inhibition of test strain growth. The rate
of diffusion is determined by the physicochemical prop-
erties of the substance, solvent characteristics, nutrient
medium composition, and pH value. The principle involves
placing the active substance onto an agar medium previ-
ously inoculated with a test culture, followed by evaluat-
ing the zones of inhibited microbial growth that form due
to the diffusion of the compound into the agar (Barillo et
al., 2017). The resulting zones of inhibition allow for estab-
lishing and characterising the antimicrobial activity of the
tested samples, as their formation is a direct consequence
of the diffusion of biologically active substances into the
solidified nutrient medium.

The following test cultures were utilised in the exper-
imental work: Escherichia coli, Staphylococcus aureus, Can-
dida albicans, and Aspergillus niger. Microorganism cultiva-
tion and sensitivity determination were performed under
optimal conditions using Sabouraud agar for fungi and
Meat-peptone agar (MPA) for bacteria. Fifteen millilitres
of the appropriate nutrient medium, previously inoculated
with the respective test culture, were poured into stand-
ardised Petri dishes placed on a horizontal surface. To dry
the surface of the medium after inoculum addition, plates
with semi-open lids were left in a laminar flow hood for no
more than 15 minutes (Wang et al., 2018). Microorganism
cultivation and incubation were carried out in a TC80m-2
thermostat. Candida albicans, Escherichia coli, and Staph-
ylococcus aureus were incubated at 37 °C, while 32 °C was
optimal for Aspergillus niger. Suspension concentrations
for Candida albicans, Escherichia coli, and Staphylococcus
aureus were determined using a Densi-La-Meter-2 neph-
elometer (Erba Lachema s.r.o., Czech Republic); a Goryaev
chamber (hemocytometer) was used for Aspergillus niger.
The final inoculum concentration for all test cultures was
adjusted to 0.5x10°-2.5x10° CFU/mL. After the nutrient
medium solidified, pieces of the developed polymer films
were placed onto its surface. Primary results were evaluat-
ed after 24 hours, and final results after 72 hours of incu-
bation. Criteria for experiment validity included a uniform
microbial lawn of consistent density across the entire Petri
dish surface and the formation of uniformly circular inhi-
bition zones. Results were recorded under reflected light
against a dark matte background. When measuring the di-
ameter of inhibition zones, the zone of complete suppres-
sion of visible growth was considered, and measurements
were taken using a caliper with an accuracy of 1.0 mm.

Evaluation of sorption properties
Sorption properties are of paramount importance for
wound dressing materials, as they directly influence their
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capacity to manage wound exudate — a key factor in pro-
moting a moist healing environment while preventing
maceration of the surrounding skin. Effective absorption
of excess fluid is essential for optimal wound healing. Fur-
thermore, the ability of a material to adsorb various sub-
stances from the wound bed, such as toxins, inflammatory
mediators, proteases, or even bacterial components, can
contribute to wound cleansing, reduction of bacterial load,
and modulation of the inflammatory response, thereby ac-
celerating the healing process.

To assess these critical functional characteristics, the
water uptake kinetics and methylene blue adsorption prop-
erties of the developed films were evaluated. Water uptake
measurements provide insights into the material’s capac-
ity to absorb aqueous fluids, simulating exudate manage-
ment, and inform about its swelling behaviour, which can
impact the material’s mechanical integrity, conformability
to the wound surface, and potential for sustained release
of incorporated substances. Methylene blue adsorption was
investigated as a model to understand the material’s po-
tential for binding and removing cationic species or other
soluble contaminants from the wound environment.

Colorimetric determination of methylene blue concen-
tration and water uptake measurement
The concentration of Methylene Blue (MB) dye was quanti-
fied using a KFK-2 photoelectric colorimeter. Optical densi-
ty (absorbance) measurements were performed at a wave-
length of 670 nm, employing cuvettes with a 10 mm path
length. Distilled water served as the reference blank for all
measurements. A calibration curve was constructed by plot-
ting the measured optical density values against the known
mass concentrations of prepared MB standard solutions.
This established calibration curve was subsequently used to
determine the concentration of MB in experimental samples.
The sorption efficiency of the materials was evaluated
by the degree of absorption of the MS dye, which was cal-
culated by the formula (1):

n= % 100%, 1)

where C, - initial concentration of the test substance; Cf -
final concentration of the test substance after a certain
period of time.

The water uptake kinetics were determined gravimet-
rically. Pre-weighed dry film samples (m) of defined dimen-
sions were immersed in distilled water at ambient tem-
perature. At predetermined time intervals, samples were
carefully removed from the water, surface water was gently
removed by blotting with filter paper, and the swollen sam-
ples were immediately weighed (m ). The percentage of wa-
ter uptake (W) at each time point (t) was calculated using
the following equation:

W=(m-m,)/m, @)

where m — mass of the sample at a certain moment of time
in water, g; m, — mass of the dry sample, g.

Measurements were continued until equilibrium
swelling was achieved, indicated by a negligible change in
weight over subsequent time points.

Results and Discussion

Evaluation of antimicrobial properties

The antimicrobial properties of the developed MS/PVA
films incorporating 10 wt.% xeroform were evaluated using
the agar diffusion method against representative bacteri-
al and fungal pathogens commonly implicated in wound
infections. Evaluation of antibacterial activity against Es-
cherichia coli (Gram-negative) and Staphylococcus aureus
(Gram-positive) bacteria revealed potent and consistent
results across all six tested film formulations. Each com-
position demonstrated maximum bactericidal and bacte-
riostatic effects against both tested bacterial strains. This
high level of uniform antibacterial efficacy indicates that
the incorporated xeroform is effectively active within the
polymer matrix and capable of inhibiting the growth and
viability of key bacterial pathogens.

Similarly, the films exhibited strong fungicidal prop-
erties. Evaluation against Candida albicans (yeast-like fun-
gus) and Aspergillus niger (mold fungus) showed a 100%
antifungal effect for all six tested formulations. This was
evidenced by the complete absence of fungal growth on the
film samples and extending across the agar surface area
influenced by diffusion of the active agent, indicating pro-
nounced inhibition throughout the test environment. In
stark contrast, control dishes without film samples exhib-
ited continuous and robust fungal growth under the same
conditions. Collectively, these findings demonstrated the
broad-spectrum antimicrobial efficacy of the developed
films, confirming their potential to inhibit both bacterial
and fungal pathogens relevant to wound infections.

Evaluation of sorption properties

To evaluate the films’ potential for adsorbing soluble sub-
stances from the wound environment, the adsorption ki-
netics of Methylene Blue (MB), a model cationic dye, were
investigated. To accurately determine the concentration of
Methylene Blue (MB) in the experimental samples during
the adsorption studies, a calibration curve was constructed.
This is a fundamental step in colorimetry, establishing a
reliable relationship between the measured optical density
(absorbance) and the known concentration of the analyte.
A series of standard MB solutions with varying concentra-
tions were prepared by serial dilution (Table 1), and their
optical densities were measured at the predetermined
wavelength of 670 nm.

The resulting data points were plotted to generate the
calibration graph (Fig. 1), which exhibited a strong linear
correlation between optical density and MB concentration.
The equation of this linear relationship, along with the co-
efficient of determination (R,), derived from the calibration
curve, was then used to calculate the residual MB concen-
tration in the supernatant solutions obtained during the
adsorption experiments.
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Table 1. Method of serial dilutions

N2 sample | Volume of 0.0073% solution of methylene blue, ml | Methylene blue concentration, % | Optical density (D) at A=670nm
1 1 0.292 0.012
2 2 0.584 0.019
3 3 0.872 0.034
4 4 1.168 0.041
5 5 1.46 0.048
6 6 1.752 0.060

Source: developed by the authors of this study based on the findings of experimental research
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Figure 1. Calibration graph for determining residual concentration
Source: developed by the authors of this study based on the findings of experimental research

The experiments were conducted by immersing film
samples in MB solution and monitoring the decrease in MB
concentration over time using photoelectric colorimetry
(Permana et al., 2023). The adsorption capacity was expressed
as the percentage of MB absorbed by the film samples rela-
tive to the initial amount in solution. The obtained results,
presented in Table 2 and visually represented in Figure 2,

demonstrated a significant capacity of all tested film compo-
sitions to adsorb Methylene Blue. MB absorption increased
with exposure time for all samples, reaching substantial lev-
els within the 60-minute observation period. Notably, the
maximum adsorption percentage observed among the tested
formulations at 60 minutes exceeded 50%, confirming the
high sorption potential of the developed composite films.

Table 2. Measurement of MB absorption by samples (%) depending on exposure time t (min)

Film composition Type of starch modification Exposure time (min)
15 30 45 60
MS/PVA (25/75) + xeroform 10 w.% Citricacid, 1 mol, 1.5h 34.55 40.91 42.73 43.64
MS/PVA (75/25) + xeroform 10 w.% Citric acid, 1 mol, 2.5h 39.09 45.45 49.09 50.00
MS/PVA (75/25) + xeroform 10 w.% Citric acid, 0.5 mol, 1.5h 40.91 42.73 45.45 49.09
MS/PVA (50/50) + xeroform 10 w.% Lactic acid, 1 mol, 2 h 27.27 33.64 35.45 40.00
MS/PVA (75/25) + xeroform 10 w.% Lactic acid, 1 mol, 2.5 h 30.91 36.36 41.82 41.82
MS/PVA (25/75) + xeroform 10 w.% Lactic acid, 0.5 mol, 2 h 41.82 48.18 5091 5091

Source: developed by the authors of this study based on the findings of experimental research

Absorption (%)

0
Exposure time (min)
< MS/PVA(25/75)+xeroform 10 w. %,® MS/PVA(75/25)+xeroform 10 w. %,

Citric acid, 1 mol, 1.5h

60

Citric acid, 1 mol, 2.5 h

MS/PVA(75/25)+xeroform 10 w. %, ~ MS/PVA(50/50)+xeroform 10 w. %,

Citric acid, 0.5 mol, 1.5 h

Lactic acid, 1 mol, 2 h

= MS/PVA(75/25)+xeroform 10 w. %, ~ MS/PVA(25/75)+xeroform 10 w. %,

Lactic acid, 1 mol, 2.5h

Lactic acid, 0.5 mol, 2 h

Figure 2. Methylene blue absorption kinetics of films based on MS/PVA with xeroform
Source: developed by the authors of this study based on the findings of experimental research
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The kinetics and overall capacity of MB adsorption
were found to be influenced by both the ratio of modified
starch (MS) to polyvinyl alcohol (PVA) in the film compo-
sition and the specific conditions of starch modification
(type and concentration of organic acid, reaction time).
For instance, films with an MS/PVA ratio of 25:75 modi-
fied with lactic acid (0.5 mol/L, 2 h) exhibited the highest
adsorption percentage, reaching 50.91% after 60 minutes.
While variations in kinetics were observed across differ-
ent formulations, all samples consistently showed robust
adsorption capabilities.

These high Methylene Blue adsorption values are in-
dicative of the films’ promising potential to absorb and
remove not only wound exudate but also other detrimen-
tal soluble components present in the wound bed, such as
toxins or inflammatory mediators, which are often cati-
onic or polar. The demonstrated high sorption capacity,
particularly for MB as a model contaminant, reinforces
the functional utility of these materials for active wound
management and highlights the synergistic role of the

polymeric matrix in complementing the antiseptic action
of xeroform by contributing to wound cleansing. The abil-
ity to tailor the sorption performance through variations
in polymer ratio and starch modification conditions allows
for optimising the material’s properties for specific clinical
applications and the management of different types and
volumes of wound exudate.

Water uptake kinetics: Influence of polymer composi-
tion and modification on swelling dynamics

Effective management of wound exudate is a fundamen-
tal requirement for modern wound dressings. High liquid
absorption capacity is essential to remove excess fluid
from the wound bed, prevent maceration of periwound
skin, and provide a moist environment conducive to heal-
ing. To evaluate the potential of the developed films for
this critical function, their water uptake kinetics were
investigated using a gravimetric method (Kas’yanenko et
al., 2018). The results of the water uptake kinetics studies
are presented in Figure 3.
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Figure 3. Kinetics of water absorption of films based on MS/PVA with xeroform
Source: developed by the authors of this study based on the findings of experimental research

The data revealed a rapid initial absorption of water by
all film samples within the first 15 minutes of immersion,
followed by a slowing rate of uptake as they approached
equilibrium swelling within the 120-minute timeframe.
Notably, all developed film compositions demonstrated
very high-water uptake capacities, with swelling per-
centages ranging from approximately 180% to over 230%
at near-equilibrium conditions. These values signifi-
cantly underscore the materials’ potential for effective
exudate management.

The kinetics and maximum water uptake capacity were
found to be highly dependent on the specific formulation,
influenced by both the MS/PVA ratio and the type and con-
ditions of starch modification. Films with a higher propor-
tion of modified starch (MS/PVA 75:25), particularly those
modified with citric acid (0.5 mol/L, 1.5 h and 1 mol/L,
1.5 h), exhibited the highest water uptake, reaching peak

swelling percentages exceeding 220%. Conversely, formu-
lations with a higher PVA content or modified with lactic
acid generally showed lower, albeit still substantial, water
absorption capacities.

The observed high water uptake capacity is a crucial
attribute for wound dressing materials, indicating their
ability to efficiently absorb large volumes of wound ex-
udate. This rapid initial uptake and high equilibrium
swelling are desirable characteristics for maintaining a
dry wound surface while preserving a moist healing en-
vironment underneath the dressing. Furthermore, the
variations in swelling kinetics and capacity depending on
the composition allow for tailoring the material’s perfor-
mance to suit different types of wounds with varying lev-
els of exudation. These findings affirm the potential of the
developed MS/PVA/xeroform films as effective materials
for exudate management in veterinary wound care.

Technologies and Engineering, Vol. 26, No. 2, 2025 53



Antimicrobial and sorption properties of polymer films...

Thus, the developed film matrix not only provides con-
venient and controlled delivery of xeroform to the wound,
but also allows for the full realisation of its antimicrobi-
al potential, creating a reliable barrier against infectious
complications and promoting effective regeneration of
damaged tissues. The use of a composite material with xer-
oform opens up prospects for its alternative application,
making its use more convenient, effective and aimed at
achieving optimal wound healing effect with minimising
the risk of secondary infection.

The evaluation of the developed MS/PVA/xeroform
films revealed functional properties that compare favoura-
bly with other materials documented in the literature. The
observed water uptake capacity, which ranged from approx-
imately 180% to over 230% across different formulations,
demonstrated a significant ability to absorb wound exu-
date. This swelling capacity was notably higher than typi-
cally reported for unmodified or acid-modified starch films
alone, as indicated by the findings of M. Kaur et al. (2012)
and A.I. Martins et al. (2018). Furthermore, the water up-
take of the current films was comparable to or exceeded the
values observed for numerous experimental polymer-based
wound dressings, including other starch/PVA compos-
ites specifically designed for wound care, as reported by
A. Delavari & I. Stiharu (2022) and A. Delavari et al. (2022).
This high absorbency is crucial for effective fluid manage-
ment in exuding wounds, potentially preventing macer-
ation and promoting a favourable healing environment.

In addition to their fluid handling capabilities, the
films exhibited a substantial adsorption capacity for Meth-
ylene Blue, exceeding 50% within 60 minutes. This sug-
gested a potential for removing soluble contaminants from
the wound bed, which can impede the healing process.
While benchmark adsorbents might demonstrate higher
capacities, the adsorption performance of the developed
MS/PVA/xeroform films was substantial and comparable
to values reported for some other polymeric wound dress-
ing materials evaluated using MB as a model contaminant
(Delavari & Stiharu, 2022). This dual functionality, com-
bining exudate absorption and contaminant removal, pre-
sents a significant advantage for wound management.

The incorporation of xeroform (Bismuth tribromophe-
nolate) into the polymer matrix provided a potent antimi-
crobial component. D. Alessio-Bilowus et al. (2025) rec-
ognised xeroform as an antiseptic and anti-inflammatory
agent widely employed for the prevention and treatment
of wound infections. K.L. Johnson et al. (2023) highlighted
its monocomponent nature and its antiseptic, astringent,
and drying properties. The broad-spectrum antimicrobial
activity of xeroform has been established against a wide
range of bacteria such as Escherichia coli, Pseudomonas
aeruginosa, Bacillus subtilis, Staphylococcus aureus, Staph-
ylococcus epidermidis, Staphylococcus haemolyticus, Strep-
tococcus viridans, Enterococcus faecalis, and Salmonella
typhimurium, as well as certain fungi such as Candida albi-
cans, as D. Chattopadhyay et al. (2016) previously reported.
S. Bose et al. (2023) suggest that the protective albuminate

film formed by this process on the damaged surface may
alleviate pain by covering nerve endings and inhibit path-
ogenic microflora by disrupting their metabolic processes.

In the present study, the developed films demonstrat-
ed complete (100%) antibacterial activity against Escheri-
chia coli and Staphylococcus aureus, and complete fungicidal
action against Candida albicans and Aspergillus niger across
all tested formulations. This high level of broad-spectrum
efficacy is a critical advantage for preventing and treating
wound infections, particularly in the context of polymicro-
bial contamination, which is common in both human and
veterinary wounds. When compared to the antimicrobial
spectrum and activity reported for Xeroform gauze, which
typically exhibited inhibition zones of specific diameters
against these pathogens (Barillo et al., 2017), the observed
complete inhibition within the tested area suggested a po-
tent and effective delivery of the antimicrobial agent inte-
grated into the polymer matrix, achieving comprehensive
microbial suppression. Comparable antimicrobial effects
against Escherichia coli and Staphylococcus aureus were
also reported for certain micromycete strains by I. Rubezh-
niak (2020), confirming the relevance of broad-spectrum
agents across diverse biological systems.

The synergistic action of the polymer matrix’s inherent
sorption function and the incorporated xeroform’s antisep-
tic action in the developed MS/PVA composite films offers
a dual therapeutic benefit. This combination of efficient
wound disinfection coupled with the simultaneous absorp-
tion and removal of potentially harmful exudate and solu-
ble contaminants is particularly advantageous and relevant
in veterinary practice. As noted earlier, constraints on the
frequency and timeliness of dressing changes are common
in veterinary settings. In such scenarios, the material’s abil-
ity to maintain an optimal healing environment for an ex-
tended duration by concurrently controlling infection and
managing exudate becomes paramount, placing increased
performance demands on the dressing material. The an-
tiseptic and astringent effects of xeroform are primarily
attributed to its ability to form stable complexes with pro-
teins found in microbial cells and tissue exudate, leading to
their coagulation, as suggested by A.I. Martins et al. (2018).

While the modified starch and PVA base of the films
contributed to the desirable sorption properties, M. Kaur et
al. (2012) previously noted that native starch exhibits cer-
tain limitations, including insufficient mechanical strength
and susceptibility to rapid degradation and retrogradation,
which restrict its direct application in film form for wound
care. The modification of starch and its combination with
PVA in the current study likely addressed some of these lim-
itations, resulting in a more robust and functional material.

Collectively, the results of this study demonstrated that
the developed MS/PVA/xeroform films possessed a com-
pelling combination of high-water uptake and significant
contaminant adsorption for effective exudate and wound
management, coupled with complete, broad-spectrum anti-
microbial efficacy against key wound pathogens. This multi-
functionality positions them as highly promising candidates
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for active wound dressing applications, particularly in veter-
inary medicine where the need for effective, long-lasting
wound care solutions is significant. The observed water up-
take kinetics, characterised by rapid initial absorption fol-
lowed by high equilibrium swelling, further supported the
potential of these films for managing wound exudate effec-
tively. The dependence of both water uptake and methyl-
ene blue adsorption kinetics on the specific starch modifi-
cation conditions and the MS/PVA blend ratio indicated the
potential for tailoring the material’s sorption properties to
meet specific clinical requirements.

Conclusions

This study successfully investigated the potential of novel
polymeric films fabricated from a blend of modified starch
(MS) and polyvinyl alcohol (PVA), incorporating 10 wt.%
xeroform, as active wound dressing materials for veter-
inary applications. The developed films demonstrated
significant antimicrobial efficacy, exhibiting pronounced
antibacterial activity against both Gram-negative (Es-
cherichia coli) and Gram-positive (Staphylococcus aureus)
bacteria, as well as complete fungicidal action against the
yeast-like fungus (Candida albicans) and the mold fungus
(Aspergillus niger). These results unequivocally confirm
the effective integration and broad-spectrum antiseptic
activity of xeroform within the polymer matrix, which is
critical for inhibiting microbial proliferation and prevent-
ing secondary infections in wounds.

Furthermore, the composite films exhibited very high

adsorption capacity, exceeding 50% within 60 minutes of
exposure, indicative of their potential to adsorb soluble
contaminants from the wound bed. The kinetics of both
water uptake and methylene blue adsorption were shown
to be dependent on the specific starch modification condi-
tions and the MS/PVA blend ratio, indicating the potential
for tailoring the material’s sorption properties.

In summary, the combination of demonstrated antimi-
crobial activity and these high sorption capacities positions
the developed MS/PVA/xeroform films as highly promising
candidates for innovative wound coverings in veterinary
medicine. Their ability to simultaneously combat infection
and effectively manage exudate addresses key challenges in
wound care. The findings suggest that variable processing
parameters and composition can be leveraged to tune the
functional characteristics of the dressings for optimal perfor-
mance across diverse clinical scenarios and animal species.

Future research will focus on a comprehensive eval-
uation of the developed films’ performance properties,
including detailed characterisation of the kinetics and
mechanism of xeroform release to ensure a sustained ther-
apeutic effect, expanded in vitro evaluation of antimicro-
bial activity against a broader spectrum of clinical isolates
and resistance profiles, rigorous in vivo assessment of their
wound healing efficacy and biocompatibility, and further
optimisation of their physico-mechanical properties to fa-
cilitate practical and effective clinical implementation.
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[TepcrieKTUBHA CTpaTeTisl rmependayae BUTOTOBJIEHHS MOJMiMEPHUX IUTIBOK, 1[0 MalOTh KOMOiHOBaHI (PYHKIIiOHAJIbHI
MOSK/IMBOCTi. MeTO0 1IbOTO JOCTiIKEHHS 6Y/I0 OLiHUTY aHTUMIKPOOHI Ta cOpOIIiiiHi BIACTUMBOCTI MOTiMEPHUX TITIiBOK
Ha OCHOBI cymimri MmoaMdikoBaHOTO KPOXMaJIo Ta IMOJiBiHIIOBOTO CrMpTY, 10 MicTsiTh 10 Mac. % kcepodopmy, AJjist
iXHBOTO MOTEHIII/fHOTO 3aCTOCYBAHHS SIK BeTepMHAPHUX IepeB’sI3yBaIbHMUX MaTepialiB. AHTUMIKPOOHY aKTUMBHICTh
IiBOK BM3HAvYaiu Metomom audysii B arapoBomy cepemoBuini npotu Escherichia coli, Staphylococcus aureus,
Candida albicans ta Aspergillus niger; copO11iiiHi XapaKTepUCTUKM OI[iHIOBAJIM HA OCHOBi KiHETMKM BOJOIIOTJIMHAHHS
Ta azcopbuii 6apBHMKA METUIEHOBOI'O CUMHBOTO, BUMIPSHUX (OTOETeKTPOKOIOPUMETPUYHO. TOoCIiIkeHi TU1iBKU
MPOIEMOHCTPYBaAM BUpaskeHy aHTHOaKTepiaabHy Ta QYHTIMOHY aKTUMBHICTH MPOTHU BCiX MPOTECTOBAHMX IITAMIB
Cy4aCHMX PAaHOBMX IMATOTeHiB, MiATBepAKyI0UM eGeKTUBHICTh KcepodopMy B MeXKax MoJiMepHOi MaTpuili, 30Kpema,
TOBHEe MpUrHiueHHs pocty Escherichia coli, Staphylococcus aureus, Candida albicans ta Aspergillus niger. Kpim Toro,
KOMIIO3UIii BUSBUIM BUCOKY PiZMHOIOIIMHAIOUY 3aTHICTh, HEOOXiIHY JJIsT BULATEeHHS eKCyIaTy 3 TIOBepXHi paHu, 3
BOJIOTIOIJIMHAHHSM Y piBHOBaKHOMY CTaHi Big mpm6insHo 180 % no monaz 230 % Ta agcopOiiiero MeTMIEHOBOTO CMHbBOTO,
mo nepesuinyBasia 50 % mnporarom 60 xBuianH. KiHeTnka BOZOTOIIMHAHHS Ta afcopbIlii 6apBHMKA METUIEHOBOTO
CMHBOT0 3HAUHOIO MipOI0 3aieskana Big yMoB Mogudikallii kpoxmaJsiio Ta criBBigHOIIeHHSI MOAM(})IKOBaHOTO KPOXMAJTIO
i moniBiHinOoBOrO CcrMpTy B KOoMmo3uiiii. OTpuMaHi pe3ynbTaTu CBigyaTh MPO MOTEHLiaJ Po3pobieHMX IIiBOK Ha
ocHOBi MoaudikoBaHOTO KPOXMasiio, MOJiBiHIIOBOTO CHMPTY Ta Kcepodopmy SIK aKTMBHUX PaHO3arorBaIbHUX
MOKPUTTIB 3 iHTErpPOBaHMMM 6i0aKTMBHMMM KOMIIOHEHTaMM (AHTUCENTUKAMM) AJisI BETePUMHAPHOTO 3aCTOCYBaHHSI,
110 MAIOTh aHTUCEINITUYHI Ta BUCOKi COPOILIifiHI BIACTUBOCTI, SIKi CIPUSIIOTh TepareBTUYHit eeKTUBHOCTI. MOXKIMUBICTD
BapitoBaHHs yMOB Mopaudikalii KpoxMasio Ta CKIaAy HO3BOJSE IieCHpsiMOBAHO peryaoBaT (YHKIiOHaIbHI
XapaKTepPUCTUKM MaTepiany IJisg agarnTanii ix mo crenmudiuHuX KIiHIYHUX MOTpeb Ta BUAIB TBAapUH

KrnrouoBi crioBd: nosicaxapuay; NOMiBIiHIIOBMI ClIUPT; BicMyTy TpMGPOMOGEHOIST; JIiKyBaJbHi PaHOBI TOB’SI3KM;
AHTUCENTHUK; (POTOETeKTPOKONIOPUMETDIsl; BeTepUHAPHA MeIULIMHA
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Abstract. This article examines the functional role of various thickeners in cosmetic formulations. The study
of their rheological properties and behaviour in aqueous solutions is essential for the development of stable and
effective products within the skincare and dermocosmetic sectors. This study aimed to investigate the behaviour of
a novel, naturally derived cosmetic ingredient — mucin from the snail Achatina fulica — in an aqueous medium under
varying pH conditions, and to provide practical recommendations for its use. The study included an analysis of the
physicochemical properties, mechanisms of action, and functional characteristics of five key thickeners: guar gum,
Aristoflex, sodium alginate, gelatine, and carbomer. Their technological advantages, limitations, and applications in
cosmetic products were outlined. In an aqueous solution, mucin exhibited a high swelling capacity: within 90 minutes,
its volume increased ninefold, which is comparable to the performance of other hydrocolloids examined. The structural
viscosity of mucin solutions within the concentration range of 0.1%-10.0% is characterised by a non-linear increase. A
marked rise in viscosity is observed at concentrations between 1.5% and 3.0%, which is attributed to the attainment of
maximum intermolecular interaction strength. It was found that the viscoelastic properties of aqueous mucin solutions
depend not only on concentration but also on the pH of the medium, with mucin exhibiting non-Newtonian behaviour.
Maximum structural stability was observed within the pH range of 5.0 to 6.5, where the structural viscosity of a 3.0%
solution reached 127 mPa-s. Recommendations have been proposed regarding the inclusion of snail mucin in cosmetic
formulations, taking into account the rheological and sensory characteristics of the final product. These insights may
prove valuable to researchers and practitioners in the cosmetics industry

Keywords: thickeners; concentration; structure formation; medium acidity; cosmetic products

Introduction

Snail mucin, known for its moisturising, regenerative, and
anti-inflammatory properties, is increasingly being used as
a functional ingredient in skincare products. However, its
behaviour as a thickener and stabiliser under varying con-
ditions remains insufficiently studied. In particular, little is
known about the impact of mucin on the rheological prop-
erties of low-concentration solutions, which is important
for controlling the consistency and stability of cosmetic

formulations. In both cosmetic and biomedical fields, a
range of polymolecular substances are employed to sta-
bilise emulsions and suspensions, regulate viscosity, and
control the release of active ingredients. These include pol-
ymers and hydrogels capable of forming stable structures
that help preserve the efficacy of active compounds over
time. Given the molecular structure of mucin, its ability to
swell in aqueous solutions may be anticipated, suggesting
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a potential influence on the consistency, stability, sensory
characteristics, and bioavailability of final products.

The theoretical aspect of such research is linked to the
development of polymer solution theory, while the prac-
tical focus lies in establishing empirical relationships be-
tween elastoplastic properties and technological parame-
ters. From a practical standpoint, appropriate rheological
properties are crucial in influencing consumer choice. For
this reason, manufacturers often adjust the composition of
the aqueous phase in cosmetic products by incorporating
thickeners or structuring agents. Thickeners (structuring
agents) are key ingredients used to increase viscosity and
ensure the stability of dispersed systems in cosmetic for-
mulations. Their application not only improves the rheo-
logical performance but also enhances the aesthetic quali-
ties of the final product.

According to a study by E. Sikora (2019), hydrocolloids
used as thickeners in cosmetics can be classified into the
following categories: natural polymers — hydrocolloids of
plant origin (mucilage, gums, resins, starch, dextrins, pec-
tins, protein-based substances), and those of animal origin
(polypeptides such as gelatine, casein, whey proteins, etc.);
biosynthetic hydrocolloids — produced by microorganisms,
e.g. dextran, xanthan gum; synthetic polymers - chemically
or physically modified derivatives of cellulose, starch, or pol-
yacrylic acid; inorganic compounds — minerals from the alu-
minosilicate group (such as bentonite), and colloidal silica.

P. Himashree et al. (2019) identified the primary func-
tions of thickeners as moisture retention, structural modi-
fication, and the alteration of flow properties. Factors such
as temperature, shear, pH, and ionic strength influence the
functionality of these thickeners and must be carefully op-
timised by manufacturers during the production process.
Proper optimisation of these conditions is critical to ensur-
ing the stability and efficacy of the final products. Among the
most effective thickeners are modified starches and proteins,
used either individually or in combination with exudates,
seed gums, seaweed extracts, and microbial polysaccharides.

The search for texturising agents and new combina-
tions of known substances continues. For example, L. Ri-
gano et al. (2019) proposed the use of Caesalpinia spinosa
gum - a plant-derived polysaccharide obtained by milling
the endosperm of Caesalpinia spinosa seeds — and inves-
tigated its rheological behaviour, compatibility with com-
mon cosmetic ingredients, and its use as a thickener in var-
ious types of cosmetic formulations. G. Tafuro et al. (2021)
explored binary associations of sclerotium gum with io-
ta-carrageenan, which imparted high viscosity, elasticity,
and resilience to the system, as well as combinations of
locust bean gum and pectin, which influenced the viscoe-
lastic properties of the system, contributing to high adhe-
siveness and cohesiveness.

In the food industry, thickeners have traditionally been
used to increase viscosity, stabilise texture, and regulate the
rheological properties of products. For instance, R. Shkara-
puta et al. (2024) highlighted the important role of structur-
ing agents in developing the texture and consistency of food

products for vegans. These agents were used to replace col-
lagen, preserve density and create a meatlike texture in meat
substitutes, as well as to enhance the flavour and aroma of
spices and aromatic plant-based additives.

There is also experience in applying polymolecular
substances to achieve the desired rheological properties
in technical systems. For example, R. Shilton et al. (2025)
demonstrated that incorporating xanthan gum into alka-
li-activated material blends improved buildability during
3D printing and allowed the material to maintain its shape
(structural integrity) while remaining flowable under
stress — enabling pumping and extrusion.

A deep understanding of the mechanisms behind the
viscoelastic behaviour of hydrocolloids enables the optimi-
sation of technological processes, the prediction of system
behaviour during storage and use, and the development
of new materials with tailored functional properties. This
study aimed to investigate the rheological behaviour of
Achatina fulica mucin in aqueous media under varying pH
conditions, in order to provide practical recommendations
for its use in cosmetic formulations.

Materials and Methods

The following ingredients were investigated: natural plant-
based thickeners — guar and xanthan gum, sodium alginate,
the animal-derived thickener mucin, and the synthetic
agents Aristoflex and carbomer. Aqueous solutions of these
gelling agents were prepared at concentrations ranging
from 0.1% to 10.0%. To prepare the solutions, accurately
weighed samples were dissolved in bidistilled water under
stirring and made up to a final volume of 100 mL.

The characteristics of the selected gelling agents are
outlined below. Mucin, a relatively novel and under-re-
searched thickener derived from the mucus of giant snails
(Achatina fulica), lacks a fixed chemical formula. It is a
high-molecular-weight glycoprotein composed of a pro-
tein backbone with numerous attached oligosaccharide
chains. The protein portion of mucins is rich in serine (Ser),
threonine (Thr), and proline (Pro), while the carbohydrate
side chains are linked to serine and threonine residues
via O-glycosidic bonds (Ahmad et al.,, 2021). The princi-
pal carbohydrates include N-acetylglucosamine (GIcNAc),
galactose (Gal), fucose (Fuc), and sialic acid (Neu5Ac).
Mucin exhibits high biocompatibility as it is a key com-
ponent of mucus, which plays lubricating, protective, and
barrier roles, particularly within the digestive, respiratory,
and reproductive systems (Momoh et al., 2019). Its inclu-
sion in skincare products supports effective tissue repair,
promotes healing of damaged skin, and offers protection
against irritation — features of particular relevance in ther-
apeutic and cosmetic creams designed for sensitive skin.

The general formula of the glycoprotein part (simplified):

(Ser/Thr)-0-(GalNAc)-(Gal)-(Neu5Ac), @)

where Ser/Thr is the amino acid residue (serine or threo-
nine); O is the amino acid residue (serine or threonine);

Technologies and Engineering, Vol. 26, No. 2, 2025 59



Rheological properties of mucin from the snail Achatina fulica...

GalNAc is the N-acetylgalactosamine; Gal is the galactose;
Neu5Ac is the sialic acid.

Guar gum is a natural hydrocolloid that forms viscous
colloidal solutions in aqueous media. It is extracted from
the seeds of the guar plant (Cyamopsis tetragonoloba), a
leguminous crop cultivated primarily in India and Paki-
stan. A notable advantage of guar gum in cosmetic for-
mulations is its additional moisturising and conditioning
properties (Mudgil et al., 2014). Chemically, it is a poly-
mer composed of mannose and galactose residues. Arist-
oflex is a polyacrylate derivative with high thickening ef-
ficiency at low concentrations. It demonstrates excellent
compatibility with surfactants across a wide pH range
(Baskar et al., 2002). Its primary drawback is a relatively
high production cost compared to natural alternatives.
It is used in gels, serums, and lightweight emulsions for
skincare. Sodium alginate is a natural polysaccharide
that forms stable gels in the presence of calcium cations.
It is derived from brown algae (Phaeophyceae) such as
Laminaria, Macrocystis, and Fucus. Alginate is noted for
its high hydrophilicity and moisture retention capacity;
however, it is highly sensitive to changes in pH (Lee &
Mooney, 2012). Gelatine is a protein obtained from col-
lagen through the hydrolysis of animal bones, cartilage,
and skin, most commonly from cattle or pigs. This natural
protein polymer forms thermoreversible gels upon cool-
ing (Chandra et al., 2023); however, as of 2025, its use in
cosmetic formulations is limited due to the rising popu-
larity of vegan cosmetics.

Carbomer is a synthetic polymer based on acrylic
acid, known for its high thickening efficiency in aqueous
systems. It is synthesised by polymerising acrylic acid or
its salts in the presence of initiators and stabilisers in an

s 6 [ /%
Yy

aqueous solution. The resulting polymer is then neutral-
ised (typically with alkalis), enabling it to form gels. Al-
though effective at low concentrations, carbomer is sen-
sitive to electrolytes and must be neutralised to achieve
optimal performance (Khanlari & Dubé, 2015).

The degree of polymer swelling was calculated as the
difference between the initial polymer volume and the
swollen polymer volume using the formula:

d:_’ (2)

where V/ is the initial volume of the polymer, and V is the
volume of the swollen polymer.

Viscosity was measured using an Ostwald viscome-
ter, which operates by recording the flow rate of a liquid
through a capillary tube of known radius and length. Den-
sity was determined using a pycnometer, with bidistilled
water used as the reference liquid. The pH values were
measured using a portable electronic pH meter with a
measurement range of 0.00-14.

Results and Discussion

The effectiveness of thickeners can be indirectly assessed
by examining their swelling capacity. The gel formation
process is quantitatively characterised by the degree and
rate of swelling. When preparing hydrogels with a low
concentration of thickener, the gelation is primarily deter-
mined by the cooling phase and does not follow the kinetics
of a first-order chemical reaction. Therefore, the rheolog-
ical properties of the tested gelling agents were compared
based on the degree of swelling, expressed as the amount
of liquid absorbed per unit mass or volume of polymer, as
illustrated in Figure 1.

DN\

Guar gum Aristoflex

2

Sodium alginate

Gelatine Carbomer Mucin

Figure 1. Degree of swelling after 90 minutes of observation

Source: compiled by the authors

Given that the molecular size of all the analysed
thickeners is close to that of macromolecules, their swell-
ing capacities are relatively similar. In terms of swelling
ability, the synthetic thickeners Aristoflex and carbomer
demonstrated superior performance, with sodium al-
ginate performing nearly as well. Gelatine exhibited

moderate swelling, producing an opaque gel with a yel-
lowish hue. The volume of guar gum increased sevenfold,
while mucin showed a ninefold increase. As the polymer
chains of the substances under investigation are flexi-
ble, complete dissolution by the end of the 90-minute
experiment is expected.
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Observation of the swelling process revealed that the
dissolution of polymers differs significantly from the dis-
solution mechanism of low-molecular-weight compounds.
In the latter case, molecules diffuse into the solvent. In
contrast, when polymers dissolve, the polymer itself effec-
tively acts as the solvent, while the low-molecular-weight
liquid plays the role of the solute. This means that water
molecules penetrate the polymer structure. Initially, they
fill the spaces between macromolecular chains, resulting
in a reduction in the overall volume of the system. Sub-
sequently, the intermolecular bonds within the polymer
weaken, allowing the solvent to penetrate further into the
structure. As a result, the polymer’s volume increases, al-
though the total volume of the system remains constant.

According to F.K. Metze et al. (2023), the process of
one-sided penetration of solvent molecules into a poly-
mer is referred to as swelling. It has been observed that
the studied hydrocolloids are prone to unlimited swelling,

160
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which gradually transitions into dissolution, forming a
homogeneous single-phase system. Overall, the behav-
iour of these substances in aqueous solution can be ex-
plained by the diffusion of molecules into the solvent and
the formation of systems resembling colloids. Notably,
all the resulting gels scatter sunlight, exhibiting the Tyn-
dall effect characteristic of colloidal systems. In terms of
swelling capacity, snail mucin performs on par with more
well-known cosmetic thickeners and can be considered a
competitive alternative.

As cosmetic formulations typically require low-con-
centration thickener solutions, the minimum gelation con-
centration of mucin was investigated. The effect of mucin
concentration on the viscosity of aqueous solutions is pre-
sented graphically in Figure 2. Sample preparation included
a swelling stage, as described in the previous experiment.
The thickener concentration ranged from 0.1% to 10%,
which falls within the recommended cosmetic usage levels.

y=0.0471x3 - 2.0458x2 +30.534x — 25.481
R?=0.9452

Mucin content in solution, %

1.5 2 25 3 35 4 45 5 55 6 65 7 75 8 85 9 9.9 10

—4—Viscosity 20 28 33 44 70 110 120 121 122 123 124 125 126 127 129 130 133 136 140 145 150

Figure 2. Mucin gelation concentration in aqueous solutions

Source: compiled by the authors

Figure 2 showed the relationship between the struc-
tural viscosity of the solution and the concentration of the
mucin thickener. Within the concentration range of 1.5%
to 3.0%, a sharp increase in viscosity is observed, indicat-
ing the formation of a structured system held together by
intermolecular forces. Beyond this range, further increas-
es in mucin concentration result in a linear rise in vis-
cosity, which is characteristic of truly soluble substances.
The trend line follows a thirddegree polynomial equation.
Based on the obtained results, the recommended dosage
of mucin in cosmetic formulations may be narrowed to a
maximum of 3.0%.

As established in the studies of B. Yuan et al. (2019)
and several Ukrainian researchers, including O.P. Nekras-
ov & B.A. Veretenchenko (2018), the viscosity of col-
loidal solutions is influenced by the pH of the medium.
Acidity is a critical characteristic of cosmetic products,

Technologies and Engineering, Vol. 26, No. 2, 2025

affecting both the selection of active ingredients and the
overall efficacy of the formulation. Research conducted
by O. Peredriy (2022) outlined regulatory safety require-
ments for cosmetic products within EU countries, which
is particularly relevant when incorporating novel bio-
active ingredients such as mucin derived from the snail
Achatina fulica. The researcher emphasised that the in-
clusion of such components requires strict adherence
to enhanced safety assessment procedures, monitoring
of nanomaterials, and the provision of accurate product
information. According to the Technical Regulations for
Cosmetic Products (2021), products containing herbal
extracts, fruit acids, and their derivatives must maintain
a permissible pH range of 3.0-9.0. Therefore, the behav-
iour of mucin within this pH range was investigated. The
relationship between the viscosity of mucin solution and
pH value is presented in Figure 3.
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Figure 3. Dependence of mucin solution viscosity on pH

Source: compiled by the authors

Figure 3 illustrated that the viscosity of aqueous mu-
cin solutions is significantly influenced by the pH of the
medium. Viscosity fluctuations are observed across the
entire investigated pH range, regardless of solution con-
centration. Based on the overall trend, a further decrease
in viscosity can be anticipated as the pH deviates from
neutrality. For all tested concentrations, peak viscosity is
observed within the mildly acidic pH range of 5.0 to 6.5.
This range should therefore be recommended as optimal,
as it yields the maximum achievable viscosity. It was also
noted that the general trend in structural formation within
the solution remains consistent with the findings shown
in Figure 2: higher mucin concentrations correspond to
increased viscosity throughout the full pH range of 3.0 to
9.0. However, this difference becomes less pronounced at
strongly acidic or strongly alkaline pH levels. All obtained
viscosity profiles follow a similar pattern and can be de-
scribed using a second-degree polynomial equation (one
example of which is shown as the trendline equation of the
obtained curves in Figure 3).

The results obtained can be explained by the behaviour
of macromolecules in media with varying concentrations of
H'and OH" ions. The observed increase in viscosity is likely
due to the unfolding of the molecule as a result of electro-
static repulsion, leading to a change in its conformation. In
strongly acidic or strongly alkaline environments, the mol-
ecule tends to coil back into a compact structure, causing
a reduction in viscosity. This occurs because an increase
in ionic strength reduces electrostatic repulsion between
charged groups within the molecule, thereby stabilising
the compact, folded structure of the polymer.

These patterns align well with findings from other
researchers studying the behaviour of lowconcentration
solutions of polymolecular substances in water. For in-
stance, K.O. Lebedeva et al. (2022) investigated gelation
and the rheological behaviour of hydrogels based on agar-
agar at concentrations ranging from 25% to 50%, high-
lighting the critical role of temperature and cooling rate
in the formation of spatial polymer networks. O.M. Kamin-
sky et al. (2024) worked with elastic gelatine-based gels
at a 15% concentration, which exhibited high mechanical

stability and biocompatibility, making them suitable for
applications in medicine and biotechnology. S.S. Stepanov
& V.M. Mokrosnop (2021) studied the properties of sul-
phated polysaccharides from algae, which, owing to the
presence of numerous hydroxyl and sulphated groups, form
stable hydrogels and three-dimensional networks capable
of retaining large volumes of water without losing elastic-
ity. Thus, research into gelation has primarily focused on
high-concentration solutions of conventional food thick-
eners, while non-food-grade polymeric substances remain
less extensively studied. Notably, polymeric substances in-
tended for cosmetic or pharmacological use continue to be
a relatively underexplored area.

0.V. Maikovych et al. (2021) described the conditions for
preparing a composite hydrogel based on polyacrylamide
and gelatine with polypropylene microfibre. The authors
identified the minimum component concentrations, as well
as the temperature and pH ranges, required for the forma-
tion of a polyacrylamide-gelatine hydrogel. Their findings
demonstrated that hydrogel formation occurs during the
structuring reaction within a pH range of 2 to 4. Notably, no
hydrogel was formed at pH values above 4, while at pH levels
below 2, the samples were heterogeneous. This was attrib-
uted to the simultaneous hydrolysis of functional groups
occurring alongside the structuring process. Therefore, the
formation of the structured network is critically depend-
ent on the acidity of the medium, and the stability of the
resulting polymer network decreases outside the specified
range. The pH range identified as optimal for the studied
system lies in the strongly acidic region, whereas mucin has
been shown to be more effective in mildly acidic conditions.

The study by K. Belinska & T. Marusei (2022) provided
insights into the swelling kinetics of extrudates, which may
contribute to a deeper understanding of biopolymer behav-
iour in various media. The research established that the rate
and extent of swelling are dependent on the type of dispers-
ing medium - an important factor in assessing the hydra-
tion properties of mucin, which in turn influence its rheo-
logical characteristics and potential application in cosmetic
or pharmaceutical systems. K. Joyner et al. (2019) reported
the development of a mucin-based hydrogel produced via
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a thiol-based cross-linking strategy. Mucin hydrogels with
viscoelastic properties resembling those of natural mucus
were synthesised using a cross-linking reagent (the spe-
cific compound was not disclosed). The authors found that
the rate of gel formation could be effectively controlled by
adjusting the ratio of mucin to cross-linker. Structural for-
mation within the gel network was attributed to hydrogen
bonding and disulphide linkages. This approach enables the
mechanical properties of the material to be tailored accord-
ing to its intended use — ranging from soft coatings to struc-
tured gels suitable for the delivery of bioactive compounds.
The findings support the fabrication of viscoelastic micro-
structures with physiologically relevant properties based on
highly concentrated mucin solutions.

The present study focused on low-concentration solu-
tions suitable for practical use in cosmetic manufacturing
and cosmetic chemistry. Based on the rheological proper-
ties and stability of Achatina fulica mucin in aqueous me-
dia, its suitability for inclusion in various types of cosmetic
formulations was established. The results support the fol-
lowing recommended concentrations of snail mucin in cos-
metic products: in facial creams and serums - 1.0%-3.0%;
in masks and patches - 2.0%3.0%; in toners and essences —
0.5%-1.0%; and in cleansing products — 0.1%-0.5%. These
concentrations allow for the development of conventional
textures while ensuring minimal use of the valuable ac-
tive ingredient. The inclusion of mucin is not advised in
acid-based peels, gels, or neutralising sprays, nor products
intended for carboxytherapy, as these formulations typ-
ically involve strongly acidic environments in which the
gel-forming ability of mucin is reduced. The findings of this
study thus contribute to a broader understanding of the
potential uses of Achatina fulica mucin in cosmetic com-
positions. It has been demonstrated that, even at low con-
centrations, mucin exhibits stable rheological properties
suitable for the formulation of a variety of product types.

Conclusions

Thickeners are essential components of cosmetic prod-
ucts, as they determine the rheological properties, stability,
and sensory characteristics of the final formulation.
Their use enables control over viscosity, enhances tex-
ture, and ensures the even distribution of active ingre-
dients. As the properties of thickeners vary depending
on their chemical structure and origin, it is important

to select them rationally per the specific requirements
of the cosmetic formula. The optimal choice of thick-
ener depends on the desired rheological behaviour and
the final texture of the product. Natural thickeners, such
as guar gum, sodium alginate, and gelatine, are suita-
ble for the formulation of environmentally friendly cos-
metics. Meanwhile, synthetic thickeners like Aristoflex
and carbomer offer high stability and allow for the cre-
ation of unique textures. Optimal product performance
can often be achieved through the combination of dif-
ferent types of thickeners within a single formulation.
The rheological behaviour of a cosmetic thickener - mu-
cin from Achatina fulica. In an aqueous solution, mucin
demonstrated the ability to swell, increasing its volume
ninefold over a 90-minute observation period, showing
a swelling capacity comparable to that of other com-
monly studied hydrocolloids. The structural viscosity of
mucin solutions at concentrations ranging from 0.1% to
10.0% increased non-linearly across the entire studied
range. A marked rise in viscosity was observed between
1.5% and 3.0%, corresponding to the point of maximum
intermolecular interaction. It was established that the
viscoelastic properties of mucin depend not only on
concentration but also on the pH of the medium, with
the substance exhibiting non-Newtonian behaviour. The
structure reached maximum stability within a pH range
of 5.0 to 6.5, where structural viscosity values were re-
corded as follows: 48 mPa - s for the 1.5% solution; 73
mPa - s for the 2.0% solution; 112 mPa - s for the 2.5%
solution; and 127 mPa - s for the 3.0% solution. These
findings should be taken into account when developing
cosmetic formulations. The results obtained may be ap-
plied to optimise the composition of cosmetic and phar-
maceutical products containing mucin, and also provide
a basis for further research into its functional properties
in biomaterials and medical applications.
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AHoOTOAUiA. V cTarTi po3mIstHyTO GYHKIIIOHAIBHY POJIb PSIY 3TYINYBaviB Y KOCMETUUYHMX PelenTypax. JoCmimKeHHs
iX peosoTiYHMX BIACTUBOCTEN Ta MOBELIHKM Y BOAHUX PO3UMHAX € BAXKIMBUM JJIS1 pO3POOKM CTabiIbHUX i e(eKTUBHUX
KOCMEeTUMYHMX 3aC06iB B cerMeHTax IOMISIOBOI Ta AepMaTOKOCMEeTUYHOI MponyKilii. MeTow 6y/l0 BUBUMTHU TMOBEIiHKY
HOBOTO KOCMETUYHOTO iHI'PeIieHTY MPMUPOSHOTO MOXOIKEeHHS — MYIIMHY paBiuKa Achatina fulica — y BomHOMY cepeyBuIILi
3i 3MiHHMM 3HaueHHSM pH Ta HamaTy MPakTMYHI peKoMeHalii Mo jioro 3acrocyBaHHIO. [IpoBemeHO aHasi3 ¢i3uko-
XiMIYHMX BIACTMBOCTEN, MexXaHi3MiB [ii Ta QYHKI[IOHAIBHMUX XapaKTePUCTUK ITSITUM KIIOUOBMX 3TYIIYBadiB: IyapoBOi
KaMmei, Apicrodiiekcy, ajibrinaty HaTpilo, )xenaTuHy Ta Kap6omepy. OnucaHo ixXHi TEXHOJIOTiIUHI TIepeBaru, 06MesKeHHS
Ta cepn 3acTocyBaHHSI B KOCMETMYHMX 3acob6ax. Y BOLZHOMY PO3UMHI MYIMH IIPOJEMOHCTPYBAaB BMCOKY 3JATHICTb IO
HabyxaHHS: BITPOIOBXK 90 XBUJIMH CITOCTEPEKEHHS 110T0 06°€M 36ibIINBCS Y 9 pasiB, 110 € CIiBCTAaBHMM i3 TOKa3HUKAMM
IHIIVX DOCTiIKYyBaHUX TiApOKoI0iAiB. CTPyKTYpHA B’SI3KiCTh PO3UMHIB MyLIMHY B KOHILIeHTpaliliiHoMy fiama3oHi0,1-10,0 %
XapaKTepU3yeThCS HeMiHITHMM 3pOCTaHHIM. 3HAUHe MiABUIIeHHS B SI3KOCTi PeeCTPYETHCS MPYU KOHLIeHTpalisx Bix 1,5 %
110 3,0 %, 1110 06YMOBJIEHO JOCSATHEHHSIM MaKCMMaJIbHOI CYJIM MiXKMOJIEKY/IIPHMX B3a€MO/Iiii. BCTAHOBJIEHO, 1110 B’SI3KiCHO-
MIPY)KHi XapakTepUCTUKY BOLHMX PO3UMHIB MYL[MHY 3a/ieXkaThb He JIMILIe Bifl KOHLIEHTpallii, a Takox Bif pH cepenosuia,
KOJIM MYLIH IeMOHCTPYBaB HEHbIOTOHIBCbKY MOBeIiHKY. MakcuMa/lbHa CTabibHICTD IOTO CTPYKTYPM CIIOCTepirazacs
B miamasoHi pH Big 5,0 mo 6,5, Koau CTpyKTypHa B’sI3KicTh 3,0 %-ro posumHy pocsirae 127 mlla - c. 3alpoOIIOHOBAaHO
peKkoMeHZallii 110[J0 BMIiCTy PaBAMKOBOIO MYLIMHY B KOCMETUUYHMX CKIAJax 3 ypaXyBaHHSIM PeOJIOTiUHMX Ta CEHCOPHUX
XapaKTepUCTUK KiHIIeBOTO MPOAYKTY, sIKi 6yIyTh KOPUCHI [I7IsT HAYKOBI[iB Ta (axiBIiB-TTPaKTUKIB KOCMETUYHOI iHAYCTPil

KrnrouoBi cyioBaA: 3ryiyBaui; KOHIEHTpAIlisl; CTPYKTYPOYTBOPEHHST; KMUIOTHICTh CepeoBMIla; KOCMeTUUHI 3aco61
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Abstract. The rapid development of mobile technologies and the technological revolution are contributing to the
active implementation of the Internet of Things, leading to an increase in the number of physical devices connected
to the Internet. However, along with the advantages of the Internet of Things, there are also growing disadvantages,
including cyber threats, privacy violations, and risks of unauthorised data collection. In this regard, research into the
challenges and security measures in the field of the Internet of Things is necessary to ensure the safe implementation of
these technologies. The purpose of the present study was to analyse key models, methods, and tools for data collection
in the Internet of Things environment. The methodological framework of this study included a systematic approach,
which allowed presenting public policy in the field of the Internet of Things as a complex, structurally organised system
that requires improvement and development. The study employed general scientific and specific methods (systemic,
abstraction and comparison, formalisation, institutional analysis, historical-genetic, logical-semantic, classification,
generalisation, analysis, formalisation, and comparison), as well as statistical data, which was used extensively and
consistently. The study found that among the existing data collection technologies, sensor networks and cloud computing
are the most widely used, but they do not cover all the requirements of mobile Internet of Things systems, specifically in
terms of energy efficiency, throughput, and security. It was found that modern architectural solutions (including social
architectures of the Internet of Things) allow scaling the system and connecting various devices, but have limitations
related to deployment complexity and bandwidth. The study also found that the major security threats arise at all levels
of mobile Internet of Things networks, from devices to cloud infrastructure, confirming the need for a comprehensive
approach to their protection. It was shown that most existing solutions do not simultaneously meet the requirements
for low power consumption, speed of data collection and processing in networks with dynamic topology, as well as the
requirements for reliability and confidentiality. The proposed developments complemented existing methods, enhancing
the flexibility and resilience of the data collection process and laying the foundation for the development of new energy-
efficient and secure tools in the Internet of Things

Keywords: cloud computing; IoT architecture; data security; CoAP protocol; fog computing

Introduction

Changes in network structure complicate the determi-
nation of the level of trust between devices. The primary
reason for this situation is the complex structure of the
network. Mobility forces devices to consume more ener-
gy, but their resources stay unchanged, and therefore data
collection in dynamic Internet of Things (IoT) networks
with complex structures becomes a pressing issue. Data
encryption increases the overhead costs of data transmis-
sion, which contributes to increased network traffic, higher

network energy consumption, and a shorter network life-
time. Therefore, fresh solutions are necessary to ensure
that the basic requirements of the Internet of Things are
met when collecting data from mobile device networks.
The complexity of data collection tasks in the Internet of
Things is increasing considerably due to the transition
from the use of simple static IoT devices to the use of a
wide range of smart mobile devices, such as mobile phones,
smart watches, smart vehicles, and mobile devices in smart
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cities. Modern mobile device networks are heterogeneous
networks with complex dynamic structures. Data collection
in such networks poses new challenges, such as new oppor-
tunities for attacks (Mishra & Pandya, 2021).

W.E.H. Youssef et al. (2023) addressed the problem of
secure data transmission between end devices and servers
in the Internet of Things using cryptographic mechanisms.
The essence of their study was to present a novel approach
to solving IoT security problems by introducing a secure
lightweight cryptosystem based on Chaos. The findings
of the study confirmed the effectiveness of the approach
in terms of computational complexity, memory require-
ments, and energy consumption. The researchers noted
that after reviewing and comparing their findings with
the existing reports, the advantage of their cryptosystem
became evident. Modelling results and performance anal-
ysis revealed that the proposed secure chaos-based light-
weight cryptosystem (SCBLC) can be considered an ideal
choice for protecting communications in resource-con-
strained IoT devices, taking major steps towards improving
IoT network security. However, some drawbacks included
increased computational overhead on IoT devices caused
by their complexity, the need for reliable key management
protocols, and the probability of susceptibility to advanced
cryptanalytic attacks. The problems of data collection
and transmission delays and high energy consumption
have been solved with the ESR (energy-efficient and se-
cure routing protocol); the ESR protocol for the Internet
of Things was developed by K. Haseeb et al. (2019). As the
researchers noted, experimental findings using a network
simulator demonstrated that the proposed routing proto-
col achieved a 37% improvement in network lifetime, a 24%
improvement in average end-to-end delay, a 30% improve-
ment in packet delivery rate, average communication cost
by 29%, network overhead by 28%, and route reopening
frequency by 38% compared to existing work in dynamic
network topologies. The proposed protocol created various
energy-efficient clusters based on the intrinsic qualities
of nodes. Based on the (k,n) threshold scheme of Sham-
ir’s secret sharing, reliability and security of sensor infor-
mation between the base station (BS) and the cluster head
were achieved. The proposed security scheme provided an
easy solution to combat intrusions created by malicious
nodes. This protocol can reduce energy consumption and
data transmission delays. Notably, this only provided data
protection from nodes to the cluster head and further to
the base station from malicious threats. This protocol was
not extended to factor in the network communication with
multiple hops. These studies did not fully address the issue
of data transmission security along with energy efficiency
in highly resource-constrained environments.

The basic concept of the Internet of Things envisages
the ubiquity of objects (things, devices) that can interact to
achieve shared goals using wireless and wired connections
and unique addressing schemes. Internet of Things net-
works generate multiple data streams, each with its unique
characteristics (Khare & Totaro, 2019). D. Honcharenko et

al. (2023) offered a detailed analysis of modern approaches
to building an information system for monitoring physical
indicators based on Internet of Things technologies, with
a particular focus on the selection of network solutions
and IoT platforms according to performance and energy
efficiency requirements. Thus, there is currently no solu-
tion that guarantees the simultaneous fulfilment of the
three basic requirements of the Internet of Things: secu-
rity of data collection and transmission, low network re-
sponse time, and minimal energy consumption. Therefore,
the purpose of the present study was to comprehensively
compare models, methods, and protocols for data collec-
tion in mobile IoT systems in terms of energy efficiency,
delays, and security.

Materials and Methods

The study employed a comprehensive scientific and meth-
odological approach combining systematic analysis, com-
parison and classification methods, as well as the use of
relevant statistical data and literary sources. To obtain ob-
jective and comprehensive findings, each stage of the study
was conducted sequentially, ensuring verifiability and re-
producibility. The first step was to select scientific publi-
cations, monographs, conference materials, and official
documents (international standards, recommendations,
patents) on the topic of the Internet of Things (IoT). The
focus was on recent studies reflecting the current state of
technology in the field of mobile IoT systems, the specific
features of social IoT solution architectures, as well as var-
ious data collection methods.

The study analysed open statistical materials (spe-
cifically, reports of analytical agencies, data available on
the websites of international organisations), covering
indicators of IoT solution implementation, data transfer
volumes, the dynamics of the mobile device market, and
cyberattack risk assessments. The study was conducted
considering the multi-level structure of IoT systems (de-
vices, network, cloud infrastructure), as well as the factors
affecting the security and efficiency of data collection at
each level. The use of a systematic approach helped to
identify internal and external interrelationships between
components of 10T architectures.

Abstraction and comparison methods were employed
to identify key parameters and characteristics of data col-
lection models and methods, which allowed generalising
and systematising the information obtained from various
sources. The descriptions of existing data collection tech-
nologies were formalised to simplify further analysis and
comparison of technical characteristics (throughput, re-
sponse time, energy consumption, scalability, etc.). Within
the framework of the classification, analysis, and generali-
sation methods based on the collected data, existing tech-
nical solutions were systematised and structured according
to their architecture type and technological features, and
their relevance for mobile IoT systems was determined.

At the stage of sampling and initial analysis, a search,
selection, and analysis of scientific papers and statistical
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materials on the topic was performed. The results were
systematised in a database according to key parameters
(year of publication, description of technologies, areas of
application, security features). The study determined the
criteria for evaluating the effectiveness and security of data
collection (e.g., energy consumption, performance, secu-
rity complexity, scalability). Based on general scientific
methods of comparison and classification, several groups
of technological solutions were formed (e.g., sensor net-
works, cloud and fog computing, social IoT architectures),
and their features and possible areas for development were
identified. Particular attention was paid to the study of
threats at various levels of the IoT: from devices to central
(cloud) infrastructure, as well as protection mechanisms
that can be applied during data collection.

Data analysis was performed using publicly availa-
ble software (Microsoft Excel) and specialised libraries
for processing, visualising, and comparing the technical
characteristics of solutions. To assess security and per-
formance indicators, the results of experimental studies
with network load modelling and review tests of securi-
ty tools described in scientific literature were used. The
study only considered solutions with up-to-date techni-
cal documentation and fairly widespread practical appli-
cation. Highly specialised products or protocols with lim-
ited scope or at an early stage of development were not
considered. It was also assumed that the conditions for
integrating IoT solutions into mobile networks may vary

depending on the concrete region and regulatory envi-
ronment, yet the general technological approaches, data
collection and processing methods were still comparable
on a global scale. Overall, this approach and set of meth-
ods allowed covering a variety of data collection models
and analysing their compliance with the requirements
of mobile IoT systems in terms of energy consumption,
throughput, security, and adaptability to dynamic envi-
ronments. This allowed identifying the advantages and
disadvantages of various solutions and helped to formu-
late proposals for their improvement.

Results and Discussion

General architecture of the Internet of Things

Based on a review of the literature on Internet of Things
(IoT) system architectures, the study found that IoT sys-
tem architecture consists of three layers (Fig. 1): physical,
network, and applied (application or service layer). The ap-
plied layer includes services such as smart grids and smart
transport services. IoT devices collect data about events
occurring in the physical environment. This data is sent
to the network layer; the primary task of the IoT network
layer is to process the collected data. Wired or wireless net-
works are used to transfer data to higher levels: LAN (local
area network), WAN (wide area network), Wi-Fi (wireless
fidelity), LTE (long-term evolution), 3G (3 Generation).
Various network technologies can be used for data transfer,
including Bluetooth and ZigBee.

Power line

Application tier

Demand and supply

Network tier

GPS device

Physical tier

Figure 1. Schematic representation of the three-tier architecture of the Internet of Things system
Source: developed by the author of this study based on the experimental research results

The three-tier architecture ensures direct interaction
between the device and the application layer. No interme-
diate nodes are required to convert or interpret data; build-
ing a system with a three-tier architecture allows using

the existing equipment to create a unified Internet of
Things infrastructure that collects and transmits data
from end devices to applications. The advantage of this
is that services are independent of each other and of the
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physical hardware. Abstraction of the physical tier facili-
tates access to network resources from the application tier
(Chanal & Kakkasageri, 2020).

Architecture of 10T systems with middleware platforms
(Fig. 2). Middleware platform technology in IoT systems
emerged in parallel with the concept of cloud computing.
Middleware platforms enable the integration of many systems
with different functionalities on their own basis. The platform

Platform management process

ensures requirements such as enhanced data security and
resource sharing. Middleware platforms are designed to pro-
vide access to data collected about environmental objects and
their interactions anytime, anywhere, and from any device.
Middleware platforms provide services to software applica-
tions hosted in the cloud. The platform can be built to create
an infrastructure for running applications and use general
tools for programming physical devices (Waheed et al., 2024).

IoT Cloud

l\

CoAP

MOQTT HTTP

Data management RESOUI‘CE management Resource detectlon

Intermediate platform

ZigBee

(i

Wired network CoAP

Physical tier

Figure 2. Architecture of IP systems with an intermediate software platform
Source: developed by the author of this study based on the experimental research results

In a conventional three-tier architecture, data process-
ing and support tiers, also known as the interface tier or
middleware tier, are created and used. In this architecture,
the data processing tier is located between the applied and
network tiers. The primary tasks of this tier are to receive
user requests, collect the data necessary to fulfil them, and
provide responses. Various services must be used to process
requests. Therewith, the necessary level of security must
be ensured when collecting and transmitting data. Cloud
computing architectures focus on the distributed process-
ing of raw data collected from a device. Various data anal-
ysis methods, including machine learning methods, can be
used for processing. It may be necessary to process query
history, information about previous actions of mobile de-
vices, and connections between devices, or to process oper-
ational data in real time.

Data processing in cloud nodes extends the process-
ing capabilities offered by cloud services. Processing is
performed in close proximity to the data source. Sys-
tem performance is improved by reducing the amount of
data transferred to the cloud for processing, analysis, and
long-term storage. Cloud computing is currently the most

popular option because it allows protecting and managing
data in an IP environment and building systems with suf-
ficiently high performance. The study (Ivanov et al., 2023)
proposed an architectural model for IP that included the
use of cloud computing and described existing standards
for the collection, processing, and transmission of data
from mobile devices. IoT environments are based on the
collection, storage, and processing of data. IoT devices
such as sensors, RFID tags, and Bluetooth devices gener-
ate massive amounts of data that is transferred to cloud
environments for storage and processing, which users can
subsequently access. These standards form the basis for
the interconnection of the Internet of Things and Big Data.
The problematic of the cited study was the increasing com-
plexity of processing and analysing the collected data. As
conclusions, further research was proposed to develop new
methods for collecting and processing data from IoT devic-
es in the context of Big Data, especially in the area of de-
veloping effective algorithms for optimising the processing
of large amounts of data. S. Kasiviswanathan et al. (2024)
enabled the validation of IoT system deployments by pro-
viding dynamic deployment of distributed IP applications,
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computing infrastructure management, and automation of
visualisation systems.

S. Supreeth & K. Patil (2022) proposed an approach
(VMS-EDMVM) to distributed virtual machine management
in a cloud computing environment focused on real-time
data processing. This method uses only cloud data centre
resources and does not consider intermediate (edge/fog)
nodes, focusing on dynamic migration and scaling of vir-
tual machines to ensure continuity and efficient resource
utilisation. Y. Huang et al. (2024) proposed a cloud-based
model called E-norm. This model provides centralised
management of applications and nodes. Proximity to the
end user is factored in when distributing workloads be-
tween nodes. Furthermore, an automatic scaling mecha-
nism is implemented to adjust resource allocation accord-
ing to network delays and task execution times.

U. Khadam et al. (2024) proposed a cloud comput-
ing-based data aggregation model. This model performs
two-dimensional data aggregation, which reduces data
transmission costs and increases network throughput.
V.K. Prasad et al. (2023) proposed using a cloud comput-
ing layer to minimise server resource consumption and
determine the resources required for data collection and
processing. M. Peyman et al. (2021) proposed an IoT solu-
tion for data collection and analysis focused on the effi-
cient use of cloud resources and optimisation of energy
consumption. The model involves step-by-step process-
ing: initial signal processing is performed directly at the
nodes, while deeper analysis and long-term storage are

Appllication software tier

performed in the cloud. The researchers pointed out that
this approach reduced the load on the local infrastructure
and improved the scalability of the system as the number
of sensors increased.

Cloud computing provides virtually unlimited scalable
processing and storage resources. However, routing data
to remote data-centres typically increases the round-trip
time (RTT) for mobile and IoT devices. For latency-sensi-
tive workloads (< 50 ms), architects therefore employ edge-
or fog-computing approaches, which shift computation
closer to the data source and, in practice, lower end-to-end
latency by a factor of 2-4. Such responsiveness is essential,
for instance, when developing software for autonomous
vehicles. Thus, the edge (fog) computing tier acts as an in-
termediate layer between the device tier and the central-
ised cloud, optimising data processing and storage while
improving the quality of service delivered to end users.

Registration of new social objects, creation of new de-
vice groups, determination of “social connections” between
devices, management of established connections. A socially
oriented approach to defining IP networks allows extending
the conventional IP model by adding social elements. Social
IP architecture was developed as part of Software as a Ser-
vice (SaaS), which offers heterogeneous sensor data. This
service ensured data compatibility and reusability. As pre-
sented in Figure 3, the architecture of a social IS system in-
cludes a physical tier, a network tier, and an application
software tier. The physical and network tier allow collecting
data from devices using various data transmission networks.

ID management

Social management

Network tier

Physical tier

Location of services

Management owner

HTTP

Reliability
management
Profiling

Figure 3. Architecture of social IP systems
Source: developed by the author of this study based on the experimental research results
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At the application level, IP applications are deployed
together with services, the functionality of which is ena-
bled by social connections between objects. Such services
form an independent sub-tier of the application tier. These
include identity management services for identifying ob-
jects, profiling services for semi-automatic collection of
data about objects, and management services for deter-
mining the actions that objects can perform. The rela-
tionship management service is one of the basic services
for establishing relationships between objects. Reliability
management services are used to create a database of reli-
able objects based on the analysis of object behaviour. The
reliability management service is closely related to the re-
lationship management service.

Communication technologies

and data transfer protocols in IoT

Communication technologies for data collection in IoT de-
fine the rules for transmitting digital messages, including
packet size parameters, data transfer rates, synchronisa-
tion methods, types of possible errors, address mapping
methods, as well as rules for packet delivery control and
data flow management. In Internet of Things systems, data
is transmitted using various protocols.

Bluetooth LE (Low Energy), Wi-Fi, ZigBee, and Lo-
RaWAN (Long Range Wide Area Network) are used for
device-to-device communication at the channel level.
At the application level, DDS (Data Distribution Service),
MQTT (Message Queue Telemetry Transport), HTTP (Hy-
pertext Transfer Protocol), CoOAP (Constrained Application
Protocol), and XMPP (Extensible Messaging and Presence
Protocol) protocols are used to transfer data from devic-
es to servers, while AMQP (Advanced Message Queuing
Protocol) is used to transfer data from servers. The Data
Distribution Service (DDS) architecture has two tiers of
information transfer to the destination and an additional
tier of data flow management. It is an open standard that
defines the mechanism for transferring information in a
publish-subscribe paradigm. Unlike the conventional cli-
ent-server model, DDS is focused on distributed, decentral-
ised interaction between nodes, where data is published
and consumed by various applications without the need for
a central broker or server for routing (Internal documenta-
tion..., n.d.). The key advantage is decentralisation, which
eliminates a single point of failure, as DDS does not require

a central broker. Data is published and received directly be-
tween nodes. The disadvantages of DDS include the com-
plexity of configuration and compatibility issues between
implementations from different vendors.

The MQTT (Message Queuing Telemetry Transport)
protocol is designed to collect data from devices and send
it to a server (MQTT version 5.0, n.d.). This protocol can
collect data from different devices and works on top of the
Transmission Control Protocol (TCP) to ensure reliable
data transfer and prevent data loss. The key disadvantage of
this protocol is that it is not suitable for devices with limit-
ed resources. The CoAP (Constrained Application Protocol)
protocol is analogous to the HTTP (Hypertext Transfer Pro-
tocol) protocol. However, HTTP has greater computational
complexity, lower data transfer rates, and higher energy
consumption than CoAP. CoAP was developed as a special
data transfer protocol for web networks. CoAP offers the
possibility of use by nodes with limited resources (Shelby et
al., 2014). Although HTTP is versatile, it has higher over-
head and longer connection establishment times compared
to lightweight IoT protocols such as CoAP. It provides inde-
pendence and scalability of network components; HTTP is
a suitable option for organising interaction between nodes
in a local network. AMQP (Advanced Message Queuing
Protocol). This protocol is designed to organise interaction
between servers. AMQP is implemented by two key com-
ponents. The data exchange component routes messages
and stores them in a queue. The message queue is used to
store messages until they are sent to their destination; the
second component, the TCP protocol, is used by providers
to interact with subscribers and provides a reliable point-
to-point connection.

The study considered the most widespread applied-tier
protocols. Table 1 presents a comparative overview of
key characteristics and communication approaches (cli-
ent-server or publisher-subscriber architecture), allowing
their suitability for various data collection and processing
scenarios to be assessed. DDS provides decentralised in-
teraction without a broker, while MQTT, AMQP, and XMPP
are based on the presence of a server or broker. HTTP and
CoAP offer a client-server (request-response) model, but
CoAP is designed for substantially limited devices and typ-
ically runs on top of UDP (User Datagram Protocol), provid-
ing lower bandwidth costs.

Table 1. Comparative review of applied-tier protocols

Protocol | Interaction model Transport Advantages Disadvantages
Decentralised UDP/TCP No 51ngle point of failure. Complexity of configuration.

DDS « » Rich set of QoS. . . . .

pub-sub (RTPS) . Different versions may be incompatible.

Real-time support.
Broker-oriented Ease of implementation. Not sufﬁCIently optimised for devices

MQTT “sub-sub” TCP Widespread popularity in 10T with ultra-low resources.

P p pop y : Requires a broker.

Lightweight Fewer delivery guarantees.
CoAP | client-server model UDP (often) . I.“OW over.hez.ad costs. Some security features require
Optimised for limited resources. . .
(REST) additional extensions.
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Table 1. Continued

Protocol | Interaction model Transport Advantages Disadvantages
HTTP Client-server TCP Universal Web standard. Relatively high load.
(request-response) Easy to integrate.
Complex protocol.
AMOP “Pub-sub”, queues, TCP Powerful shift model. Requires more resources.
~ advanced routing Flexible route settings. More frequently used at the server-to-
server level.

Source: developed by the author of this study based on the experimental research results

The information in the table about DDS, MQTT, CoAP,
HTTP, and AMQP protocols reflects various approaches to
organising the application tier of interaction in IoT systems
and distributed environments. DDS is characterised by a de-
centralised pub-sub model, which avoids a single point of
failure and ensures real-time operation thanks to flexible QoS
mechanisms. MQTT, on the other hand, relies on a broker-ori-
ented pub-sub scheme, where all messages pass through
a central broker. This greatly simplifies implementation
and administration but can create a single point of failure.

CoAP represents a client-server architecture adapted
for resource-constrained environments. CoAP operates
primarily over UDP, using acknowledged and unacknowl-
edged messages, which reduces network overhead. HTTP,
compared to CoAP, is more versatile and understandable,
but has high overhead due to TCP connections and a more
complex transmission scheme, which can be critical for mi-
crocontroller devices with minimal computing resources.
AMQP is mostly used in enterprise systems that require ad-
vanced routing and queuing mechanisms. It supports both
the pub-sub model and queuing but requires more resourc-
es and is typically not used directly on low-power devices,
but rather on servers. AMQP is often chosen for systems
where finely tuned message distribution is critical.

The choice between DDS, MQTT, CoAP, HTTP, or AMQP
depends on several key factors: performance requirements,
reliability level, available network resources, and security
and scalability needs. DDS is best suited for real-time indus-
trial applications, MQTT is a versatile solution for most IoT
scenarios, while CoAP is an option for resource-constrained
sensor networks. HTTP is the basic protocol for web-oriented
applications, but it is somewhat excessive in resource-con-
strained environments. AMQP is the best solution when
detailed routing and queue management are required.
Internet of Things data exchange
and collection technologies
The technology for exchanging information between ma-
chines on the Internet of Things is called ‘M2M’ (Machine

to Machine). It allows devices such as mobile phones to
send and receive data via cellular networks. Satellites are
mostly used for communication in industrial environ-
ments where small amounts of data must be transmitted.
The Wi-Fi protocol is used to provide Internet access to
devices within the coverage area of a wireless network.
Wi-Fi is widely used in Internet of Things systems. The
use of Wi-Fi offers advantages such as security, integrity,
flexibility, and scalability in data transmission, and this
connection is based on the use of IP (Internet Protocol)
protocols (Farhan et al., 2021).

Bluetooth technology allows transferring data be-
tween two or more devices in close proximity to each other
in conditions that do not require high network bandwidth.
It also provides service discovery and configuration to reg-
ulate the interaction between devices. Bluetooth provides
network addresses and sets permissions for data access.
Secure data transmission is guaranteed by the Bluetooth
protocol. Radio frequency communication is one of the
simplest forms of communication between devices; both
ZigBee and ZWave use low-power radio frequency receiv-
ers embedded in electronic devices and systems. In the
Internet of Things, these technologies offer considerable
advantages such as low power consumption, high security,
and network scalability.

RFID technology uses electromagnetic fields to identi-
fy objects. In this case, a device is installed that reads the
data stored in an RFID tag, which can be used for many
applications. NFC (near field communication) technology
uses magnetic field induction for communication, where
two frame antennas are placed in a magnetic field close to
each other, effectively forming an air-core transformer. The
key disadvantage of this technology is the relatively low se-
curity of data transmission and the possibility of unauthor-
ised connections (Onumadu & Abroshan, 2024). Below is a
comparative analysis of the key wireless technologies and
protocols used in the Internet of Things, including Wi-Fi,
Bluetooth, ZigBee, LoRaWAN, RFID, NFC, etc. (Table 2).

Table 2. Comparison table of wireless technologies for IoT

Operating s . .
Technology range/radius Throughput Area of application Key benefits Key disadvantages
Cost depends on
Variable (satellite, Depends on Industrial systems, Global coverage. tariffs.
M2M the operator L Autonomous data .
cellular). remote monitoring. Often requires
(2G/3G/4G/5G, etc.). exchange. -
licensed bands.
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Table 2. Continued

Operating s . .
Technology range/radius Throughput Area of application Key benefits Key disadvantages
~30-100 m _ Relatively hlgh energy
. . Home/office IoT High speed. consumption.
R (depending on High (tens to :
Wi-Fi systems, smart homes, Widespread Shorter range
standard and hundreds of Mbps). . - .
obstacles) video surveillance. infrastructure. compared to some
’ LPWANS.
~1-100 m Low/medium Wearable devices, célr(:‘s/\tllfno“t/ieorn Limited range.
Bluetooth (depending on (< 24 Mbps for personal gadgets, {mp Only suitable for local
. . ) (especially BLE). P
class and version). Bluetooth 5). audio devices. . applications.
Easy connectivity.
Smart homes Low energy Low bandwidth.
ZigBee / ~10-100 m (mesh- | Low (up to ~250 Kbps . R ? consumption. Requires a gateway
. industrial sensor
Z-Wave network). for ZigBee). s Mesh topology (self- to connect to the
networks, lighting. ot
organising nodes). Internet.
Low transmission
) . Very low power speed.
Up to 2-5 km n . Distributed sensor consumption. Not suitable for large
urban conditions; Very low .
LoRaWAN . networks, smart Wide coverage area. amounts of data.
up to 15 km in (0.3-50 Kbps). cul in the f d
rural areas meters, agriculture. Operates in the free Depen lence on
: frequency band (ISM). | the density of base
stations.
Several i Affordable tags. Very short distance.
. Very low (only Logistics, access ] -
RFID centimetres to . . . - Passive operation (no | Small amount of data
identification data). control, inventory. .
several metres. battery required). stored.
Extremely short
Easy interaction with distance.
Very low Contactless payments, Y Potential vulnerability
NFC Up to ~10 cm . R . . . . smartphones. N
(identification data). fast identification. . . o (possibility of
Quick device pairing. .
unauthorised
connections).
High cost.
Satellite Global (orbit . Rglr}qte industrial Large coverage area. Signal delays.
S Low/medium. facilities, transport, Access to hard-to- Low speed compared
communications coverage). - .
sea vessels. reach regions. to terrestrial
networks.

Source: developed by the author of this study based on the experimental research results

The study examined Internet of Things data collection
technologies, including cloud computing and middleware
technologies. Cloud computing is a web technology that
provides end-user applications with access to distribut-
ed computing resources. It ensures data storage and pro-
cessing capabilities, enabling access to resources as a lo-
cal service. As a result, computing resources, data storage,
and other services are located between the user’s device
and the cloud server. A prominent advantage is that cloud
computing nodes are closer to the end user, which substan-
tially reduces data transfer delays. Furthermore, the spatial
distribution of resources allows using these technologies
effectively in mobile device networks.

Another significant technology is middleware plat-
forms, which act as an interface between the hardware and
application levels. They enable interaction with devices,
manage information, and provide a unified model for work-
ing with various devices. Such platforms also help solve the
problem of device distribution that arises when end users
access them. Many sensors, which form an integral part of
smart objects, are widely used to collect data in Internet of
Things applications. They are affordable, consume minimal
energy, and are characterised by battery capacity and ease
of deployment. Since data collection, transmission, and
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storage require a strong level of security, encryption meth-
ods play a critical role. Their key purpose is to prevent un-
authorised monitoring, access, misuse, and modification of
information. At the same time, conventional cryptograph-
ic algorithms are not always suitable for resource-con-
strained devices. For this purpose, lightweight encryption
methods are used, which enable data protection even on
devices with low computing power (He et al., 2024).

Apart from encryption, social network analysis methods
are an effective tool for analysing information in the Inter-
net of Things. They allow establishing connections between
objects based on human interactions in the digital environ-
ment. These “social connections” can be used to search for
and collect data on the Internet. A major challenge in the
Internet of Things is the transmission of massive data flows.
In this context, routing methods play a vital role, ensuring
the secure and efficient transport of large amounts of infor-
mation from devices to storage facilities, thereby ensuring
the reliable operation of the entire system.

Security and data management issues in IP systems

Many security problems in IP systems are related to the
limited computing and energy resources of the devices
used. Many of these devices are mobile, which determines
the dynamic nature of the network. Data transmission
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delays often occur in networks with a dynamic structure.
Therefore, it is necessary to ensure network security, con-
sidering the possibility of data transmission delays and en-
ergy resource limitations. Security issues can be addressed
through node authentication and identification and data
access restrictions. Data management issues include data
routing problems during data transmission and data stor-
age problems. The complexity of solving these problems is
determined by the large amounts of data coming from de-
vices in modern IP networks. The increase in data volume
is achieved by expanding the components of the data col-
lection system. Threats can arise at different architectural
tiers of the IP system, such as threats to the security of the
IS system at the physical tier, which is the base tier of the IS
system. At this tier, there are physical and virtual objects.
Physical objects include various sensors, including wireless
ones. At the physical tier, various data transmission tech-
nologies and protocols are used, such as the ZigBee proto-
col, RFID tags, OR codes, and GPS systems for positioning
mobile devices. The key function of this tier is to collect
data about environmental objects and the environment it-
self. For instance, parameters such as wind speed, acidity,
humidity, and vibration can be measured.

With the increase in the number of devices connected
to a dynamic IP network, new data management challeng-
es arise, such as data collection, classification, compression,
and archiving. In a dynamic network, the configuration of
devices is constantly changing. New elements are connect-
ed to the network, while others leave it. Devices generate
large amounts of data that must be processed and stored.
These tasks are handled by data management systems.
The need to provide real-time access to data and high re-
quirements for response times to user requests impose lim-
itations on the amount of data that can be processed and
stored in modern systems. To achieve network scalability,
lightweight infrastructures must be created and used. When
designing such an infrastructure, it is necessary to factor in
the security requirements for data collection and storage,
as well as current resource constraints, including energy.

The primary cause of threats is the dynamic change
in the network structure caused by the changing location
of mobile devices that form part of the network. Attack-
ers exploit changes in the network structure to organise
their attacks. Attacks on the network at the physical level
can include denial-of-service (DDoS) attacks and network
eavesdropping. Attacks may also include the capture of
nodes or the addition of malicious nodes. Attacks via side
channels are also possible. Attacks may be aimed at gain-
ing unauthorised access to data, disrupting data routing,
or disrupting normal customer service, which may result
in data integrity violations or network overload. There are
also threats to the security of IP systems at the network
level. At this level, data is transmitted over wired and wire-
less networks, where data routing tasks are performed.
IEEE 802.15 (n.d.) is used for data transmission.4, which
is a technical standard that defines the operation of low-
speed wireless personal area networks (LR-WPAN), 3G, 4G,

LTE, Wi-Fi, ZigBee, and MQTT, but the choice of a concrete
technology depends on the devices used and the type of
data to be transmitted.

At the network tier, secure connection of IP devices is
ensured by various communication protocols, network in-
terfaces, and communication channels. There are various
network management mechanisms. As a result, secure data
transmission from the physical tier to the data processing
tier must be guaranteed. This tier is crucial for data man-
agement, network intrusion detection, and network traffic
coordination in IP systems. Attacks by malicious actors at
the network tier that can compromise data security include
denial of service (Al-Hadhrami & Hussain, 2021), man-
in-the-middle attacks, attacks on gateways, attacks on
data stores, as well as attacks based on traffic analysis and
spoofing attacks. DDos/DoS attacks can cause destructive
changes to network components and threaten the security
of Wi-Fi connections. In a man-in-the-middle attack, an
attacker transmits data or alters the connection between
two nodes, believing that they are communicating directly.

As a result, the nodes lose access to the necessary in-
formation. Attackers often target gateways. Gateways are
a crucial element of IP systems. If an attack on a gateway
is successful, the attacker gains control over the part of
the IP system where the gateway acts as a bridge between
the device and the cloud. Therefore, network-level secu-
rity consists of ensuring the authenticity, confidentiality,
and integrity of data as it is transmitted over the network.
Encryption algorithms based on cryptographic keys, node
authentication mechanisms, and intrusion detection
tools can be used to protect the network from attacks. The
data processing layer is part of the network layer. This lev-
el hosts the middleware platform. Functions at this lev-
el include the implementation of cloud computing, the
distribution of data processing between nodes and cloud
services, and data storage using various database man-
agement systems (DBMS).

The data management tier processes and stores heter-
ogeneous data from devices. This includes web data, doc-
uments, sensor data, and emails. This data is irrelevant,
and various formats are used to represent it. Processing
and analysing such data require the use of intelligent data
analysis and machine learning methods (Mahdavinejad et
al., 2018). These methods can be employed to extract the
data needed to solve an application problem from the orig-
inal information flow. The resulting data can be placed in
temporary storage on a node or transferred to the cloud
for long-term storage. Cloud nodes can process device
data in real time, and processing on nodes involves data
collection. Cloud services allow processing, analysing, and
providing stored data to end users on demand (Abdulka-
reem et al., 2021). Thus, cloud nodes in combination with
cloud services enable short-term and long-term data stor-
age, processing, and analysis of stored data in real time.

Attacks on cloud services and nodes are among the most
widespread types of attacks. Data transmitted and stored in
the cloud is at the greatest risk (Somani et al., 2017). At the
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processing tier, the primary types of attacks include deni-
al-of-service (DoS) attacks and man-in-the-middle attacks.
In conclusion, attackers gain control over shared network
resources and can gain unauthorised access to data through
hidden paths. Most services provided in the cloud on de-
mand are accessible via the Internet (Younis et al., 2024).
In this case, attackers can use the Internet to penetrate
IP networks. Once inside the network, they can perform
actions aimed at disrupting the operation of the network
or its elements. Therefore, the problem of protecting data
stored in the cloud can be considered one of the key se-
curity challenges for IP systems. There are also threats to
the security of IP systems at the application level. Various
applications for creating an intelligent environment are
located at the application level. At this level, intelligent
applications are managed and accessible to end users.

Data management at the application tier must ensure
that data is provided to end users. Management is based
on the requirements of the application running in real
time. For example, healthcare and transportation applica-
tions must have access to operational data and process it
in real time. Delays in data delivery can have severe neg-
ative consequences. Applications that collect information
about people’s daily lives, such as travel routes, shopping
habits, and daily energy consumption, do not have strict
processing time requirements. However, because the data
is sensitive, security requirements for its collection, trans-
mission, and processing still apply. At the application tier,
security issues are caused by the creation and use of com-
puter viruses, worms, Trojan horses, spyware, and other
malicious software. Attacks at this level can lead to data
interception, incorrect data exchange, and denial of ser-
vice. Successful attacks also result in the attacker being
recognised by the system as a legitimate user and gaining
unrestricted access to applications and data containing
confidential information. Data and application security at
the application level requires preventing unauthorised ac-
cess and use of data, as well as restoring the functionality
of applications after an attack.

To ensure security, vulnerabilities that may exist in
applications should be identified and access rights to data
should be restricted. Data encryption methods can also be
used, but their use leads to an extensive increase in data
transfer delays. Other security mechanisms include fire-
walls, intrusion detection systems (IDS), and antivirus
software. As a rule, when choosing a method of protecting
applications and data at the application tier, the risks of
various threats and the probability of successful attacks by
malicious actors should be assessed.

The reviews by M.F. Usmani (2021) and D. Dincule-
and & X. Cheng (2019) are most relevant to the subject
under study, where the researchers also analysed various
application-tier protocols in IoT networks. Specifically,
M.F. Usmani (2021) emphasised that MQTT is most often
used to collect telemetry from many nodes due to its sim-
plicity and low overhead. The researchers’ findings con-
firmed these conclusions, as MQTT truly provides effective

data collection in device-to-cloud scenarios. At the same
time, analogously to the comments of D. Dinculeana &
X. Cheng (2019), the present study also noted that MQTT is
not always suitable for devices with extremely limited re-
sources, as it still requires a persistent connection (TCP)
and the presence of a broker, as well as the use of TLS pro-
tocols for data protection.

G. Sciangula et al. (2023) or M.-H. Ho et al. (2022) of-
fered a slightly distinct perspective, where the use of DDS in
real-time mode was evaluated. The researchers concluded
that DDS has advantages in decentralisation and provides
lower latency compared to the conventional client-server
model. The present review confirmed this thesis: according
to (Internal documentation..., n.d.), DDS allows publishers
and subscribers to interact without a central broker, elim-
inating the single point of failure. However, the complex-
ity of DDS configuration and possible differences in im-
plementations by different vendors (RTI, OpenDDS, etc.)
may be a serious obstacle to mass adoption. S.K. Routray et
al. (2023) focused on CoAP and demonstrated that this
protocol is the optimum solution for resource-constrained
devices due to its simpler structure (UDP) and lower pow-
er consumption compared to HTTP. The researchers con-
firmed that CoAP does have lower overhead costs, which
is consistent with the official specifications of Z. Shelby et
al. (2014). The issue of scalability was also considered. The
researchers found that CoAP works better in small net-
works, while in large-scale environments, delays may occur
due to large amounts of broadcast traffic.

M. Saban et al. (2021) and Z. Liu et al. (2022) addressed
low-power protocols (LoRaWAN, ZigBee). They suggested
that LoRa and ZigBee were among the best options for re-
mote sensor nodes due to their wide range and very low
power consumption. The presented review confirmed this
opinion: Wi-Fi is suitable where greater throughput is re-
quired and a constant power supply is available, while LoRa
allows collecting small amounts of data over long distanc-
es. However, the findings revealed that LoRa is not always
capable of providing low latency, which can be a problem
for some mobile applications.

In terms of security, A. Alrawais (2020) highlighted
the potential risks of using NFC, particularly the danger of
unauthorised connections. The researcher’s analysis found
that NFC does have a short range, but insufficient protec-
tion against ‘over-the-shoulder’ attacks (especially without
additional encryption measures). This position is consist-
ent with that of P. Onumadu & H. Abroshan (2024), who,
in their study of technologies for IoT, also emphasised the
significance of security protocols for data transmission in
the near field. Most researchers agree on the absence of a
single ‘universal’ technology for data collection and trans-
mission in IoT. The conclusion remains that the choice
of protocol or technology (MQTT, DDS, CoAP, Wi-Fi, Lo-
RaWAN, etc.) depends on the use case, among which the
following are decisive: access to energy resources, require-
ments for data speed and volume, permissible delay and
real-time criticality, and the level of security and safety.
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Thus, the literature review and comparison with pre-
vious studies showed that the presented findings were
consistent with the findings of other researchers (Usma-
ni, 2021; Ho et al., 2022; Sciangula et al., 2023) regarding
the effectiveness of DDS in real time and the suitability of
MQTT for telemetry. They also confirmed the findings of
M. Saban et al. (2021) and Z. Liu et al. (2022) on the advan-
tages of LoRaWAN and ZigBee in energy-efficient sensor
networks. The views of A. Alrawais (2020) and the position
of P. Onumadu & H. Abroshan (2024) on NFC security risks
coincided with the reservations presented in the current
study on the low security of near-field technologies. The
difference in emphasis (QoS, energy consumption, secu-
rity) indicated that the subject of IoT communication re-
quires further investigation, particularly in the context of
integrated hybrid solutions. This will enable developers to
tailor data collection systems to the concrete requirements
of a particular industry, increasing their flexibility, scala-
bility, and reliability.

Conclusions

The study analysed five key application-level protocols
(DDS, MQTT, CoAP, HTTP, and AMQP). It found that de-
centralised DDS eliminates a single point of failure but is
characterised by complex configuration. MQTT simplifies
telemetry but requires a broker and a persistent TCP con-
nection. CoAP is optimised for resource-constrained nodes
but provides fewer delivery guarantees. HTTP continues to
be versatile but creates additional overhead. AMQP pro-
vides advanced queuing mechanisms but requires more
hardware resources. It was found that the choice of pro-
tocol depends on the use case and the acceptable energy
consumption, data transfer volumes and delays. It was es-
tablished that Wi-Fi, Bluetooth, ZigBee, LoRaWAN, RFID,
and NFC wireless technologies cover different ranges,
bandwidths, and energy consumption levels. None of them
is universal for all applications. This was confirmed by the
feasibility of developing and using hybrid approaches that
combine the advantages of several protocols and technol-
ogies depending on the environmental conditions. The

delays and energy efficiency. In real dynamic environments,
a compromise must be found between data exchange speed,
energy consumption, and security level, which complicates
the development of a universal solution.

The conclusions obtained suggest the need for a com-
prehensive, multi-stage approach to the implementation
of mobile IoT networks: protocols must be optimised de-
pending on the physical environment, specialised tools
must be used to reduce energy consumption, and mech-
anisms to counter unauthorised actions must be put in
place. Specifically, for nodes with critically low resourc-
es and a need for energy-saving modes, it is advisable to
use protocols such as CoAP or LoRaWAN, while in cases
where fast response and scalability are critical, DDS-based
approaches with decentralised interaction may be justi-
fied. For telemetry with many sensors and reliance on a
broker-oriented “publisher-subscriber” scheme (MQTT),
server performance and connection security requirements
(TLS, key management, etc.) should be factored in. It is also
advisable to provide additional security mechanisms (au-
thentication, encryption, intrusion detection), as security
measures have substantially influence latency and energy
consumption. Further research should focus on three inter-
related tasks. First, empirical verification of the effective-
ness of DDS, MQTT, and CoAP protocols in mobile IoT net-
works with dynamic topology is required, with a particular
focus on complex security mechanisms, which are current-
ly largely unexplored. Second, the development of hybrid
architectures combining publish-subscribe protocols (DDS,
MQTT) with lightweight transport solutions (CoAP) and
low-power LPWAN technologies (e.g., LoRaWAN) is prom-
ising; this approach will simultaneously ensure decentral-
isation, scalability, and energy efficiency in large sensor
networks. Third, these integrated solutions must be tested
in real-world dynamic environments to better understand
the trade-offs between security, latency, and resource effi-
ciency, thereby increasing the flexibility of IoT deployment
in various application areas.
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AHoTauidA. [IBuaKMii PO3BUTOK MOGITBHMX TEXHOJIOTi Ta TEXHOJOTiYyHAa PpEeBOMIOLisS CHPUSIOTh aKTUBHOMY
BIIPOBAJIKeHHIO IHTepHEeTY peueii, 1[0 Belle 1O 3pOCTaHHSI KiTbKOCTI hi3MuHMX MPUCTPOIB, MiAKIIOUeHUX N0 [HTepHeTYy.
OpHak mopsiz i3 mepeBaraMu [HTepHETY peveit 3poCTaloTh i HeOMiKM, 30KpeMa Kibep3arposa, opyueHHs PMUBATHOCTI
Ta PU3UKM HECAHKIIIOHOBAHOTO 360py JaHMX. Y 3B’3KY 3 I[MM IOCTIIKeHHS BUKIMKIB Ta 3ax0AiB 3axucty B cdepi
[HTEpHeTY peueil € HeOOXiTHUM [Jis 3ab6e3TeueHHs] 6e31eUHOro BIIPOBAIKeHHST I[MX TeXHOJIOTii. MeTow JoCTiIKeHHS
6y70 TMpoaHasdi3yBaTH K/IIOYOBIi MoOnesi, MeToOM Ta iHCTPYMeHTM 360py HaHMX y cepemoBuili [HTepHeTy peueii.
MeTo[0/I0TiYHOI0 OCHOBOIO PO6OTH OYB CUCTEMHMI MigXif, SIKMit JO3BOINUB MPeACTaBUTHU JepsKaBHY MOMITUKY Y cdepi
[HTEpHeTY peueii SIK CKIagHY, CTPYKTYPHO OpraHi3oBaHy CUCTeMY, L0 MOTPebye BIOCKOHAIEHHS Ta PO3BUTKY. B poboTi
3aCTOCOBYBaJIMCh 3ara/iIbHOHAYKOBI Ta crielndivunHi MeToay (cucTeMHMIA, abCTparyBaHHs Ta MOPiBHSAHHS, hopMarisalii,
IHCTUTYILIiOHAJILHOTO aHaJli3y, iCTOPMKO-TeHEeTUYHMIA, JTOTiKO-CeMaHTUYHMIA, Kinacudikallii, ysaraqbHeHHs, aHaJli3y,
dbopmasmizarii Ta MOPiBHSHHS), a TAKOX HMIMPOKO i MOCTiIZOBHO BMKOPUCTOBYBAIMCS CTATUCTUYHI JaHi. BcTaHOB/IEHO,
O cepef, iCHYIOUMX TeXHOJIOTiV 360py maHMX HaIIMpIIe 3aCTOCOBYIOThCSI CEHCOPHI Mepexi i XxMapHi 064MCaeHHs],
aje BOHUM He MOKPMBAIOTh YCiX BMMOI MOOIJIbHUX CUCTeM IHTepHeTy peueit, 30KpeMa LI040 eHeproedheKTUBHOCTI,
MIPOTYCKHOI 3aTHOCTI i1 6e3rexku. BusiBiieHo, 110 CyyacHi apXiTeKTypHi pillleHHs (Y TOMY YMCIi colianbHi apxiTeKTypu
[HTEpHeTy pedeil) HAlOTh 3MOrYy MacIiTabyBaTu CHUCTEeMYy Ta MiJKIIOYATVM Di3HOMAaHITHI MPUCTPOi, ONHAK MalOTh
0OMeskeHHSI, TOB’s13aHi 3i CKIaAHICTIO pO3TOPTaHHSI Ta MPOITYCKHOIO 3aTHICTIO. 3’s1ICOBAHO, 10 OCHOBHI 3arpo3u 6e3melli
BMHMKAIOTh Ha BCiX piBHSIX MOOGITbHMUX MepexX [HTepHeTy peueit — Bif mpuUCTPOiB 4O XxMapHOi iHGPACTPyKTypH, 10
MigTBePIKy€e HeOOXiTHICTh KOMIUIEKCHOTO MiAX0AY 10 iX 3axucTy. [loka3aHo, 10 TepeBaskHa 61/IbLIiCTh HASIBHYUX PillleHb
He 3aJ0BOJIbHSIE OJJHOYACHO BUMOTH 10 HU3bKOT'O €HEepProCIOKMBAHHS, IIBUIKOCTI 360Dy i1 06pOOKM JaHUX Y Mepeskax
i3 QMHAMIYHOIO TOIIOJIOTi€I0, @ TAKOXX BMMOTIM A0 HAJiiiHOCTI i KoH}imeHIIiliHOCTi. 3aITpONIOHOBaHiI HaIpallOBaHHS
IOTIOBHIOIOTh iCHYIOUi MeTOI !, MOCMITIOI0OUM THYUKICTb i CTifKiCTh MpoIecy 36MpaHHs JaHUX Ta CTBOPIOIOUM MiAIPYHTSI
IJIs1 pO3POOKM HOBMX eHeproedeKTUBHMX i 6e3meuHnx 3acob6iB B IHTepHeTi peueit
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Abstract. One of the main stages in the creation of solid pharmaceutical forms is pharmaceutical development,
during which the quality, efficacy, and safety of the future drug are established. The selection of biopharmaceutical
factors when planning technological research is a critical task in pharmaceutical development, complicated by the need
for a comprehensive consideration of all influencing factors. The aim of this work was to investigate and analyse the
impact of the quantitative characteristics of excipients on the quality indicators of powder masses and hard capsules
containing ribavirin. Mathematical experimental planning was applied, enabling the creation of an optimal composition
by identifying the relationships between factors and technological parameters that must ensure the pharmacological
action of ribavirin. The random balance method was employed to select optimal excipients for inclusion in the
composition of gelatin capsules. Based on the obtained statistical data, scatter diagrams were constructed, where the
median magnitude indicated the significance of the factors’ influence on the corresponding quality characteristics. The
study examined the effect of quantitative factors on the properties of capsule masses and hard capsules with ribavirin,
manufactured using wet granulation. It was found that quantitative characteristics at both “high” and “low” levels did
not demonstrate a significant effect on indicators such as “Bulk density”, “Tapped density” for capsule masses, and
“Disintegration” for hard capsules. The greatest influence of excipients on the Hausner ratio (flowability) for powder
masses and the uniformity of the capsule content mass was exerted by binding agents such as hydroxypropyl cellulose
and povidone. Increased amounts of these binders improved these characteristics. Scatter diagrams showed that the
loss in mass during the drying of capsule masses significantly improved with an increased amount of microcrystalline
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cellulose and a reduced content of crospovidone. Factors affecting the “Dissolution” parameter were identified,
including an increased amount of croscarmellose sodium and a reduced content of magnesium stearate and povidone

Keywords: direct-acting antiviral drugs; Design of Experiments; bulk density; Hausner ratio; capsule disintegration;

capsule dissolution

Introduction

Modern pharmaceutical science is focused on improving
the technology for the production of medicinal forms to
enhance their pharmacotechnological properties, bio-
availability, and stability. Ribavirin, as an effective agent
for the treatment of chronic hepatitis C, is widely used in
combination therapy regimens; however, the impact of ex-
cipients on the quality of its encapsulated forms has not
been sufficiently studied. Optimising the composition and
technology for the production of ribavirin capsules will im-
prove their technological parameters, increase treatment
efficacy, and reduce side effects.

The authors A.V. Volkova & A.A. Nozdrina (2020) not-
ed that, as of 2019, the WHO (World Health Organization)
reported 58 million people suffering from the chronic
form of HCV (Hepatitis C Virus) HCV, which poses serious
medical and social problems and is a global health threat
that does not receive sufficient attention. Researcher
T.L. Hrydina (2022) highlighted that one of the effective
DAAs (Data Authentication Algorithm) DAAs for treating
chronic HCV is ribavirin. As noted by V.I. Trykhlib (2020),
ribavirin is effective in ribavirin/sofosbuvir combinations
(with an Sustained virological response (SVR) rate of 91%
in patients without liver cirrhosis).

N.S. Behei & O.V. Tryhubchak (2020) noted that one
of the primary stages in creating solid dosage forms is
pharmaceutical development, which lays the groundwork
for the drug’s quality, effectiveness, and safety. A. Singh
& C.S. Chauhan (2022) pointed out that pharmaceutical
drug development faces numerous regulatory challenges
due to inconsistent product quality and the absence of cer-
tain product characteristics, leading regulatory authorities
worldwide to continually compel pharmaceutical manufac-
turers to apply systematic tools. I.M. Fukuda et al. (2018)
highlighted that in this regard, Design of Experiments
(DoE) is considered an indispensable tool for enhancing
product quality through rational planning and meaningful
execution of experiments.

The random balance method is one of the screening
designs most frequently used by Ukrainian researchers to
study the influence of quantitative characteristics of ex-
cipients on the composition being developed. For instance,
N. Behei & O. Tryhubchak (2020) investigated the influence
of seven factors on amlodipine tablets with enalapril, con-
ducting ten experiments with varying quantitative ratios of
active pharmaceutical ingredients. In a study by B.V. Pavli-
uk et al. (2022), the effect of various amounts of 12 excip-
ients on the pharmacotechnological parameters of tablets
with lyophilised drone homogenate powder was examined,
with 16 experimental series performed using the direct
compression method. N.P. Darzuli & T.A. Hroshovyi (2018)

analysed the influence of seven factors on the pharmaco-
technological properties of powder masses and tablets of
sharp-leaved wintergreen extract, conducting eight exper-
iments using direct compression. In the work of M. Vasen-
da et al. (2023), the quantitative effects of six factors on
the pharmacotechnological properties of tablets based on
walnut septum phytosubstances were examined, with eight
experimental series performed using the direct compres-
sion method. O.1. Hordiienko & T.A. Hroshovyi (2021) ex-
plored the impact of different amounts of 10 excipients on
the pharmacotechnological parameters of masses for tab-
leting and tablets containing plant extracts and essential
oils, conducting 16 experiments via direct compression.

A review of the scientific literature demonstrated that
when using mathematical experiment planning, the ran-
dom balance method is widely employed to investigate the
effects of multiple excipients on the properties of medici-
nal products. This approach provides a scientific basis for
optimising formulations. The aim of the study was to in-
vestigate the effect of excipients and their quantity on the
pharmacological and technological parameters of capsule
masses and hard gelatin capsules containing ribavirin us-
ing the random balance method.

Materials and Methods

The study was conducted at Kyiv National University of
Technologies and Design, Ukraine. The composition of hard
gelatin capsules was developed using ribavirin samples
manufactured by Jinan Mingxin Pharmaceutical Co., Ltd.,
China. The following excipients were used: microcrystalline
cellulose (MCC), type 101 (Comprecel® M101D +), polyvi-
nylpolypyrrolidone (PVPP, Kollidon® CL), croscarmellose
sodium (Solutab® A), povidone (PVP, Plasdone™ K29/32),
hydroxypropyl cellulose (HPC, type L), colloidal anhy-
drous silica (Aerosil® 200), and magnesium stearate (type
LIGAMED MF-2-V). MCC 200 was used as a compensator.

To determine the significance of the quantitative
factors, scatter diagrams were constructed, where the
x-axis represents the influencing factor and the y-axis
represents the evaluation response variable (Revyatskyy
& Barchuk, 2019). Each evaluated attribute was visually
represented in separate charts as scatter plots based on
statistical data processing. The median value visually in-
dicated the dominance of one factor over another, i.e., the
significance of the quantitative characteristics of excipi-
ents in relation to the critical attributes of ribavirin for-
mulations. The median orientation indicated the direc-
tion of this effect.

Physicochemical and pharmacotechnological attrib-
utes of the capsule mass and the finished dosage form were
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investigated in accordance with the methodology of the
State Pharmacopoeia of Ukraine (2015). Hard capsules con-
taining the active pharmaceutical ingredient (API) ribavi-
rin were produced using wet granulation with high-shear

mechanical processing (Dipy & Wildfong, 2017). The effect
of the quantitative attributes of excipients was investigat-
ed. These attributes (excipient quantities) were examined
at “low” (-) and “high” (+) levels (Table 1).

Table 1. Quantitative factors and their levels studied in the development of hard gelatin capsules with ribavirin

Factor Factor levels
“Low” () “High” (+)
x1 — quantity of MCC (Comprecel® M101D+), mg 69.0 74.0
Xg — quantity of Crospovidone (Kollidon® CL), mg 3.0 6.0
x3z — quantity of Croscarmellose sodium (Solutab® A), mg 3.0 6.0
X4 — quantity of Povidone (PlasdoneTM K29/32), mg 3.5 7.0
x5 — quantity of Hydroxypropyl cellulose (HPC, type L), mg 3.0 6.0
X¢ — quantity of Silica, colloidal anhydrous (Aerosil® 200), mg 1.0 2.0
X, — quantity of Magnesium stearate (type LIGAMED MF-2-V), mg 1.5 3.0

Source: developed by the authors based on their own research

The influence of excipients was determined by con-
structing scatter plots based on the data of pharmaco-
technological parameters of the capsule mass and hard
gelatin capsules. The random balance method enabled the
selection of certain excipients in optimal amounts and the
exclusion of those that did not fully meet the pharmaco-
technological quality attributes of the capsules (Darzuli &
Hroshovyi, 2018). This approach allowed for a reduction in
the number of test series.

Results and Discussion

To obtain hard gelatin capsules of ribavirin, the attributes
of 25 excipients were preliminarily studied. Based on the
results, excipients with the most significant effect on the
pharmacotechnological quality attributes of capsules were
selected (Shah & Shahzad, 2015). The optimal quality pa-
rameters for the capsule mass based on ribavirin as follows:

“Bulk density before and after tapping” - 0.57-0.62 g/ml and
0.62-0.70 g/ml, respectively; “Hausner ratio” — 1.12-1.15
(good flowability); “Loss on drying” — 2-3%. The optimal
quality parameters for hard gelatin capsules containing the
active pharmaceutical ingredient ribavirin are: “Uniformity
of capsule content mass” — % 5.0%; “Disintegration” - no
more than 15 minutes; “Dissolution” — at least 85 % of the
active substance must dissolve within 15 minutes.

Eight batches were prepared, differing in the quantita-
tive composition ratios of excipients. To achieve a capsule
content mass of 300 mg, MCC 200 was used as a compen-
sator during the mixing and powdering operations. It acted
as an independent quantitative factor without significant
effect on the studied characteristics. The produced powder
masses and capsules were analysed for pharmacotechno-
logical attributes in accordance with the requirements of
the State Pharmacopoeia of Ukraine (2015). The experi-
mental design and analysis results are presented in Table 2.

Table 2.Experimental design and results of studies on hard gelatin capsules with ribavirin

Batch X X, X; Xy X5 Xs X Yy Y, Y5 Yy Y5 Ye Yy
1 - + - - + - + 0.589 0.689 1.17 3.0 4.6 93 92.8
2 - + + + + - + 0.568 0.647 1.14 3.7 3.6 95 93.2
3 - + + - - - - 0.549 0.659 1.20 4.1 5.2 91 99.6
4 - + - - + - 0.612 0.704 1.15 2.7 4.2 100 98.5
5 - - + - - - 0.550 0.655 1.19 2.4 5.0 99 83.7
6 - + - - - + + 0.531 0.627 1.18 3.1 4.8 102 91.1
7 - + + - 0.563 0.636 1.13 2.5 3.3 104 96.0
8 - - + + 0.573 0.653 1.14 2.2 3.5 92 86.4

Note: y, - Bulk density, g/mL; y, - Tapped density, g/mL; y, — Hausner ratio (flowability); y, - Loss on drying, %; y, — Uniformity
of capsule content mass, * %; y, — Disintegration time, s; y, — Dissolution, % in 15 minutes

Source: developed by the authors’ based on their own research

The results of experimental studies of eight exper-
iments on pharmacotechnological indicators, shown in
Table 2, demonstrated the following values: bulk densi-
ty ranges from 0.531 g/ml to 0.612 g/ml (the best results
were obtained in experiments No. 1, No. 4 and No. 8); bulk
density after shrinkage — from 0.627 g/ml to 0.704 g/ml
(the best results were experiments No. 1, No. 3 and No. 4);
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Hausner coefficient (characterising the fluidity of the mass
for encapsulation) — from 1.13 to 1.20 (the best results were
experiments No. 2, No. 7 and No. 8); mass loss during dry-
ing — from 2.2% to 4.1% (the best results were experiments
No. 5,No. 7 and No. 8); mass uniformity of the capsule con-
tents - from = 3.3% to 5.2% (the best results were experi-
ments No. 2, No. 7 and No. 8); disintegration - from 91 s to
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104 s, which is not a significant difference in the results,
making it difficult to single out the best experiments; dis-
solution — from 83.7% to 99.6% (the best results are ex-
periments No. 3, No. 4 and No. 7). If the experiments are

analysed by all indicators together, then experiments No. 4
and No. 7 showed the most optimal results. The effect of
quantitative factors on the “Bulk density” attribute (y,) is
shown in the scatter diagram in Figure 1.

y!, g/ml
'

065 T

0.6 1
] * ° [~ — — : T ] .

055 + - . . . . . s s \. o .

05 t i t t t t t >
+ - + - + - + - + - + - + - v
Xy Xs X3 X3 Xs X X7

Figure 1. Effect of quantitative factors on “Bulk Density” of ribavirin capsule mass

Source: developed by the authors’ based on their own research

The bulk density of the encapsulation mass, deter-
mined using the graduated cylinder pouring method, char-
acterises fluidity and flowability and should ensure uni-
form dosing on the capsule filling machine. Based on the
analysis of the scatter diagram of bulk density results, were

determined that the binding agent HPC-L (xs) had a minor
effect, while the effects of other excipients were negligible
and could be disregarded. When examining the effect of
quantitative factors on the “Tapped density” attribute (yz),
the results are presented in the scatter diagram in Figure 2.
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Figure 2. Effect of quantitative factors on
Source: developed by the authors’ based on their own research

Tapped Density is used to calculate the Hausner Ra-
tio that for capsule filling. The results indicated that the
binding agent Plasdone™ K29/32 (x,) and the glidant
Aerosil® 200 (x¢) had a minimal effect on this attribute.
Other factors did not affect “Tapped density” at all. The
scatter diagram in Figure 3 demonstrated that the Haus-
ner Ratio (flowability)(y,) of ribavirin capsule masses
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“Tapped Density” of ribavirin capsule mass

was significantly affected by HPC-L (xs), with a slightly
lower effect from PlasdoneTM K29/32 (x,). Quantitative
characteristics of the following excipients also showed a
significant effect: Comprecel® M101D + (x1), Kollidon®
CL (x,), Solutab® A (x,), and Aerosil® 200 (xs). The lu-
bricant magnesium stearate (MF-2-V) (x,) exhibited a
negligible effect.
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Figure 3. Effect of Quantitative Factors on “Hausner Ratio” (flowability) of Ribavirin Capsule Mass

Source: developed by the authors’ based on their own research

Based on the statistical data and median directions, the
following results were obtained: increasing the amounts
of Comprecel® M101D + (x,), Solutab® A (x;), PlasdoneTM
K29/32 (x,), HPC-L (x,), Aerosil® 200 (x,) and magnesium
stearate (MF-2-V) (x,) decreased the Hausner Ratio (y), im-
proving the flowability of powder masses containing ribavirin;
increasing the disintegrant Kollidon® CL (x2) increased the
Hausner Ratio (y,), reducing the flowability of capsule masses.
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The scatter plot data in Figure 4 demonstrated that
the “Loss on Drying” attribute (y,) of the mass for encap-
sulation is significantly affected by the factors Comprecel®
M101D+ (x,) and Kollidon® CL (x,). Less pronounced effects
are observed from Solutab® A (x,), PlasdoneTM K29/32 (x,),
Aerosil® 200 (x,), and magnesium stearate (MF-2-V) (x).
The quantitative factor HPC-L (x;) has almost no effect on
the studied attribute y,.

Xy

Figure 4. Effect of quantitative factors on “Loss on Drying” of ribavirin capsule mass

Source: developed by the authors based on their own research

Based on the statistical data and the positioning of the
medians: increasing the amounts of factors x, x;and x; in-
creased the “Loss on Drying” attribute (y4), which raised
the moisture content in the powder masses containing
ribavirin; increasing the amounts of factors x1, X4, X5, and
x¢ decreased the “Loss on Drying” attribute (ys4), reducing

Technologies and Engineering, Vol. 26, No. 2, 2025

the moisture content in the capsule masses. Granules were
dried to a moisture content within the range of 1.8-2.0%.
A moisture content of more than 3.0% in the capsule mass
led to material “sticking” in the capsule-filling machine
hopper and partial powder adherence to the hopper walls.
Therefore, the optimal “Loss on Drying” attribute (ya)
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for capsule masses should range between 2.0% and 3.0%.
Based on these data, it is better to avoid combining disin-
tegrants (Kollidon® CL and Solutab® A) and to use smaller
amounts of one disintegrant. Additionally, higher quanti-
ties of the diluent Comprecel® M101D +, the binder Plasdo-
ne™ K29/32, and the glidant Aerosil® 200 should be used.

The effect of quantitative factors on the “Uniformity of
Capsule Content Mass” attribute (ys) is shown in the scat-
ter diagram in Figure 5. According to the requirements of
the State Pharmacopoeia of Ukraine, for a capsule content
mass of 300 mg with ribavirin, deviation of this attribute
should be within +7.5%.

v

Figure 5. Effect of quantitative factors on “Uniformity of Capsule Content Mass” with API ribavirin

Source: developed by the authors based on their own research

When studying the effect of quantitative factors on the
ys factor, it was found that the binding agents PlasdoneTM
K29/32 (x,) and HPC-L (x,) had the greatest effect. Signifi-
cant but slightly lesser effects were observed for the follow-
ing excipients: Comprecel® M101D + (x1), Kollidon® CL (x,),
Solutab® A (x,), and Aerosil® 200 (x,). The lubricant mag-
nesium stearate (MF-2-V) (x,) had an insignificant effect on
the uniformity of capsule content mass with ribavirin.

Based on the statistical data and the orientation of
medians, the following results were obtained: increasing
the amounts of Comprecel® M101D + (x,) Solutab® A (x)
PlasdoneTM K29/32 (x,) HPC-L (xs) Aerosil® 200 (xs) and
magnesium stearate (MF-2-V) (x,) reduced the deviations
between the minimum and maximum values of capsule
content mass, thus improving the “Uniformity of Capsule
Content Mass” (ys) attribute for ribavirin. Conversely in-
creasing the disintegrant Kollidon® CL (X2) increased the
deviations between the minimum and maximum values of
capsule content mass, thereby deteriorating the “Uniform-
ity of Capsule Content Mass” (ys).
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To reduce deviations, i.e., improve the uniformity of
capsule content mass, enhancing the flowability of the cap-
sule mass is necessary. Based on the above data, this can
be achieved by increasing the quantities of binding agents
(X4 Or X5), diluent (x1), and glidants (x¢). Based on the re-
search results none of the selected factors significantly af-
fected the “Disintegration” attribute (ys), as this attribute
depends not on the quantitative characteristics of excipi-
ents but on the rate at which the hard gelatin capsule shell
breaks down to release its contents.

The graphical data from the scatter diagram in Fig-
ure 6 showed that the “Dissolution” attribute (y,) of hard
ribavirin capsules is significantly affected by the disinte-
grant Solutab® A (xz). A lesser, but still notable, effect is
exerted by Plasdone™ K29/32 (x4) and the lubricant mag-
nesium stearate (MF-2-V) (x,). Insignificant effects were
observed for the excipients Comprecel® M101D+ (x1),
Kollidon® CL (x2), and HPC-L (xs), while the quantitative
factor Aerosil® 200 (x¢) had almost no effect on the “Dis-
solution” attribute (y-).

v

Figure 6. Effect of quantitative factors on “Dissolution” of hard capsules with API ribavirin

Source: developed by the authors based on their own research
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Based on statistical data and the positioning of me-
dians: increasing the amounts of X», X3, and x, enhanced
the “Dissolution” attribute (y,), accelerating the release
of the active substance from the dosage form; Converse-
ly increasing the amounts of x1, X4, X5, and X, reduced the
“Dissolution” attribute (y,), slowing down the release of the
active substance. V. Loustaud-Ratti et al. (2016) highlight-
ed that adding peginterferon to this combination resulted
in an SVR rate ranging from 86% to 91% in patients with
liver cirrhosis, etc. Ribavirin is primarily used in solid oral
dosage forms, including Rebetol®, hard capsules of 200 mg;
Ribasphere®, hard capsules of 200 mg, 400 mg, and 600 mg;
Copegus®, film-coated tablets of 200 mg, and others.

As noted by R. Samineni et al. (2022) ribavirin belongs
to Class I of the Biopharmaceutical Classification System
(BCS), meaning it refers to highly soluble substances with a
high degree of permeability. G.F. Ploger et al. (2018) noted
that, according to the State Pharmacopoeia of Ukraine, at
least 85% of the API must be released within 15 minutes.
Researchers 0.0. Salii et al. (2010) studied that to achieve
the best results for the “Dissolution” attribute of hard
ribavirin capsules, higher amounts of the disintegrant (xz)
should be used while reducing the quantities of the bind-
ing agent (x4) and the lubricant (x), ensuring no signifi-
cant adverse effects on the “Hausner Ratio” (flowability),
“Loss on Drying”, or “Uniformity of Capsule Content Mass”
attributes. Authors H. Pham-The et al. (2013) highlight-
ed that the main difficulty in applying the random balance
method lies in the fact that experiments must be planned
so that the sum of all components does not exceed 100%.

Author O.I. Hordiienko & T.A. Hroshovyi (2021)
demonstrated the best way to select the number of stud-
ied factors according to the formula N-1, where N is the
number of experiments, in order to study the influence of
a larger number of factors with the fewest possible num-
ber of experiments. Researchers selected critical qual-
ity indicators for tablets as the main feedback: loss on
drying, flowability, angle of repose, bulk density, tapped
density, stability, abrasion, disintegration, etc. In this
work, in addition to the pharmacotechnological param-
eters adapted for hard gelatin capsules, there is a differ-
ence in the choice of indicator for evaluating flowability,
namely, the “Hausner ratio” was preferred, as the authors
believe it best illustrates the flowability of the capsule
mass (good, satisfactory, etc.).

Scientific publications provide data on the use of DoE
design by authors L.A. Fukleva et al. (2024) for studying the
most commonly used types of mathematical planning of
the experiment, and selecting the most appropriate model
for developing the optimal composition of a vaginal oint-
ment. Authors O.A. Ruban et al. (2018) identified key fea-
tures and capabilities application of experimental design
method in optimisation of composition and technology
for matrix tablets containing Vaccinium myrtillus leaf dry
extract. The random balance method has been applied by
M. Demchuk et al. (2019) to study the effect of excipient
quantities on the technological attributes of metformin

orodispersible tablets. The random balance method has
been used by S. Chernetska et al. (2021) to develop formu-
lations and investigate the effect of excipient quantities on
the technological attributes of dry extract-based mixtures
and tablets derived from Origanum vulgare L. herb. The
method was employed by O. Panysheva (2022) to study the
effects of 27 excipients from five functional groups and to
create of powder technology for oral solutions in sachets.

According to A.S. Deyneka & 1.0. Zhuravel (2022), DoE
enables a reduction in the number of scientific studies,
streamlining, optimising, and intensifying research while
minimising errors and delivering highly reliable and sci-
entifically validated results at minimal cost. The authors
B. Kovacs et al. (2021) noted that DoE is a core component
of the statistical toolkit for implementing the systematic
“Quality by Design” (QbD) approach in both research and
industrial settings, allowing for continuous improvement
throughout the entire lifecycle of a drug. Researchers
S.Beget al. (2019) studied the trend since the late 20 cen-
tury, with numerous DoE methods having been developed
for application in pharmaceutical research. T. Waghule et
al. (2021) noted that experimental designs can be classi-
fied as screening designs, while S. Beg (2021) highlighted
optimisation designs.

In scientific articles authors M. Vasenda et al. (2023)
highlighted that the direct compression method is used for
tablet manufacturing, which allows for a better study of the
impact of quantitative factors on the pharmacotechnologi-
cal properties of powder masses. In this work, the wet gran-
ulation method was used, which differs from the sources
mentioned above. This technology did not fully allow the
analysis of the impact of quantitative factors on the indi-
cators “Bulk density and tapped density” of capsule mass,
as almost all excipients had a negligible effect, which was
difficult to evaluate.

It should also be noted that in some scientific publi-
cations the desirability function (D) is used for the general
evaluation of results for each experiment. This indicator is
not mandatory when using the random balance method,
but it facilitates the evaluation of results when the overall
impact of factors in a given experiment on all the studied
quality indicators needs to be assessed, rather than each
separately. Scientific publications authors B.V. Pavliuk et
al. (2022) provide data on the following compensators are
used: sucrose, MCC 102, MCC 200, etc. Also, the number of
experiments must be a multiple of 4, which is due to the
peculiarity of constructing scatter diagrams. But the desir-
ability function was not used in their scientific articles.

The obtained results indicate that the use of the ran-
dom balance method allows for the effective optimisation
of the composition of hard gelatin capsules with ribavirin.
Comparison with the works of other authors confirmed the
significance of selecting the quantitative characteristics of
excipients to ensure pharmacotechnological parameters.
Thus, the obtained results can serve as the basis for further
research in the development of antiviral drugs with direct
activity and other active pharmaceutical ingredients.
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Conclusions

The use of the random balance method made it possible
to determine the most significant quantitative factors
and stabilise them at optimal levels in the composition of
the developed ribavirin capsules. Based on statistical data
and the magnitude of medians in the scatter diagrams, it
was established that quantitative factors at “high” and
“low” levels did not significantly affect the following at-
tributes: “Bulk Density”, “Tapped Density”, “Disintegra-
tion”. Thus, for selecting more significant excipients, the
focus was placed on the following attributes: “Hausner
Ratio”, “Loss on Drying”, “Uniformity of Capsule Content
Mass”, “Dissolution”.

For the optimal formulation of the drug containing
ribavirin as the active pharmaceutical ingredient (API),
which ensures appropriate pharmacotherapeutic attrib-
utes, the following factors and their levels were select-
ed, the following excipients were used: microcrystalline
cellulose (Comprecel® M101D +) as a compensator; so-

dium croscarmellose (Solutab® A) at 6 mg per capsule;

of the drug profile with ribavirin according to the “Disin-
tegration” and “Dissolution” tests. Therefore, determining
the most significant quantitative influencing factors at the
pharmaceutical development stage enables the identifica-
tion of the most critical functional excipients, which will
affect the drug release profiles, especially in the case of
poorly soluble substances.

The randomisation method has numerous advantages,
as it prevents random bias in the experiment and ensures
that comparable groups are created across all factors. Fur-
ther research could be aimed at improving randomisation
strategies to optimise the design of randomised clinical
trials of medicines. Of particular interest is the application
of this approach in small and medium-sized clinical trials
(n<100), where the use of randomisation helps to achieve
a balance in treatment. This can provide more reliable and
valid trial results, which, in turn, will increase the efficien-
cy of the development and evaluation of new medicines.
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AHoOTOAUiA. OnHMM i3 OCHOBHMX €TalliB CTBOPEHHS TBEpAMX JIiKapchKux Gopm € (apmaiieBTHUYHa PO3poOKa, KOIU
3aK/IaIAI0ThCST SIKiCTh, ePeKTUBHICTh Ta 6e3reka MaiibyTHbOro mpernapaty. Bubip 6iodapmaneBTnunmux (akTopiB y
TJIAaHYBaHHI TEXHOJOTIYHMX NOCTiIKeHb € BASKIMBUM 3aBIAHHSIM (apMalleBTMYHOI PO3POOKH, IO YCKIALHIOETHCS
HeOOXiTHICTIO KOMILIEKCHOTO BpaxyBaHHS yciX ¢dakTtopiB. MeTow poboTu 6ya0 HOCTiIKeHHSI Ta aHaji3 BIUIMBY
KIJIbKICHMX XapaKTepPUCTUK OOMOMDKHMX PEeYOBMH Ha IOKAa3HMKM SIKOCTi MOPOUIKOBMX MacC Ta KallCyl TBEPOMX 3
pubaBipHOM. 3aCTOCOBAHO MaTeMaTUYHe TUIAHYBAHHSI eKCIIepMMEHTY, IO JAO3BOAMIO CTBOPUTU ONMTUMAJIbHIA CKIAZ,
IIJITXOM BCTQHOBJIEHHSI B3a€MO3B’SI3KiB BIUIMBY (DakTOpiB Ha TEXHOJOTIUHiI MapamMeTpH, sIKi MaloThb 3abe3revyyBaTu
dapmakonoriuny fito pubaBipuHy. Y ZOCTiIsKEHHSIX BUKOPUCTAHO METOJ, BUITaJKOBOTO 6aJIaHCY JJ1sI BiLOOPY ONTUMAaTbHUX
JOIMOMIDKHMX DEUYOBMH JJIs1 BKJIIOYEHHS Y CKIaJ, KeJaTMHOBMX Karlcyl. Ha OCHOBi OTpMMaHMX CTaTUCTUYHUX JAaHUX
MoOyAyBaHO JAiarpamu po3CiloBaHHS, [ie BelMYMHa MeJiaHy MMOoKa3yBajaa 3HAUYIiCTh BIUIMBY JOCTIIKyBaHMX (AKTOPiB
Ha BiJMOBigHY XapaKTepUCTUKY SIKOCTi. BuBUeHO BIIMB KiNbKicHMX (aKTOPiB HA BAACTMBOCTI Mac JjIsl KarICy/TI0OBaHHS i
TBEPAMX KaICys 3 pubaBipyMHOM, BUTOTOBJIEHMX METOOM BOJIOTOI IpaHy/sIlii. BUsSBIeHO, 1110 KiJIbKiCHI XapaKTepUCTUKI
Ha BMILMX Ta HMKHIX PiBHSIX He MOKa3ylOTb iCTOTHOI cuiu Jii Ha nmoka3HUKu: «HacumHa ryctuHay, «<HacumHa ryctmHa
MiCIsT yeagKuy» ISl KarcylbHUX Mac Ta «Po3magaHHs» Jisl Karcyn TBepayux. Haitbinpmmii BIJIMB JOTIOMisKHUX PEUOBUH
Ha KoediieHT laycHepa AJis MOPOIIKOBMX MAaC Ta OLHOPiIHICTh MacK BMICTy KarCys 3[iiiCHIOBAIN 3B’S13yI0Ui PEYOBUHN,
TaKi SIK I'iIpOKCUIIPOITIJILIENI0I03a i ITOBiIOH. 3 JiarpaMu po3CilOBaHHS BUSIBJIEHO, 10 HAO1/IbLINIT BIUIVB Ha MOJIIITIIEHHS
BTpaT y Maci Ipy BUCYIIyBaHHI Macu [JIsT KaTCy/TI0BAaHHS Maju 36iblleHa KiIbKiCTb MiKpOKPUCTATiIUYHOI 1IeTI0/I031 Ta
3MeHIIeHni BMICT KpOCToBiZoHYy. BusHaueHo (akTopy, 1[0 BIUIMBAIOTh Ha TOKA3HUK «Po3uyHEeHHs»: 36ilblIeHHS
KiJIbKOCTi HaTpilo KpockapMeso3) Ta 3MeHILIEeHHS BMiCTy MarHilo creapary Ta IOBiJOHY

KnouoBi crnoBdA: nporuBipycHi mpernapaTu NpsaMoi [ii; MareMaTuuyHe IUIaHYBaHHS €KCIIEPUMEHTY; HacuITHA
rycTuHa; KoedinieHT laycHepa; po3nagaHHs Karcyl; pO3UMHEHHs Karcyi

88 Technologies and Engineering, Vol. 26, No. 2, 2025


https://orcid.org/0000-0001-7103-2083
https://orcid.org/0009-0002-6495-9969
https://orcid.org/0000-0002-2579-0331
https://orcid.org/0000-0002-2930-0619

TECHNOLOGIES AND ENGINEERING

Received: 27.11.2024
Revised: 20.03.2025
Accepted: 30.04.2025

Journal homepage: https://technologies-engineering.com.ua/en
% ‘Vol. 26, No. 2, 2025

UDC 004.8:316.776.23-048.66»364» DOI: 10.30857/2786-5371.2025.2.8

The use of artificial intelligence for information campaigns
in wartime: Visual tools for countering disinformation

Vladyslav Shchuka®

Master

Kyiv National University of Culture and Arts
01601, 36 Yevhen Konovalets Str., Kyiv, Ukraine
https://orcid.org/0009-0004-1550-4727

Abstract. In the context of the modern information war, the development of effective methods to counter
disinformation and hostile propaganda has become critically important. The amount of false information and the
speed of its dissemination necessitated the implementation of automated systems involving artificial intelligence
to optimise the processes of creating visual counter-propaganda content. This research aimed to develop a
methodology for the integration of artificial intelligence technologies into the processes of creating effective visual
tools for countering disinformation, taking into account the principles of graphic design and the psychology of visual
information perception. The research was based on a comprehensive approach that combined theoretical analysis of
scientific literature, comparative analysis of the neural networks Midjourney, Stable Diffusion, and DALL-E, semiotic
analysis of visual materials, as well as experimental implementation of the developed system for the automated
creation of counter-propaganda visual content. A comprehensive approach has been developed for the creation of
visual tools to counter disinformation, which combines the capabilities of automated information collection systems,
artificial intelligence algorithms for generating graphic content, and the principles of effective graphic design. It
has been found that the use of artificial intelligence in graphic design has optimised up to 20% of routine tasks
in the creation of visual content, allowing designers to focus on the strategic and creative aspects of development.
The developed recommendations for the use of artificial intelligence in graphic design may be implemented by state
institutions, media, and public organisations to respond promptly to information threats

Keywords: graphic design; visual communication; counter-propaganda content; information warfare; generative
design; perception psychology; compositional solutions

Introduction

In the context of the full-scale war of the Russian Federa-
tion against Ukraine, the information front has become one
of the key elements of resistance. Russian propaganda ac-
tively utilised modern technologies, particularly artificial
intelligence (AI), to create and disseminate disinformation,
which posed a serious threat to Ukraine’s national securi-
ty. The Centre for Democracy and Rule of Law emphasised
the ability of AI to generate texts that supported conspir-
acy theories and included real events, as well as to form
disinformation messages based on propaganda narratives
(Center for Democracy and Rule of Law, 2023).

In the collective monograph by M. Kolosnichenko et
al. (2023), it was established that visual communications
played a key role in the modern information space. Graphic

design was used for aesthetic decoration, as well as for
effectively conveying key messages and refuting misin-
formation. Researcher O. Hrozna (2024) noted that global
digital transformation has significantly impacted journal-
ism and design, altering them through the implementa-
tion of cutting-edge technologies. Artificial intelligence
and virtual reality have revolutionised these fields, funda-
mentally changing how content is created, consumed, and
interacted with. The use of Al in visual communications
allowed for the prompt processing and analysis of massive
volumes of data, enhancing the accuracy and timeliness of
information presentation.

K. Kertysova (2019) examined artificial intelligence as
a bilateral tool in the context of disinformation. On the
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one hand, it provided powerful, scalable, and cost-effec-
tive solutions to prevent the distortion of information
online, but on the other hand, it had its own limitations
and unpredictable consequences. The researcher empha-
sised the importance of developing critical thinking for
restoring healthy relationships with information and en-
hancing the resilience of democracies to disinformation.
The analysis of ethical aspects conducted by K. Kertyso-
va (2019) revealed that the use of Al in combating fake
news necessitated the development of clear ethical stand-
ards to prevent potential negative consequences for free-
dom of speech and privacy. The results of the research
determined the necessity of the parallel development of
media literacy among the population alongside the imple-
mentation of technological solutions.

Y. Hlushchuk (2023) defined fakes as deliberately false
or misleading information that transcended objective re-
ality and was aimed at manipulating public conscious-
ness. The analysis revealed that in the context of the cur-
rent war of the Russian Federation against Ukraine, the
dissemination of fake news through social networks, on-
line platforms, and other channels has influenced society,
undermined trust in reliable sources of information, and
led to manipulation of public opinion and socio-political
upheavals. In the analytical materials of the Alliance for
the Defence of Democracy (Salvo et al., 2018), the neces-
sity of a comprehensive approach to countering disinfor-
mation was substantiated, which combined the efforts
of government structures, the private sector, technology
companies, and civil society. Experts have formulated
recommendations regarding the transparency of the ac-
tivities of technology companies, providing information
about technologies, privacy policies, and business models
to the relevant authorities and the public. It also empha-
sised the importance of supporting independent research
aimed at protecting platforms from disinformation cam-
paigns and cyberattacks.

N. Derevyanko & O. Zalevska (2023) conducted a com-
parative analysis of the neural networks Midjourney, Stable
Diffusion, and DALL-E, which were used in the design. Re-
searchers have discovered that each of these neural net-
works had a specific purpose and architecture, which al-
lowed them to effectively perform various tasks in the field
of design. The use of these tools in the educational pro-
cess of future designers contributed to the development of
creative potential and expanded the possibilities of visual
expression. The research by T. Bozhko & V. Arefiev (2023)
demonstrated that artificial intelligence was actively em-
ployed in graphic design — from the creation of identifi-
cation and navigation signs to the development of fonts,
graphics, posters, animations, and infographics. Technol-
ogies have helped to transform the learning experience for
students in design disciplines and have contributed to the
development of individual approaches and creativity.

A. Borji (2022) conducted a quantitative comparison
of Stable Diffusion, Midjourney, and DALL-E regarding

their ability to generate photorealistic faces. The research
highlighted the potential of these tools for use in the
design of visual materials aimed at countering disinfor-
mation. C. Marsden & T. Meyer (2019) noted that fully
automated fact-checking remained a distant goal. Social
media continued to rely on a combination of Al for the
most repetitive tasks and human oversight for more nu-
anced cases. The authors emphasised the importance of
keeping the individual “in the loop” of AI systems to en-
sure ethical use and correct interpretation of data. N. Du-
four et al. (2024) conducted a twoyear study on online
disinformation based on media content, during which a
detailed typology of images used in disinformation was
developed and the dynamics of their dissemination were
analysed. Research has shown that despite widespread
concern since the late 2010s, Al-generated content was
rare until the spring of 2023 when its presence in fake
news sharply increased.

This research aimed to develop and implement meth-
odological principles for the use of artificial intelligence in
creating effective visual tools to counter disinformation,
taking into account contemporary achievements in graphic
design and perception psychology.

Materials and Methods

The research on the use of artificial intelligence for the
creation of visual tools to counter disinformation in war-
time was conducted from January 2023 to April 2024 at
the Digital Media Laboratory of Taras Shevchenko Na-
tional University of Kyiv. To achieve the set aim, a com-
prehensive approach was employed, combining general
scientific and special research methods adapted to the
specifics of graphic design and visual communications.
The methodological basis of the research was formed by
transdisciplinary approaches, which allowed for the ex-
amination of the problem of creating visual tools to coun-
ter disinformation from the perspectives of various fields
of knowledge. The study employed theoretical, empirical,
and mathematical methods.

During the research, observations were made of the
work of designers who utilise artificial intelligence, which
allowed for the calculation of the approximate propor-
tion of time spent on routine tasks and the assessment of
their suitability for automation. The methodological jus-
tification was based on the working processes of graph-
ic designers and the identification of typical operations
that are subject to automation. In particular, this includes
searching for references, processing images, generating
composition variants, and creating basic design elements.
The theoretical and informational basis of the research
consisted of fundamental studies by leading Ukrainian and
international scholars, materials from periodical publica-
tions, analytical reports from specialised organisations, as
well as empirical data from online media and social net-
works. Particular attention was paid to the analysis of pub-
lications from research centres specialising in the study of
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mechanisms for countering disinformation in the context
of the Russian-Ukrainian war.

To investigate the psychological and cognitive factors
influencing the impact of graphic design on information
perception, a method of content analysis of visual materi-
als and semiotic analysis was employed. Samples of graph-
ic content aimed at countering disinformation were exam-
ined using a specially developed matrix of criteria, which
included assessments of emotional impact, informational
value, aesthetic appeal, and psychological accessibility.
The methodology of analysis was based on the concepts
of visual semantics proposed by S.V. Pryshchenko (2020),
who considered the artistic imagery of the poster as a
complex semiotic phenomenon, and the research on psy-
chological aspects of perception by H.V. Mykytiv & Y. Kon-
dratenko (2016), who studied extratextual elements as a
means of shaping media culture.

A comparative analysis of the neural networks Mid-
journey, Stable Diffusion, and DALL-E was conduct-
ed using a methodology adapted from the research of
N. Derevyanko & O. Zalevska (2023). The aim of the
analysis was to determine optimal technological solu-
tions for the creation of visual tools to counter disinfor-
mation. Each neural network was evaluated according
to the following parameters: accuracy of visual concept
reproduction, flexibility in stylistic design, speed of con-
tent generation, ease of integration into workflows, and
adaptability for specific tasks in countering disinforma-
tion. The analytical part of the research included a com-
parative analysis of the results of using various neural
networks for the creation of visual materials to counter
disinformation. A series of test queries with identical pa-
rameters have been created for each neural network to
objectively compare the quality and relevance of the re-
sults, which has allowed for the identification of optimal
tools for various types of visual tasks.

Semiotic analysis was applied to study the sign sys-
tems in visual materials aimed at countering disinforma-
tion. The methodology of semiotic analysis was adapted
from the research of H.V. Mykytiv & Y. Kondratenko (2016),
who considered extratextual elements as a means of shap-
ing media culture. This approach enabled the identification
of effective visual codes and symbolic systems that con-
tributed to a better understanding and retention of coun-
ter-propaganda messages.

For the analysis and interpretation of the obtained
results, qualitative comparative analysis and visual ana-
Iytics methods were employed. The evaluation of the ef-
fectiveness of visual tools was conducted according to a
developed system of criteria, which included composition-
al expressiveness, colour harmony, informational richness,
and emotional response. The comparative analysis was
conducted using the visual analytics methods proposed
by O.V. Kolisnyk et al. (2023), which allow for the identi-
fication of structural and stylistic features of graphic con-
tent. Visual modelling and testing were conducted using

Adobe Creative Cloud, including Photoshop and Illus-
trator, with the integration of artificial intelligence algo-
rithms for the analysis of compositional solutions. Graph-
ical experiments with neural networks were conducted
through the web interfaces of Midjourney, Stable Diffu-
sion, and DALLE using the methods described by T. Bozh-
ko & V. Arefiev (2023). The ethical aspects of the research
included adherence to the rules for the use of generative
AI models, proper citation of the data sources used for
training the models and ensuring the confidentiality of
the personal data of the experts who participated in the
surveys. All experiments were conducted for the purpose
of scientific research and did not involve the creation or
dissemination of disinformation materials.

Results and Discussion

The analysis of contemporary technological solutions for
the creation of visual content has revealed a variety of
tools that could be employed to counter disinformation in
the context of information warfare. Research has shown
that artificial intelligence systems have significantly op-
timised the work of graphic designers, automating up to
20% of routine tasks, however, they have not complete-
ly replaced the designer. Platforms such as Midjourney,
StyleGAN, and Adobe Generative AI have enabled the
rapid creation of high-quality images, the generation of
design variations, and experimentation with styles, sig-
nificantly accelerating workflows and expanding the crea-
tive possibilities for designers. Systematic observation of
the process of creating visual materials has shown that
these aspects of work occupy approximately one-fifth of
the total time of designers and can be effectively auto-
mated using modern Al tools.

The study by R. Rombach et al. (2022) demonstrated
that latent diffusion models (LDM) provided a signifi-
cant improvement in both the training process and the
sampling efficiency of diffusion noise models without
compromising quality. This was identified as particularly
important for creating high-quality visual content used
in countering disinformation. The study found that LDM
achieved new FID (Fréchet Inception Distance) bench-
marks for image synthesis with conditional classification
and high performance for various tasks, including text-
to-image synthesis, unconditional image generation, and
super-resolution. As a result of the comparative analysis
of the neural networks Midjourney, Stable Diffusion, and
DALL-E, specific advantages for various tasks of visual
communication were identified (Table 1).

The semiotic analysis of 10 visual materials aimed at
countering disinformation has revealed the most effective
visual codes and sign systems It has been established that
the use of contrasting visual comparisons of “truth-false-
hood”, fact-checking symbols, visual metaphors of rev-
elation or exposure, as well as elements that emphasise
transparency and credibility, significantly enhanced the
effectiveness of visual materials (Table 2).
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Table 1. Comparison of neural network characteristics for graphic content creation

of the target audience through
the modification of prompts
and the use of specific style references.

cultural relevance and accurate
compliance with regional
characteristics.

Assgssx}nent Midjourney Stable Diffusion DALL-E
criterion
Visual language Utilises a visual metaphor with clean, Diversity of styles Official, informative style with
suag! minimalist solutions. within a single concept. elements of infographics.
Interactivity High level of user engagement Predominantly static formats. Intermedla.te level with a focus
through testing. on video content.
High adaptability for various languages | Average adaptability. It provides . s .
and cultural contexts. The system allows opportunities for content 1zﬁlfil;rigagiaebsﬂI;Zei)lriﬁi(reml;ies
for fine-tuning of visual styles localisation but requires a more S\Ii th varic;us ug;ication fo%—rmats
Adaptability by the cultural characteristics detailed configuration to achieve P

and optimises visual content for
diverse digital platforms with
minimal adjustments.

Emotional impact

Strong emotional impact due to
personal involvement. The created
images evoke an immediate emotional
response due to the refined combination
of colours, shapes, and compositional
solutions that resonate with the cultural
and personal experiences of the viewer.

Extremely high emotional
impact. Demonstrates an
outstanding ability to generate
visual content with a powerful
emotional charge, particularly
in genres that require dramatic
expressiveness and imagery.

Predominantly rational
approach. It focuses on
informativeness, structure, and
logical organisation of data,
prioritising clarity over emotional
expressiveness.

Informative nature

High informativeness while maintaining
simplicity. Visual solutions effectively
convey complex ideas and concepts
through thoughtful metaphors and
symbols, maintaining a balance between
informational richness
and accessibility of perception.

Moderate to high
informativeness. It provides a
sufficient level of informational
value, but sometimes sacrifices
detail for the sake of stylistic
expressiveness.

Maximum informativeness.
Specialises in creating structured,
analytically rich visual content
with an optimal balance of
textual and graphic elements.

Source: adapted from the research of N. Derevyanko & O. Zalevska (2023)

Table 2. A comparison of the semiotic features of disinformation and counter-propaganda materials

Assessment criterion

Disinformation materials

Counter-propaganda materials

Dissemination speed

High, due to simplicity and emotionality

Moderate, depends on institutional support

Emotional impact

Powerful, often based on negative emotions

Varies from emotional (Russia’s Hunger
Games) to rational (NAD)

Resilience to critical analysis

Low, easily refuted
upon detailed examination

High, especially in the presence
of a factual basis

Resource intensity

Low, especially with the use of Al

High, requires professional design
and research

Adaptability

High, responsive to changes
in the information environment

Moderate, requires time
to develop strategies

Long-term impact

Low, forms short-term reactions

High, contributes to the formation
of resilient narratives

Media literacy development

Absence or negative impact

Positive, especially in educational formats

Plausibility for the target audience

High among vulnerable audiences,
low among media-literate audiences

High when supported institutionally

Semiotic complexity

Low, employs simple binary oppositions

High, especially in metaphorical campaigns

Technological innovativeness

High, actively employs Al

Moderate, employs comprehensive
design solutions

Source: author’s development

The analysis of the practice of Brand Ukraine (n.d.),
which is engaged in countering disinformation, has re-
vealed effective strategies for the use of visual means. In
particular, the campaign Russia’s Hunger Games was an-
alysed, which employed metaphorical visual solutions to
expose manipulations regarding the food crisis (Fig. 1).

The experience of using dramatic visual contrasts to
demonstrate the consequences of information manipula-
tion proved to be particularly valuable (Fig. 2). The Nations

92

Against Disinformation campaign utilised an interactive
“Distortion Test” that visualised the process of distorting
reality under the influence of disinformation, allowing us-
ers to experience this effect firsthand.

A comparative analysis of the disinformation materials
disseminated on social media was also conducted during the
research (Fig. 3). It has been found that such materials often
exploited emotional triggers, employed simplified binary
oppositions, and utilised manipulative visual techniques.
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Figure 1. First sample of counter-propaganda material
Source: Brand Ukraine (n.d.)

!ﬁa I UEHTP NPOTHAII
2] | pesiHoopMaLi wonnt
Y YKPATHIL

®ENKOBA NAM'SITKA Bl IMEHI
MIHEHEPIO LLLOAO EKOHOMII CBIT/IA

Figure 2. Second sample of counter-propaganda material
Source: Center for Countering Disinformation (n.d.)

- Tu Kyau BeaeLl MeHe,
AiBYMHKa ?

- o MONITUKIB,
BOHU BKpaJiu MOE AUTUHCTBO.

Figure 3. First sample of disinformation material
Source: taken from the Facebook platform

Particularly dangerous are materials created using Al
that appear sufficiently convincing for uncritical percep-
tion but contain characteristic signs of artificial generation
(anatomical anomalies, perspective distortions) (Fig. 4).

< Borpau Mapana - Crexutu
¥ 2400

AsgjiBka NPOCUTb MONUTBM ...
lFocnoay Boxe, cnacu i NOMUAY# HaWWX 3aXNCHUKIB..
[NaitiM cunm Ta TepniHHa... AMiHb ! i, &4 [

lb Mopobaervcs O Komentysarn

A> Mownputy
01,2 THC.

10 436 nownpexb

Figure 4. Second sample of disinformation material
Source: taken from the Facebook platform

The experimental implementation of the developed
system for the automated creation of visual materials to
counter disinformation has significantly improved the ef-
ficiency of graphic designers compared to traditional ap-
proaches. The quality of the materials, assessed according
to the criteria of informativeness, visual appeal, and per-
suasiveness, remained at a high level.

The proposed technological conveyor for the automat-
ed creation of visual content to counter disinformation in-
cluded the following stages:

1. Collection of information from specified media re-
sources and social networks through RSS aggregation (Re-
ally Simple Syndication).

2. Analysis of the collected data using artificial intel-
ligence algorithms to detect potential disinformation and
its key narratives.

3. Generation of counter-propaganda content using
large language models.

4. Creation of visual content using generative Al mod-
els under the guidance of a designer.

5. The dissemination of created material through so-
cial networks using automated mailing systems.

An important outcome of the research was the devel-
opment of recommendations regarding optimal approach-
es to prompt formulation for generative Al models aimed
at creating effective visual content to counter misinforma-
tion in wartime conditions.

The author’s research has shown that the effectiveness
of Al-generated visual materials directly depends on the
quality and structure of the prompts. The most successful
prompts followed a clear structure: a precise description of
the genre and format (e.g. informational poster, explana-
tory infographic, counter-propaganda poster); specifica-
tion of the visual style (minimalist design, photorealistic
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collage, graphic illustration); description of the colour
scheme (with particular attention to the psychological im-
pact of colours); compositional layout (placement of ele-
ments and focal points); the core message (a clearly artic-
ulated counter-propaganda statement); and factual basis
(real data used to refute disinformation).

For instance, an effective prompt for creating mate-
rial aimed at exposing manipulation around the food cri-
sis might read as follows: Create an information poster in
A3 format in a minimalist style using a contrasting colour
scheme (yellow and blue as the main colours, red for ac-
cents) The composition should divide the poster into two
parts: the left shows the actual statistics of Ukrainian grain
exports, while the right displays the manipulative state-
ments of Russian propaganda with a clear visual marking
of “FAKE”. Include a visual metaphor of weighing scales,
with the factual side outweighing the disinformation. In-
clude the actual export figures for 2023. In contrast, less
effective prompts were marked by a lack of clear structure,
overly vague language, and the absence of a factual foun-
dation, such as: Create a nice poster about the fakes re-
garding Ukrainian wheat. Brightly and convincingly.

The analysis of the results of working with various
types of prompts showed that the more details and struc-
tural elements the prompt contained, the more accurate
and effective the generated visual material proved to be.
In particular, several elements were found to be especially
important in prompts intended for the creation of coun-
ter-propaganda content: emotional tone of the content —
specifying in the prompt the need for a balance between
emotional impact and rational argumentation yielded
better results than focusing solely on either emotional
appeal or factual information; cultural context — adapt-
ing the content to the cultural background of the target
audience by including instructions in the prompt to use
recognisable cultural symbols and visual codes signifi-
cantly improved relevance and resonance; technical spec-
ifications - including details such as size, format, and
intended distribution channel (e.g. social media, print
materials, outdoor advertising) in the prompt facilitated
better adaptation of the content to the specific medium;
duration of impact - indicating in the prompt whether the
material was intended for short-term or long-term impact
influenced the selection of expressive techniques and the
level of content detail.

An additional significant outcome was the identifica-
tion of a synergistic effect from the combination of various
neural networks for the creation of complex visual materi-
als. Indeed, the combination of Midjourney’s capabilities
for creating the visual foundation, Stable Diffusion for sty-
listic adaptation, and DALL-E for informational elements
allowed for the production of more layered and effective
visual solutions. Based on the conducted analysis, a com-
prehensive methodology for the integration of artificial
intelligence technologies into the processes of creating
counter-propaganda materials has been developed. The
methodology includes:

1. The algorithm for automated detection of potential
disinformation is a systematic monitoring of the informa-
tion space using machine learning to identify typical pat-
terns of manipulative content.

2.The model for generating counter-narratives in-
volves the development of strategies for refutation that
are specific to each type of disinformation, using large lan-
guage models.

3.The system of automated visualisation of coun-
ter-narratives — the transformation of textual rebuttals
into visual content using generative Al models, taking into
account the psychological aspects of perception and the se-
miotic characteristics of visual communication.

4. The mechanisms of evaluation and optimisation are
analytical tools for assessing the effectiveness of created
materials and enhancing the quality of future content.

An important component of the methodology was the
development of principles for the interaction between arti-
ficial intelligence and the designer, where Al acts as an ex-
tension of creative capabilities rather than a replacement
for human creativity. Within the framework of semiotic
analysis, three key strategies of visual resistance to disin-
formation were identified, all of which can be effectively
implemented using Al technologies: the strategy of con-
trast — visually opposing truthful information and disinfor-
mation with clear labelling (e.g. verified/refuted, fact/fake);
the strategy of narrative deconstruction - visually breaking
down manipulative narratives into their constituent parts
to expose their falsity or manipulative nature; the strategy
of emotional recoding - transforming negative emotions
triggered by disinformation into constructive responses
through the use of visual metaphors and symbols.

The obtained results confirm the conclusions of
A. Borji (2022) conducted a comparative analysis of gen-
erative models and identified various capabilities for cre-
ating visual content. This research has expanded these
conclusions by focusing on the specifics of applying these
technologies to counter disinformation, particularly in
the context of the graphic design of informational mate-
rials. Graphic design and visual communications are par-
ticularly important tools in information confrontation,
as they allow for the rapid and effective delivery of key
messages to the target audience. As noted by T.H. Dibro-
va et al. (2018), the primary advantage of visual commu-
nication is the speed of their perception and the imme-
diate response of consumers to communication signals.
While textual information is perceived sequentially and
requires significant cognitive resources for processing,
visual messages are processed by the brain holistical-
ly and considerably faster. According to a study by MIT
(Potter et al., 2014), the time taken to perceive a quality
graphic image is approximately 13 milliseconds, which is
60,000 times faster than the perception of a text message
with equivalent informational content. In the context of
information overload for the modern media consumer,
such speed of perception becomes a decisive factor for
effective communication.
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The identified optimisation of designers’ workflows by
20% due to the use of Al correlates with the data presented
in the study by S.S. Gerenko (2023), which also noted the
ability of artificial intelligence to enhance the effectiveness
of design solutions while maintaining the need for human
oversight and creative direction. The author’s conclu-
sions regarding the structure of effective visual materials
for countering disinformation align with the research of
O.V.Kolisnyk et al. (2023), which identified that Midjourney
is a powerful tool for generating design graphics. However,
unlike this study, the author has found that the most effec-
tive are not individual generative models, but their com-
bined use with subsequent professional refinement.

The results of the analysis conducted by Y.I. Siui-
va (2024) indicated that machine learning algorithms
trained on large datasets identified fake news based
on linguistic, semantic, and contextual features of the
text with high accuracy. The main approaches identified
were naive Bayes classifiers, logistic regression, deci-
sion trees, random forests, support vector machines, and
deep learning (Siuiva, 2024). According to the research by
L. Graves (2018), fully automated fact-checking has re-
mained a distant aim. Social media continued to employ a
combination of Al for the most repetitive operations and
human oversight for the analysis of more complex cases.
Particularly emphasised was the necessity of maintaining
human control in Al systems to ensure ethical use and
correct interpretation of data (Graves, 2018). The study
by J. Bullock & M. Luengo-Oroz (2019) demonstrated that
using the pre-trained AWD-LSTM model, it is possible to
easily generate texts in the style of speeches by political
leaders at the UN’s General Assembly, which confirmed
the potential risks of abusing such technologies.

M. Kryzhnia (2023) in her research emphasised the
dual nature of Al, which can both assist in countering dis-
information and be used to create it. The authors’ results
confirm this thesis, demonstrating that the ethical respon-
sibility for the use of Al in the design of counter-propa-
ganda materials lies with the designer. However, unlike
M. Kryzhnia, the author has developed specific recommen-
dations for the ethical use of Al in creating effective visual
materials. The articles of I.M. Tsidylo & C.E. Sendra (2023)
examined the use of Midjourney as a methodological in-
novation in the training of future designers. This research
complements the findings, demonstrating the practical ap-
plication of this and other generative models in the con-
text of information warfare and countering disinformation.
C. Marsden & T. Meyer (2019) emphasised the importance
of keeping the human “in the loop” of Al systems to ensure
ethical use and correct interpretation of data. These results
confirm this thesis, demonstrating that the most effective
materials were those created as a result of collaboration
between the designer and Al systems, rather than a fully
automated process. In contrast, W. Liu & R. Bezuhla (2024)
demonstrated that artificial intelligence plays a key role
in image generation in design, as it is capable of not only
automating individual stages of visual design but also

refining outcomes, supporting the creative process, and in-
fluencing aesthetic decisions.

Particular interest lies in comparing current findings
with the research of K. Kertysova (2019), who considered
Al as a bilateral tool in the context of disinformation. This
outcome confirms her thesis regarding the potential of Al
for both the creation and countering of disinformation;
however, it focuses specifically on developing methodo-
logical approaches for harnessing this potential within
graphic design. N. Dufour et al. (2024) noted the rapid in-
crease in the amount of Al-generated content in fake news
since spring 2023. The current study confirms this trend
and proposes specific approaches to countering this threat
through visual communication methods. O. Hrozna (2024)
in her research emphasised that global digital transforma-
tion has significantly impacted journalism and design. The
present study expands its conclusions, demonstrating how
these transformations can be utilised to counter disinfor-
mation through visual tools.

Unlike the studies considered, the author’s study of-
fers a comprehensive methodology for the integration of
artificial intelligence technologies into the processes of
creating visual tools for countering disinformation, which
takes into account technological aspects and psychological
factors of perception of visual information, as well as semi-
otic features of communication in the context of informa-
tion warfare. The results support the conclusion that the
optimal use of Al technologies for designing visual tools to
counter disinformation requires: a clear understanding of
the psychological mechanisms of visual information per-
ception; the ability to formulate effective queries to gen-
erative models; professional evaluation and refinement of
the generated content; integration of the created materials
into comprehensive information campaigns.

Conclusions

The conducted research on the use of artificial intelligence
for the creation of information campaigns in wartime,
particularly visual tools for countering disinformation,
has led to the following conclusions. It has been estab-
lished that modern artificial intelligence technologies
significantly expand the capabilities of graphic design in
the context of creating counter-propaganda materials.
Generative models, such as Midjourney, Stable Diffusion,
and DALL-E, have enabled the optimisation of up to 20%
of routine tasks in the creation of visual content, allow-
ing designers to focus on the strategic and creative as-
pects of development. However, as the research showed,
the most effective approach turned out to be a hybrid one
that combined automation through Al with professional
refinement of materials by designers. A comprehensive
methodology for the integration of artificial intelligence
technologies into the processes of creating visual tools for
countering disinformation has been developed. The pro-
posed methodology included algorithms for the automatic
detection of potential disinformation, the generation of
relevant counter-narratives, and their visualisation using
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generative models. An important element of the devel-
oped methodology was the recommendations for the for-
mation of effective prompts for generative models, which
took into account the psychological aspects of the percep-
tion of visual information and the semiotic characteristics
of communication in the context of information warfare.
The semiotic analysis of visual materials has revealed
the most effective visual codes and sign systems for coun-
tering disinformation. These include: contrasting visual
comparisons of “truthfalsehood”, symbols of fact-check-
ing, visual metaphors of revelation or exposure, as well
as elements that emphasise transparency and credibility.
The findings have practical value for the development of
a design system of visual tools for countering disinforma-
tion. The experimental implementation of the developed
system for the automated creation of visual materials for
countering disinformation has demonstrated a significant
improvement in operational efficiency compared to tradi-
tional approaches while maintaining a high quality of ma-

misinformation. From a practical standpoint, the devel-
oped recommendations and methodological approaches
can be directly implemented in the work of design studi-
os, media organisations, and state institutions engaged in
countering disinformation.

The prospects for further research lie in the develop-
ment of specialised software solutions that integrate the
identified approaches to the automated creation of visual
tools for countering disinformation; the study of the long-
term effects of visual counter-propaganda campaigns; and
the investigation of adaptive design systems that auto-
matically adjust to different target audiences and cultural
contexts. The development of educational programmes for
designers, aimed at the effective use of artificial intelli-
gence to counter disinformation, deserves special atten-
tion, taking into account both the technical and ethical
aspects of this activity.
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The use of artificial intelligence for information campaigns in wartime...

BUNKOPUCTOHHSA LLUTYYHOIO iHTEeNeKTY AJ19 CTBOPEeHHSA
iHcbopMALINMHNX KAMMCHIN B YMOBOX BiNHW:
Bi3yaJNbHi iHCTPYMeHTU npoTuaii pesiHdoopmMaLiii

Baagucnas lllyka

Marictp

KuiBcbkuit HalliOHAJIbHUI YHIBEPCUTET KYJIbTYPU 1 MUCTELITB
01601, Byn. €srena Konosasnbliis, 36, M. Kuis, Vkpaina
https://orcid.org/0009-0004-1550-4727

AHoOTOAUifA. B ymoBax cyvacHoi indopmariiitHoi BiffHM KPUTUYHO BaskIMBMM CTaB PO3BUTOK e(DEKTUBHUX METO[iB
npotuzii mesindopmauii Ta Boposkiit mpomnaranpi. Kinpkicte HempaBnuBoi iHgopMalii Ta MBUIAKICTh i MOIMIMpeHHS
BMMaraay BIIPOBAJKEHHS aBTOMAaTM30BaHMX CUCTEM i3 3a/JlyueHHSIM LITYYHOTO iHTeNeKTy [l ONTKUMi3alil MpoleciB
CTBOpEHHS Bi3yalbHOIO KOHTPIIPOMATaHAMCTCHKOTO KOHTEHTY. MeTa mossiraza y po3pobii MmeTromosorii iHTerparii
TEXHOJIOTiit IITYYHOTO iHTENeKTY B MPOIeCH CTBOPeHHS e(heKTUBHMX Bi3yalbHUX iHCTPYMEHTIB MpoTuAii nesindopmarrii
3 ypaxyBaHHSM MPUHIMUIIIB rpadiuHOro Amu3aiiHy Ta IMCUXOOTil CIpUIHATTS BizyanpHOi iHbopmalii. JocmimkeHHs
6asyBaJiocsl HAa KOMIUIEKCHOMY TIiIXOAi, 10 TOE€NHYBaB TEOPETMUYHMIT aHali3 HayKOBOi JiTepaTypy, MOPiBHSIbHMUI
aHasti3 Helipomepex Midjourney, Stable Diffusion Ta DALL-E, cemioTMuHMii aHali3 BisyaJibHMX MaTepiasiB, a TaKOX
eKcIiepyMeHTaabHe BIIPOBAIKEHHS PO3POOJIIeHOI CUCTEeMM aBTOMAaTU30BAHOTO CTBOPEHHSI KOHTPIIPOIAaraHIUCTChKOTO
Bi3yaJbHOTO KOHTEeHTy. P03po6sieHO KOMIUIeKCHMI TiAXi# [0 CTBOpPeHHS Bi3yalbHMX iHCTPYMEHTIB MPOTUAii
nesindopmariii, sKMit MoegHAB MOXKIMBOCTI CUCTEM aBTOMAaTM30BAHOrO 360py iHdopMmallii, anrOpMTMiB HITYUHOTO
iHTenexkTy mAJjisa reHepalii rpadiuHOTO KOHTEHTY Ta MPUHIUIIB edeKTUBHOro rpadiuHoro amsaitHy. BusiBaeHo, 1o
BUKOPMCTAHHS IITYYHOTO iHTeNeKTy B rpadiuHoMy au3aiiHi onTtumizyBano no 20 % pyTMHHMX 3aBAAHb MPU CTBOPEHHI
Bi3yaJIbHOTO KOHTEHTY, JO3BOJSIIOUM Iy3aiiHepaM 30CepeJUTUCh Ha CTpaATeTriyHMX i TBOPYMX acleKkTaxX PO3POOKM.
Po3po6ieHi pekomeHpanii mono Bukopucranus I y rpadiunomy nusaitHi MOXYTb 6yTM BIPOBaIKeHi JepsKaBHUMU
iHCTUTYIIiSIMM, Me[ia Ta IPOMaJChKMMM OpraHizalissMu IJis ONEpPaTMBHOTO pearyBaHHsSI Ha iHdopMaliiiHi 3arposu

KnrouoBi cnoBa: rpadiunmii 113aiiH; BisyasibHa KOMYHIiKallis; KOHTPIPOMAraHIMCTChKIIT KOHTEHT; iHdopMmariiiina
BiliHa; reHepaTMBHMIA AM3aliH; ICUXOJIOTisl CHPUIHATTS ; KOMIIO3MIIiJiHi pillleHHs

98 Technologies and Engineering, Vol. 26, No. 2, 2025


https://orcid.org/0009-0004-1550-4727

TEXHONOrIi
TA IHNKUHIPVHI

Hayxosuil xcypHan

Tom 26, N2 2, 2025

OpuriHaja-MaKkeT BUTAHHS BUTOTOBJIEHO
Y penaxiiifHo-BuaaBHUUIOMY Bifgaini KiiBcbKOro HallioHAIbHOTO YHiBEPCUTETY TEXHOJIOTIN Ta IU3aiiHy

BignmoBinanbHuuii pegaxkTop:
O. KpusoHoc

[Minmcano 1o apyky 30.04.2025 p. @opmart 60%84/8
YMOBH. ApYK. apk. 11,7
Haxknapn 100 mpumMipHUKiB

Anpeca BUIAaBHUIITBA:

KuiBcbKkuit HallioHaIbHMIT YHIBEPCUTET TEXHOJIOTIi Ta AM3aiiHy
01011, Byn. Mana IllusHOBCBKA, 2, M. K1iB, Ykpaina
Tej/dbakc: +38 (044) 256-84-27
E-mail: info@technologies-engineering.com.ua
https://technologies-engineering.com.ua/uk


https://technologies-engineering.com.ua/uk

TECHNOLOGIES
AND ENGINEERING

Scientific Journal

Vol. 26, No. 2, 2025

The original layout of the publication is made
in the publishing department of Kyiv National University of Technologies and Design

Managing editor:
0. Kryvonos

Signed for print 30.04.2025. Format 60%84/8
Conventional printed pages 11.7
Circulation 100 copies

Publishing Address:

Kyiv National University of Technologies and Design
01011, 2 Mala Shyianovska Str., Kyiv, Ukraine
tel/fax: +38 (044) 256-84-27
E-mail: info@technologies-engineering.com.ua
https://technologies-engineering.com.ua/en


https://technologies-engineering.com.ua/en

